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The NATO STO SAS-161 Research Task Group 
(RTG) – Military Aspects of Countering Hybrid 
Warfare: Experiences, Lessons, Best Practices 

Volume II: Information and Influence 
(STO-TR-SAS-161-Vol-II) 

Executive Summary 
The NATO STO SAS-161 Research Task Group (RTG) investigating “Military Aspects of Countering 
Hybrid Warfare: Experiences, Lessons, Best Practices” is meant to inform the full spectrum of military 
planning at the Alliance and national level. This functionally oriented analysis touches all aspects of military 
effectiveness and help inform our collective efforts to account for the challenges of contemporary, and expected 
future characteristics, of competition, conflict, warfare, and warfighting.  

With a focus on contributing to the long-term military effectiveness of the Alliance, Ukraine, and the individual 
Ally and Partner nations, the RTG applied the fundamentals of net assessment in developing two distinct 
research streams. Both research streams study contemporary Russian behaviors related to competition, conflict, 
warfare, and warfighting. The first stream further investigates, from Ukraine’s perspective, Russian aggression 
against Ukraine and Ukrainian institutional responses and preparations up to the full-scale invasion by Russia on 
24 February 2022. The second research stream, undertaken by the non-Ukrainian members of the RTG, 
develops national or mission-specific case studies investigating Russian behaviors within differing contexts. The 
intent of this second stream is to identify military-specific aspects of those behaviors. The analysis and 
deductions related to each research stream are then combined and distilled into military implications. 

The case studies in this volume demonstrate the importance of close study of Russian, or any threat actor’s, 
behaviors, in a manner cognizant of the specific context of that actor. In other words, seeking to identify generic 
threat characteristics is less useful for planning purposes than understanding each threat on its own, at least in 
the first instance. The examination of KFOR and Canadian deployments to Latvia and Ukraine expose some 
erroneous assumptions of likely Russian behavior and targets. This conclusion is shared by several of the case 
studies presented in Volume III of the SAS-161 reporting. Jarl’s and Lauder’s case studies suggest some 
divergent conclusions. Whereas Jarl’s case study illustrated centralization of control and interconnected, 
complementary military, political, and informational dimensions for Russian strategic level messaging related 
to large military exercises, Lauder’s case study exposes decentralized execution and more simplistic means of 
execution. The characteristics noted by Lauder can be seen in the description of Russian activity in other case 
studies as well, notably Reader’s and Bērziņš’ chapters in Volume III. Much like the Finnish case study 
presented in Volume IV of our reporting, the Ukrainian case study here illustrates the high value of evidence 
and expertise required for the development of plausible scenarios. For both near and long-term military 
planning, a net assessment approach demands that any scenarios developed are grounded in as much evidence 
as possible to ensure plausibility. This is the case even when the intent is to push the bounds into low 
likelihood, high impact types of events. This rule holds true regardless of the scenario purpose ‒ exercise or 
experimentation, forecasting, foresight, or near-term planning. Finally, the scenario development described in 
the case study employs updated Ukrainian legal, policy, and doctrinal frameworks to set the context of the 
development process and analysis of the scenarios. This contributes to the proven high accuracy reflected in 
later real-world events. This example thereby reinforces the importance of comprehensive national level 
security and defence arrangements ‒ a conclusion mirrored in the case studies in Volumes III and IV of 
our reporting.  
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Le groupe de recherche (RTG) SAS-161 de la STO 
de l’OTAN – Aspects militaires de la lutte contre 
la guerre hybride : expériences, enseignements, 

meilleures pratiques  
Volume II : Information et influence 

(STO-TR-SAS-161-Vol-II) 

Synthèse 
Le groupe de recherche (RTG) SAS-161 de la STO de l’OTAN – « Aspects militaires de la lutte contre 
la guerre hybride : expériences, enseignements, meilleures pratiques » vise à éclairer tout le spectre  
de la planification militaire au niveau de l’Alliance et au niveau national. Cette analyse fonctionnelle aborde 
tous les aspects de l’efficacité militaire et éclaire nos efforts collectifs visant à tenir compte 
des caractéristiques actuelles et futures (prévues) de la concurrence, des conflits, de la guerre et des combats. 

En se concentrant sur la contribution à l’efficacité militaire à long terme de l’Alliance, de l’Ukraine  
et des pays alliés et partenaires, le RTG a appliqué les principes fondamentaux de l’évaluation nette pour 
établir deux axes de recherche distincts. Les deux axes de recherche étudient les actuels comportements 
russes liés à la concurrence, aux conflits, à la guerre et aux combats. Le premier axe étudie plus en détail, 
du point de vue de l’Ukraine, l’agression de la Russie contre l’Ukraine et les préparatifs et réponses 
institutionnelles de l’Ukraine jusqu’à l’invasion à grande échelle par la Russie le 24 février 2022. 
Le deuxième axe, suivi par les membres non ukrainiens du RTG, développe des études de cas nationales 
ou propres à une mission, qui examinent les comportements russes dans différents contextes. L’objectif 
de ce deuxième axe est d’identifier les aspects spécifiquement militaires de ces comportements. L’analyse 
et les déductions liées à chaque axe de recherche sont ensuite combinées et aboutissent à des 
implications militaires. 

Les études de cas du présent volume démontrent combien il est important d’examiner minutieusement 
les comportements russes, ou de tout acteur menaçant, en ayant conscience du contexte particulier de l’acteur 
en question. En d’autres termes, il est moins utile de chercher à identifier les caractéristiques générales 
des menaces à des fins de planification que de comprendre chaque menace, du moins dans un premier temps. 
L’examen du déploiement de la KFOR et des forces canadiennes en Lettonie et en Ukraine met en évidence 
le caractère erroné de certaines hypothèses relatives au comportement et aux cibles probables de la Russie. 
Plusieurs études de cas présentées dans le volume III des rapports du SAS-161 partagent cette conclusion. 
Les études de cas de Jarl et de Lauder suggèrent quelques conclusions divergentes. Tandis que l’étude de cas 
de Jarl illustre la centralisation du contrôle et des dimensions (complémentaires et interconnectées) 
militaires, politiques et informationnelles pour les messages stratégiques russes liés aux grands exercices 
militaires, l’étude de cas de Lauder présente l’exécution décentralisée et des moyens d’exécution plus 
simples. Les caractéristiques notées par Lauder apparaissent également dans d’autres études de cas décrivant 
l’activité russe, notamment les chapitres de Reader et Bērziņš dans le volume III. Tout comme l’étude de cas 
finlandaise présentée dans le volume IV de nos rapports, l’étude de cas ukrainienne illustre ici la grande 
valeur des preuves et l’expertise requise pour élaborer des scénarios plausibles. Pour la planification militaire 
à court et long terme, la démarche de l’évaluation nette exige que tous les scénarios développés s’appuient 
sur autant de preuves que possible afin de garantir la plausibilité. Cela vaut même lorsque l’intention est 
de repousser les limites jusqu’aux types d’événements à faible probabilité et à fortes répercussions. 
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Cette règle s’applique quel que soit l’objectif du scénario : exercice ou expérimentation, prévision, étude 
prospective ou planification à court terme. Enfin, l’élaboration du scénario décrit dans l’étude de cas emploie 
des cadres juridiques, politiques et doctrinaux ukrainiens mis à jour, qui définissent le contexte du processus 
d’élaboration et de l’analyse des scénarios. Cela contribue à une grande précision, éprouvée par 
les événements ultérieurs du monde réel. Cet exemple souligne ainsi l’importance d’accords nationaux 
complets en matière de sécurité et de défense, conclusion reflétée dans les études de cas des volumes III et 
IV de nos rapports. 



  
 

ES - 4 STO-TR-SAS-161-Vol-II 

 

 



STO-TR-SAS-161-Vol-II 1 - 1 

Chapter 1 – INTRODUCTION 

Neil CHUKA 
Defence Research and Development 

CANADA 

The NATO STO SAS-161 Research Task Group (RTG) investigating “Military Aspects of Countering 
Hybrid Warfare: Experiences, Lessons, Best Practices” is meant to inform the full spectrum of military 
planning at the Alliance and national level. The functionally oriented analysis and the country-specific case 
studies developed by the RTG touch all aspects of military effectiveness and help inform our collective 
efforts to account for the challenges of contemporary, and expected future characteristics, of competition, 
conflict, warfare, and warfighting.  

Defence scientific research and development activities must, in the first instance, seek to contribute to the 
military effectiveness of the forces they support. Military effectiveness is defined as: 

the proficiency with which armed forces convert resources into fighting power. A fully effective 
military is one that generates maximum combat power from the resources physically and politically 
available to it. The most important attribute of military effectiveness is the ability to adapt to the 
actual conditions of combat and conflict (vice those that were assumed would occur). Military 
effectiveness is comparative and can only be assessed against a likely opponent or a rigorous 
composite adversary through a pacing threats construct.1  

Military effectiveness has political, military-strategic, operational, and tactical level components and is 
inextricably tied to military learning, adaptation, and innovation.2 As might be expected, military 
effectiveness is defined differently depending on the purpose of the individual scholar. While we ascribe to 
Williamson Murray and Alan Millett’s national and organizationally-focused construct, others have focused 
on the ability of military formations to generate, apply, and reconstitute combat power [6]. Still others apply 
notions of effectiveness at what we might call the service or environmental level (e.g., Army, Navy, 
Airforce, etc.) [7], [8]. Scholars have also applied Murray and Millett’s framework to assess gaps in tactical 
level military effectiveness as a means of correcting national level political, social, and military 
historiography [9]. Of greater, more recent frequency, many have built upon Murray and Millett and their 
individual and combined work investigating learning, adaptation, and military innovation to focus on the 
specifics of the intersection of technology, doctrine, organizational culture, and other factors, and the 
implications for military effectiveness in contemporary times [10], [11], [12], [13], [14], [15]. Regardless of 
the particular focus, all of these consider political (inclusive of socio-cultural, economic, and other national 
factors), military-strategic, operational, and tactical issues affecting the ability of the armed forces to achieve 
desired ends.  

Notions of military effectiveness color the work of many scholars in several fields of study, even if the words 
“military effectiveness” are not explicitly used. Moreover, the use of the words “military effectiveness” by 
authors certainly predates the work of Murray and Millett but their framework has proven sufficiently 
resilient to stand the test of time and, even if used as a foil, the phrase has been employed in multiple 
academic fields of study.3 It is for this reason that we loosely apply the military effectiveness framework as a 
guide for the work of SAS-161. The framework is relatable to a substantial body of serious academic and 
professional literature, it provides an innate flexibility that enables the integration of a broad range of 

1 The military effectiveness definitions employed here originate in Millett et al. [1] pp. 1-27. These were adapted specifically for 
force development and design purposes by Chuka [2] and Chuka and Neill [3]. 

2 See for example the essays in Murray and Millett [4] and Murray [5]. 
3 On predating, see for example Sutherland [16]. 
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subjects and helps focus our analysis for a particular purpose ‒ the provision of STO support to the NATO 
military instrument of power.  

1.1 BACKGROUND 

The SAS-161 RTG is the second Systems and Analysis Studies (SAS) activity conducted in collaboration 
with Ukraine. During the period 2015 ‒ 2017, the SAS-121 Research Specialist Team (RST) investigated in 
detail the Russian annexation of Crimea and the instigation of its campaign in Eastern Ukraine.4 That 
collaborative research activity demonstrated the earnest, forthright desire of our Ukrainian partners to 
investigate Russian methods of conflict, warfare, and warfighting, share their experiences, and work closely 
with NATO. The intent of SAS-121 was to contribute to the study and learning of contemporary conflict and 
warfare to help collective efforts to address shared security and defence challenges.  

SAS-161 follows in the path of SAS-121 by studying the military aspects of countering hybrid warfare to 
better understand individual and collective experiences, develop and share lessons, and identify best practice. 
This present work partnered the National Defence University of Ukraine (NDUU) with analysts from 
Canada, Croatia, Czechia, Denmark, Finland, Great Britain, Latvia, and Sweden, and NATO SOF HQ 
(NSHQ) via the SAS Panel and the STO Collaboration Support Office (CSO). The work was Co-Chaired by 
Canada and the NDUU. At the NDUU, the “Project Kalmius” team was led by the Ukrainian Co-Chair of 
SAS-161, Colonel Viacheslav Semenenko.  

Our work has two distinct research streams, both focused on studying Russian behaviors related to 
competition, conflict, warfare, and warfighting. The first stream further investigates, from Ukraine’s 
perspective, Russian aggression against Ukraine and Ukrainian institutional responses and preparations up to 
the full-scale invasion by Russia in February 2022. The second research stream was undertaken by the 
non-Ukrainian members of the RTG and sees the development of national or mission-specific case studies 
investigating Russian behaviors in specific differing contexts. The intent of this second stream is to identify 
military-specific aspects and implications of that behavior.  

1.2 METHOD 

Designed and approved in October 2019, the SAS-161 work program seeks to provide a unique contribution 
to the broader literature on “hybrid” or contemporary warfare by best exploiting the talents of, and the 
information available to, the RTG members, all of whom are involved in defence planning or professional 
military education systems at the national or Alliance level. In an effort to differentiate from some other 
portions of the very large, and growing, body of literature on hybrid warfare, the RTG work program was 
designed to adhere to the fundamentals of “net assessment” while striving to produce analysis focused on the 
aforementioned conception of military effectiveness.  

Net assessment is the comparative analysis of military, technological, political, economic, and other factors 
governing the relative military capability of nations.5 Its purpose is to identify problems and opportunities 
that deserve the attention of senior defence officials [19], p.9. Net assessment is a practice that applies 
distinctive perspectives to identify problems, including organizational and socio-bureaucratic behavior 
within specific contexts, as a means of determining meaningful balance of force estimates and plausible 
strategic interactions to inform decision making (adapted from Ref. [20]). A Net Assessment mindset works 
to strengthen critical thinking while countering received wisdom or group think and is most valuable where it 
fosters the provision of contested advice to decision-makers. Most importantly, a net assessment mindset 
demands the study of ourselves and our adversaries both. 

 
4 The final report of that RST is entitled “Research Specialist Team on Hybrid Warfare: Ukraine Case Study” [17]. 
5 The following three paragraphs are adapted from Chuka and Archambault [18], pp.7-8.  
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For military planning purposes, net assessment is focused on power relationships: it is a means of capturing and 
orienting decision-makers to the exploration of strategic interactions ‒ in all their complexity and variables ‒ 
between and among actors in the operating environment as a way to expose gaps and opportunities. This allows 
analysts to better understand contexts and what constitutes relevant change in the strategic environment that 
affects military decision making.6 As analysts, it also allows us, in fact forces us, to characterize the bounds of 
competitive military space. In support of an estimative process, net assessment frames military problems as 
strategic interactions as a way to think about choices and their impacts [23]. And it forces us to contain our 
analysis within the boundaries or parameters of a particular time period.  

In this way, net assessment is an approach ‒ a way of thinking ‒ that incorporates all-source and 
inter-disciplinary material and recognizes the intellectual necessity of both nurturing and managing contested 
advice at an organizational level. Net assessment, therefore, is not only, potentially, a “capacity” or a 
“capability” as it has been recently described in various restricted distribution Alliance documentation.7 As 
such, it is not surprising that organizations deal with it hesitantly, certain that it might be necessary, but 
uncertain as to how or why. For instance, the 2010 NATO Strategic Concept calls on the Alliance to ensure 
it is “at the front edge in assessing the security impact of emerging technologies, and that military planning 
takes the potential threats into account.” Such admonition calls out for comparative assessment in aid of 
pursuing the strategic objective of maintaining competitive advantage over potential adversaries ‒ but of 
course does not explicitly refer to “net assessment” [24], p.17. Neither, then, is it surprising that net 
assessment is variously considered to be a product, a capability, a process, an intellectual construct and a 
methodology. Nonetheless, both analysts and practitioners should embrace net assessment as an 
organizational mindset or approach that works to strengthen critical thinking while countering received 
wisdom or “group think,” rather than pursue it as an “authoritative” singular endeavor or point of departure 
for planning.8 

With this in mind, the SAS-161 work program is guided by relatively straightforward parameters comprised 
of three pillars.  

The first pillar is the focus on the military aspects of contemporary competition, conflict, warfare, and 
warfighting. While political, economic, financial, and other factors are relevant to some of the 
individual studies comprising the SAS-161 body of work, those non-military factors are only considered 
insofar as required to understand their military implications within the context of a particular case study. 
This focus does not disregard the interplay between the military and other instruments of power; rather, 
we apply this focus to help identify gaps in military authorities, responsibilities, legal frameworks, and 
policy that are exposed during the research and analysis. This is critical as the SAS-161 work is 
conducted under the auspices of the Alliance’s Science and Technology Organization (STO) 
and therefore must contribute to the use, development of, and effectiveness of the military instrument 
of power.  

The second pillar is that Russia, inclusive of proxies and others that might contribute to Russian goals, is the 
sole threat actor under consideration. While other threat actors might apply methods similar to those of 
Russia, adherence to the principles of net assessment means that each threat actor (and target ‒ e.g., Ukraine 
or any of the states considered in our case studies) must be considered in their own context. Broadening the 

 
6 See Gouré [21], pp. 90-97. Gouré explains the relationship between net assessment and the development of competitive 

strategies, recognizing that there are several acceptable definitions and usages of “net assessment.” For an excellent discussion 
of the origins of net assessment and the role of Dr Andrew Marshall in its development and implementation see Adamsky 
[22], pp. 611-644. 

7 There is very little Alliance documentation on this point that can be referenced in an unclassified publication. The author has 
participated in unclassified Alliance meetings where this point has been made by others.  

8 This should not be interpreted as a claim that comparative assessment does not occur naturally ‒ as Cohen has observed, the 
appraisal of military balances “goes on all the time in the minds of decision-makers and their staffs” [25], p. 4. The argument 
we are making here is the importance of improving upon stale threat-agnostic capability based planning methods.  
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research and analysis to include other threat actors risks studying the methods rather than the actor ‒ 
something that is arguably of limited utility for military planning purposes and, regardless, has been done by 
many others.9  

The third and final pillar is the preference for contemporary primary source material in the research and 
analysis. As much as possible given the intent to work at the unclassified level, the members of the RTG 
employ original official documentation, interviews, and other similar material considered to be primary source. 
This requirement is meant to emphasize and exploit the specialized knowledge and perspective held by the 
RTG members and thereby distinguish it from analysis conducted by those outside of defence institutions.  

No single project can be comprehensive and SAS-161 is no exception to this rule. For example, there is 
limited detailed discussion of the use of space or cyber capabilities and the case studies are not intended to 
span all recent targets of Russian malevolence or those countries that fall within Russia’s self-proclaimed 
sphere of interest. Nonetheless, our research and analysis contribute to the broader body of work on 
contemporary competition, conflict, and warfare and contribute to the effort to better understand ourselves 
and Russia as an adversary.  

With these parameters, the case studies and the Ukrainian Project Kalmius research and analysis were 
developed independently under central direction and guidance from the Co-Chairs. This approach 
maximized the disparate professional and educational backgrounds and perspectives of the RTG members.  

The implications development process described in the “Military Implications” volume of our reporting was 
then used to distil the military implications from the collated main analytic deductions identified in each 
individual piece of work. Military implications are defined as:  

The implied consequences of credible deductions arrived at through the application of professional 
judgment. An implication should be actionable, without identifying courses of action, and relate to 
one or more capability components or enablers in order to inform military planning. For 
operational research and analysis, any implication is likely to affect multiple functional areas, can 
identify new requirements, validate current capability paths, or suggest capabilities of declining 
relevance. Implications must centre upon military effectiveness and credibility. (Adapted from 
Ref. [28]). 

The implications development process allows for the identification of commonalities and contrasts across all 
of the main deductions, enabling the integration of the entire body of RTG scholarship into a whole.10 The 
incorporation of an implications development process as a core portion of the work program reinforces our 
focus on the military aspects of hybrid approaches and the application of such methods by a specific threat 
actor (Russia). The result is a specific set of recommendations tailored to planning functions. Consequently, 
we remain within the scope and intent of the NATO STO SAS mandate, respectful of the role and authorities 
of those executing planning functions in NATO and national level headquarters and remain true to the 
framework of academic and professional literature on military effectiveness and net assessment that provided 
the intellectual guidance in the development of the RTG work program. 

9 See for example, Giannopoulos et al. [26]. A public version of this document was produced in 2012. See also the 
Multinational Capability Development Campaign Countering Hybrid Warfare project and series of publications. A summary 
of that work is available at: MCDC CHW project [27]. 

10 A similar process assessed the results of the SAS-121 analysis from a NATO perspective. That work is captured in the 
SAS-127 final report entitled “Hybrid Warfare: Implications for NATO” [29]. 
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1.3 OVERVIEW OF ANALYSIS 

The specific topics covered in this volume of SAS-161 reporting are detailed in the next section. Overall, 
however, there are some major deductions resulting from the work as a whole.  
Ukraine provides an exemplar of military effectiveness grounded upon superb military adaptation and 
flexibility. The current effectiveness of Ukraine’s armed forces is rooted in almost 9 years of work that has 
modernized and transformed Ukraine’s conceptions of security and defence with the support of a wide 
variety of international partners. As with any situation, there is an historical and contemporary context that 
must be appreciated and accounted for but all those interested in security and defence affairs will do well to 
study Ukraine’s actions to glean insight and lessons.  

The reporting confirms the imperative to study each threat in a way that respects the context of adversary 
decision making and the specifics of behaviors directed at each target. Conversely, each target of Russian 
malevolence must be studied to understand the historic and contemporary conditions that create both 
vulnerabilities and shields against the Russian threat. Even when faced with multiple threats it is important 
that each is understood individually before designing comprehensive responses. In other words, a net 
assessment mindset applied to threat-based planning will result in greater understanding of threat, strengths, 
vulnerabilities, and risk. 

Our analysis helps to highlight that, at the national level, the concept of “total defence” or “comprehensive 
defence” (e.g., the idea that national security and defence must be seen as a whole-of-government and 
whole-of-civil society responsibility) is the foundation of military effectiveness, at least from a homeland 
defence perspective. This is because such conceptions of national defence help clarify the role of military 
forces in relation to other instruments of national power and, hopefully, contribute to high levels of military 
political effectiveness.11  

Finally, despite the fact that much of the work of the SAS-161 RTG was conducted remotely, in a distributed 
fashion, first because of the pandemic and latterly because of the full-scale Russian invasion of Ukraine, 
collaborative projects such as this contribute to our ability to reach greater levels of understanding and improve 
our knowledge on contemporary security and defence challenges. 

1.4 TOPICS COVERED IN THIS VOLUME 

This volume of reporting from SAS-161 presents case studies focused on information and influence by 
examining Russian, Alliance, and partner activities in a variety of contexts. Using an analytic framework of 
“Frontstage / Backstage” Linda Jarl analyzes Russian strategic military exercises, and Russia’s reaction to a 
NATO Trident Juncture exercise, to improve understanding of Russian use of military and non-military 
effects. Dorthe Bach Nyemann and Jeanette Serritzlev discuss Russian influence activities in, and on, 
Kosovo, with the objective being to uncover Russian information activities targeting KFOR and the overall 
Alliance presence in the area. As with the analysis by Mr. Giles Reader in Volume III of our reporting, the 
KFOR case study suggest that Russia has been very careful, and limited, in directly targeting Alliance 
formations or deployed elements. Our partners from the National Defence University of Ukraine contribute a 
discussion explaining the development and use of threat-based scenarios focused on the informational 
aspects of Russian behavior for the purposes of forecasting in planning activities. In doing so they 

 
11 Military Political Effectiveness is defined as: The effort to obtain resources for military activity in relation to the goals set 

by the polity and the proficiency in acquiring those resources. Resources consist of reliable access to financial support, a 
sufficient military-industrial base (including assured access), a sufficient quantity and quality of manpower, and control over 
conversion of those resources into military capabilities. Military political effectiveness hinges on a clear understanding of 
national grand strategy. This necessarily includes strong comprehension of vital national interests, the enduring and 
immediate threats to those interests, and a grasp of likely activities and tasks and the resources to carry out those activities 
and tasks to counter the threats to those interests. 
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demonstrate, by virtue of the relative accuracy of events that came to pass after the chapter was drafted, the 
importance of solidly grounding foresight and forecasting activities with evidence and expertise. This 
volume is closed out by Matt Lauder’s case study of the operational context, mechanics, and impact of 
Russian information confrontation targeting Canadian deployments to Latvia and Ukraine. In doing so, the 
case study illustrates the importance of understanding that much of Russia’s approach to information 
confrontation is focused on applying consistent pressure to promote Russian narratives and undermine those 
of the Alliance and Alliance members. Moreover, and similar to several of the case studies in the SAS-161 
analysis, much of Russian information confrontation is indirect, rather than explicit. Annex A contains a 
table linking the military implications in Volume V of the SAS-161 reporting to the case studies. 
The abbreviations CAN, DNK (KFOR), SWE, UKR denote the case studies in this volume. 
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Chapter 2 – ANALYSIS OF RUSSIAN MILITARY EXERCISES 

Linda Jarl 
Swedish Defence Research Agency (FOI) 

SWEDEN 

2.1 INTRODUCTION1 

The security situation in Europe is tense and more unpredictable due to the Russian annexation of Crimea 
and Georgian regions2 as well as the war against Ukraine. Russia’s strategies in Europe are demonstrated 
through a wide range of both non-military and military actions. According to Herta, several analysts and 
researchers highlight important changes in Russian strategies such as cyber and information warfare 
[1] p. 58; [2], [3]. while other scholars focus on the asymmetric nature of Russia’s operations [1] p. 58.
Nevertheless, the general term “hybrid warfare” has been used to explain Russia’s strategies in Eastern
Ukraine over the last ten years [1] p. 53.

Russia’s practice of hybrid warfare has been analyzed in two previous NATO studies, “STO-TR-SAS-121 
Research Specialist Team on Hybrid Warfare: Ukraine Case Study” [4] and “STO-TR-SAS-127 Hybrid 
Warfare: Implications for NATO” [5]. These studies highlighted that Russia increased its troop numbers and 
equipment at the same time they arranged military exercises near the Ukrainian border in March 2014. 
Consequently, the exercises functioned as an excuse to build up troops near Ukraine. In some cases, it was 
believed that the purpose of these actions was to create a deterrent effect and demonstrate resolve or a 
pre-phase to intervention. Exercises together with intelligence actions, surveillance, and reconnaissance 
activities were organized and complemented each other [4]. 

Military strategic exercises in Western Europe are increasing, as are Russian exercises [6]. The 
NATO-associated exercises “Trident Juncture” and the Russian “Zapad exercise” are both reoccurring and 
expanded military arrangements in the Baltic Sea area. Unfortunately, military exercises and military 
activities in the Baltic Sea area sometimes lead to tensions between Russia and Western states.3 However, 
research concerning military exercises is sparse, especially in the context of hybrid warfare.  

As part of the project “NATO SAS-RTG-161 – Military Aspects of Countering Hybrid Warfare: 
Experiences, Lessons, Best Practices,” this case study seeks to enhance knowledge of Russian military 
exercises and how they might be used as an instrument with both military and non-military effects. The case 
study will examine and exemplify Russian behavior during strategic military exercises in the Baltic Sea area. 
This environment is interesting since it is geographically near Russia and a part of Russia’s zone of 
operations. Another reason is that the Baltic Sea area works as a venue, or a “scene of meetings”, between 
Russia on one side, and the neighboring states, the NATO-alliance and US on the other side. On background 
on the previous problematization, two questions are central to this case study: 

• What kind of military and non-military actions does Russia use related to their strategic exercises in
the Baltic Sea area?

• How does Russia respond by military or/and non-military means when NATO holds a strategic
exercise near the Baltic Sea area?

1 The author greatly appreciates the assistance of the research coordinator and the security political analyst at the Swedish Defence 
Research Agency (FOI) who peer reviewed earlier versions of this case study, providing valuable insights and suggested 
improvements. In addition, the author extends thanks to the head of department for operations and management at FOI. 

2 Regions of Abkhazia and Tskhinvali region/South Ossetia. 
3 Andorra; Australia; Austria; Belgium; Canada; Croatia; Czechia; Denmark; Estonia; Finland; France; Germany; Great Britain; 

Hungary; Iceland; Ireland; Italy; Latvia; Lichtenstein; Lithuania; Luxembourg; Monaco; Netherlands; New Zealand; Norway; 
Poland; Portugal; Slovakia; Slovenia; Spain; Sweden; Switzerland; and the Vatican.  
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Methodologically, the case study is based on a qualitative text analysis involving research articles, public 
documents, political statements and media articles. In order to enhance the understanding of how Russia may 
use military exercises, the empirical part of the case study focuses on Russian behavior during some of the 
most extensive strategic exercises in the Baltic Sea area, Zapad 2017 and Zapad 2021, as well as counter 
actions during the NATO strategic exercise Trident Juncture-18. It could be noted that Russia also arrange a 
considerable number of smaller exercises in the Baltic Sea area that might be of interest, however, they are 
not the scope of this chapter due to the focus on strategic exercises and the potential messages they address 
to a wide audience such as NATO and US. The empirical data is analyzed through the lens of an analytical 
concept grounded in theories of frontstage and backstage acting, introduced in Section 2-3. 

The study is based on unclassified information. For natural reasons, access to data involving Russian military 
exercises as well as NATO’s exercises is limited. As part of testing plans and military capability, there is a 
tendency within states to not reveal all information about the training process and potential weaknesses within. 
Consequently, it is important to keep in mind that full disclosure of details in military exercises is not possible or 
expected. However, the case study will shed light on potential gaps between what is communicated about 
military exercises and when they are conducted. The next chapter will present an overview of previous research.  

2.2 THE MULTIFACETED NATURE OF MILITARY EXERCISES 

Previous studies on the topic of military exercises have focused on analysis of military capability [7], the 
way operations are organized (e.g., Petraitis [8]), effects of escalation [9] as well as exercises in the context 
of political communication [1], types of military exercises [10] and information warfare [11]. 

Military forces are among the most important tools within a State, even though is it uncertain how they 
might be used and what signals they send to other parties. Military exercises, moreover, take place 
somewhere between peace and war, as a way of increasing the military capability and a preparation for a 
potential war [6], p. 15. Despite the end of the Cold War and decades of peace, the importance of military 
training in world politics is shown in the increasing trend of multinational military exercises. This includes 
both traditional military exercises used for deterrence or war rehearsals as well as non-traditional military 
exercises used to build relationship between states [10], p. 27. 

A number of scholars have highlighted the multidimensional nature of military exercises, meaning that it is a 
form of collective training with a wide range of purposes. In addition to training the military capability of a 
nation’s troops, military exercises involve fostering alliance unity and defence diplomacy. Exercises also 
contain a variety of outcomes and effects outside of training [12], p. 20. It has been argued that military 
exercises may escalate conflicts, but this seems to depend on the settings of the training. During the Russian 
strategic exercise Zapad 2017, some analysts claimed that Russia pushed the exercises to Belarus as a 
statement. It was believed that Russia’s intention was to affect Belarus not to follow Georgia’s and Ukraine’s 
efforts to bond military and economically with NATO and Western states [9] p. 11, [13]. 

In their study, Kuo and Blankenship found that in Joint Military Exercises (JMEs), alliances offer 
institutional frames and establishment of strategic limitations for allies. Consequently, potential conflict 
escalation effects of exercises were dampened by the alliances joint organization [9] p. 1. The authors argued 
that alliances and JMEs form complementary parts of a “relational contract” [9] p. 9, which meant a type of 
long-term exchange between parties. Accordingly, JMEs accompanied with allies decrease the probability of 
conflict escalation [9] p. 9. 

In another study, Heuser and Simpson found that multinational coalition and state-building exercises often 
contain both a military and a political dimension, but that the latter is often lacking in construction and 
performance. Without considering the political dimension, the consequences of the exercises, for the nations 
involved as well as neighboring countries, could not be foreseen and may lead to further tensions [12], p. 21.  
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Russian strategic exercises are considered by foreign viewers and neighboring states to have an intimidating 
effect. In some cases, there have been concerns that Russia might use military exercises as a pretext to 
mask preparations for potential and actual invasions. During the joint Russian and Belarusian strategic 
exercise Zapad 2021, for example, European and US observers expressed concern about aggression in the 
direction of allies in the region [14]. A study based on a discourse analysis of Zapad 2017 showed that 
information operations were part of the war game and that fear was constructed in the Russian strategic 
narrative [11] pp. 21-22.  

The military exercise Ground Pepper held by NATO in 2014 is an example of how strategic intentions can 
be turned into military activities with a variety of purposes and audiences. Public messages sent by NATO 
included that the exercise Ground Pepper should test readiness to respond to military and non-military 
threats, which could be compared to the security situation in Europe at the time. The exercise was a way of 
reassuring and supporting eastern European members threatened by the security situation. However, this 
reassurance to Allies was, at the same time, a message of deterrence for the Russian Government not to 
hinder NATO countries [12] p. 22.  

Exercises may reveal limitations and weaknesses to adversaries, and there may also be a period of increasing 
tensions and misunderstanding between parties during the exercise period [12] pp. 24-25, [15] p. 439. 
In order to reduce the risk of conflict and increase transparency, exercises with more than 9,000 participants 
should be announced to OSCE in accordance with the Vienna Document 2011 [16]. Identification of gaps 
within the agreement initiated a political discussion about the need of an update of the document [17]. It has 
been suggested that the intent of exercises involving 5,000 participants or more should be communicated to 
the OSCE, which would mean lowering the current limit of 9,000 participants. However, in 2016, 
Russia refused to update the agreement with OSCE regarding communicating the size and format of 
exercises [12] p.25. Due to the war in Ukraine, the update of the Vienna Document 2011 has been a 
subordinated question between states.  

The next chapter presents a theoretical framework that will help to analyze Russian actions connected to 
military exercises. The theory offers a multifaceted perspective on human behavior, interactions and intentions.  

2.3 THEORY OF FRONTSTAGE AND BACKSTAGE ACTING 

Originally established by the sociologist Erving Goffman, the theory of frontstage and backstage has been 
further developed in later studies. One of these is Ruth Wodak’s discourse analysis of political processes [18]. 
Goffman’s theories are relevant because of the possibility to understand human behavior in different situations 
and how interactions are affected by social norms and rules. One might say that Goffman lay focus on social 
interactions and rules of individuals while Wodak extends this to include political processes. Wodak follows 
the reality of politicians “behind the scenes” as well as the public life of politicians and the decision making 
processes. Another aspect that she follows is how images of politicians are constructed on television. 

The theory of frontstage acting is characterized by public behavior, visible elements of performance, and 
actors being on stage “doing something” or performing an act in front of an audience. According to 
Goffman, the term ‘performance’ refers to all the activity of an individual, which occurs during a period 
marked by the person’s presence in front of a set of observers. Specifically, frontstage is where the 
performance takes place and the performers and the audience are present. It also means that the performer 
has some influence on the observers [19] p. 13. To give an example, when a representative of the Russian 
Ministry of Defence (MoD) makes a speech about military exercises to the media, this spokesperson acts 
frontstage. The information might interest a wide audience.  

There are three important components of the front: appearance, setting and behavior. Appearance relates to 
how the performer looks, setting means the scenery or the location in which the performer is acting, and 
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behavior relates to what the performer does [18] p. 8. The setting involves the décor, physical lay-out and 
other background items, which supply the stage and scenery [19] p. 13. An example related to this case study 
might be a naval officer who, expected to fulfill his or her tasks during a military exercise, needs access to a 
scene and décor such as fleet, equipment, and personnel. Goffman also uses the term personal front, which 
can be understood as referring to characteristics of an individual such as rank, clothing, whether it is a 
woman or a man, looks and speech patterns [19] p. 14.  

In contrast, backstage is where “performers are present but the audience is not, and the performers can step out 
of the character without fear of disrupting the performance” [18] p. 10. Information and informal actions 
that appear backstage are closed to the audience, who are not allowed to enter the backstage [18] p. 10. 
The access to backstage is controlled and limited by gatekeepers, which can be exemplified by a reception to a 
department, in which employees need a certain identification in order to enter the office. When performers are 
backstage, they are engaged in another sort of acting which is related to the members of a particular community 
[18] pp. 10-11. For instance, a political leader who has informal meetings with his or her colleagues.  

Belief, dramatic realization and mystification are also relevant in Goffman’s theory. Belief means that a 
person must believe in the part he or she is playing in order to perform, even though, it might be difficult for 
others to understand if it is real or an act [18] p. 8, [19]. Dramatic realization refers to what the performer 
wants the audience to know as well as how the performer speaks and acts to convince others. This may 
involve persuasive strategies in speeches or acting that seem to follow expectations from the audience and 
acting in a trustworthy way [18] p. 8. Wodak explains that the performer “has to make sure that he or she 
sends out the correct signals and quells the occasional compulsion towards misleading ones that might 
distract from the performance. Employing misleading rhetorical signals would confuse the audience and 
potentially destroy trust” [18] p. 8.  

Mystification represents secrets and the concealment of specific information from others (the audience). 
Secrets are important characteristics in every organization and indicate power relations [18], [19] p. 17. The 
concealment of information is exclusively for the invited, the insiders who might share the secrets. In this 
way, mystification creates a social distance between those who are invited and those who are excluded. Hints 
of the information may lead to greater interest and curiosity among those who do not have access to the 
hidden information [18] p. 9.  

2.3.1 Analytical Concept 
In order to analyze a sample of military exercises in depth, I will present an analytical concept that is based on 
the theory of frontstage and backstage, and complemented by theoretical tools from the field of discourse 
analysis. Previous research shows that military exercises are multifaceted, with different meanings and effects. 
It is possible to identify at least a military and political dimension. Additionally, military exercises have an 
informational dimension in that they may create communicative value when sending political signals. For this 
reason, the analytical concept includes three dimensions: political, informational and military. Figure 2-1 
visualizes the theoretical framework that will be used in the case study of Russian military exercises. 

First of all, Figure 2-1 illustrates the notion of military exercises, and second of all how this activity is 
performed through frontstage and backstage acting. In this context, frontstage acting specifically refers to 
Russian public behavior when they are “on the scene” in front of a potential audience. For example, Russia 
could decide to act visible in the military dimension when conducting a military exercise or to what degree 
they seek to display a military parade to external audiences. 

In addition, Russia is considered to act openly in the military dimension when conducting exercises. Russia 
also performs in the information domain when, for example, the Russian MoD speaks or produces public 
texts about the military exercises (i.e., military discourse). The political dimension consists of political 
performances and relations to other politicians, political (and economic) boundaries between states, relations 



ANALYSIS OF RUSSIAN MILITARY EXERCISES 

STO-TR-SAS-161-Vol-II 2 - 5 

and political agreements/contracts that affect exercises. As mentioned before, the Vienna Document 2011 is 
an example of a key document, in which a significant number of states have agreed to follow certain rules 
and expectations in order to ensure transparency and trust.  

 

Figure 2-1: Theoretical Framework for the Study of Russian Military Exercises. 

Backstage refers to Russian behavior behind the scenes that is characterized by non-transparency, internal 
matters, inclusion-exclusion, privacy, back door solutions and hidden decision processes. For example, when 
Russia decides to hide some stages of military exercises they are considered to be part of backstage acting in 
the military dimension. Another example of backstage acting, connected to both the informational and 
potentially the political dimension, are secret meetings in which unofficial information and intelligence is 
shared and/or decisions are made. 

The notion of legitimacy has roots in discursive institutionalism, a direction within constructivism 
that follows the process from the appearance of suggestions, to their distribution, and finally to acceptance 
[20] p. 895. In other words, it refers to the procedure through which an idea becomes an accepted decision by 
others. In this study, legitimacy refers to the measures and strategies that Russia uses in the political and 
informational dimensions in order to construct legality.  

The production of speeches, text and films about Russian exercises forms terminologies and a frame of a 
military discourse. The language and the way that messages are produced serve different purposes. 
Discursive effects defines how knowledge and power within a discourse are produced and exerted [21]. 

Mystification denotes information that is only accessible by an exclusive group or organization and is for the 
most part concealed to others. Access to information and knowledge may offer a position of power and a 
social distance to others. Indications of the hidden information may lead to greater awareness and interest 
among excluded parties [18] p. 9.  

2.4 RUSSIAN MILITARY AND NON-MILITARY ACTIONS 

This chapter aims to identify the kinds of military and non-military actions that Russia is using in the Baltic 
Sea area/northern Europe. The first section provides an introduction to Russian military exercises and is 
followed by two examples of Russia’s established strategic exercises that reoccur every four years: Zapad 
2017 and Zapad 2021. The final part of the chapter demonstrates how Russia responds by military or/and 
non-military means when NATO holds a major strategic exercise near the Baltic Sea area. 
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2.4.1 Russian Military Exercises 
Annual strategic command staff exercises and combat readiness inspections are two types of military 
exercises conducted by the Russian military as part of its training. The exercises test Russia’s military 
readiness, evaluate new equipment and technologies, improve operational concepts and develop command 
and control [14]. The military training year is organized in a winter training period from December to April 
and a summer training period from June to October [22]. Each Military District (MD) arranges a Strategic 
Command Staff Level Exercise once every four years and, since 2016, covers the following directions: 

• Kavkaz 2016 in Southern MD; 

• Zapad 2017 in Western MD; 

• Vostok 2018 in Eastern MD; 

• Tsentr 2019 in Central MD; 

• Kavkaz 2020 in Southern MD; and 

• Zapad 2021 in Western MD. 

Additionally, the Russian MoD has reorganized the MDs and raised the Northern Fleet to a MD. This means 
that the number of MDs has increased from four to five [14]. This formalization and upgrading also reflects a 
renewed focus in the northern direction.  

During the period 2009 to 2017, Russian military exercises increased in number and their character changed. 
Norberg points out that the most interesting thing is not the fact that they increased, but how the exercises 
changed. For instance, he noticed that Russia was able to run parallel exercises at different locations at the 
same time and that the transport capability was an important part in several arrangements. There was a 
higher degree of resources involved and the training organization grew [7].  

In addition, Russia takes part in multinational exercises in Eurasia as a member of the intergovernmental 
military alliance, Collective Security Treaty Organization (CSTO). The other participants in CSTO are 
Belarus, Armenia, Kazakhstan, Kyrgyzstan and Tajikistan. There is also a cooperation between CSTO and 
the Shanghai Cooperation Organization (SCO) that includes China [23]. On a number of occasions, CSTO 
members have been invited to join strategic exercises in the Baltic Sea, such as when Kazakhstan recently 
joined Zapad 2021. Both Russia and Belarus took part in the Zapad exercises 2017 and 2021 [24], which also 
reflects the relationship and cooperation between the nations.  

As this study is limited to exercises in the Baltic Sea area, only the Zapad exercises and an example of 
Russian behavior during one NATO exercise will be discussed further.  

2.4.2 The Zapad Exercises 
The Zapad exercises have a long history and can be traced back to the Cold War and the Soviet Union era, in 
which several exercises included propaganda against the West. The Zapad exercises have shown growing 
anti-Western attitudes [11] p. 24. In some cases, Russia has not updated or officially reported information 
about Zapad before it was held. For example, the number of participants and amount of resources involved in 
Zapad 2013 was greater than proclaimed. Around 13,000 troops were expected to join the exercise in 2013 
but afterwards the actual number of participants was 25,000 (in other words, near double) [8], p. 238. 

Since Russia’s illegal annexation of Crimea, states in the West and NATO have highlighted the increasing 
number of military exercises. In their study, Aronsson and Ottosson point to the increasing number of 
training arrangements by NATO or NATO members. A greater number of participants from several 
countries joined the exercises that were characterized by a geographical spread, more complexity and 
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training of advanced capabilities.4 Budgets for exercises have increased and the number of exercises has also 
increased in Northern and Eastern Europe [5], p. 10, p. 21. This also means that NATO’s engagement is 
visible near the Russian sphere of influence.  

2.4.3 Zapad 2017 
Zapad 2017 was a joint military exercise between Belarusian and Russian Armed Forces, arranged in the 
Belarus and in the regions of Kaliningrad, Leningrad and Pskov. The exercise was held between 14 ‒ 20 
September and was labeled a defensive anti-terror exercise [25]. The Russian MoD declared that 12,700 
troops, around 680 pieces of military hardware, up to 70 aircraft and 10 warships were involved in the 
exercise [26]. Zapad 2017 had multiple goals, including training of military troops, testing new weapons and 
synchronization of accomplishments [11] p. 22, [27].  

According to information from the MoD, the exercise was based on a scenario in which terrorist groups 
gain access to the Russian and Belarusian territories with the aim of destabilizing the Union State of Belarus 
and Russia. In the scenario, the terrorists are provided with logistics and military resources from external 
parties [25].  

The European security context in which Zapad 2017 was held, included tensions between Russia and NATO 
and the West in general. The armed conflict in Ukraine was still ongoing. During this time, Russia was 
accused of interfering in Western politics, which further fueled tensions [28], p. 4. Due to previous Russian 
aggression against Crimea and Ukraine, Western parties were suspicious of Russia and potential 
destabilizing actions and training activities. The location of the Zapad exercise was steered near NATO’s 
eastern flank. During previous Zapad exercises, the number of participants was unclear due to different 
reports from Russian sources (e.g., the Russian MoD). This lack of clarity contributed to insecurity and 
further suspicion from Western parties.  

The fact that the Russian MoD announced 12,700 participants in Zapad 2017, limited the possibility of 
inspections and observations, since the number of participants was just below the threshold of the 
Vienna Agreement. This number was believed to be heavily underrated and NATO estimated that in reality 
60,000 to 70,000 took part in Zapad 2017 [29].  

Some scholars believe that the exercise was designed as an information operation against the West  
[11] p. 22, [27]. Additionally, an increasing tendency of informational and psychological influencing aspects 
have been observed in several Zapad exercises [11], p. 24. In his analysis of four Zapad exercises, Petraitis 
found that each exercise involved events that garnered attention but could not be explained in the West.5 
Different stages and parts of the Zapad operation were tested months before the official date of the exercise 
as officially announced preparations.6  

Russia and Belarus held a joint preparatory exercise to Zapad 2017, in which Electronic Warfare (EW) was 
tested. Several parts of the exercise caused disturbances against other nations such as jamming maneuvers 
that affected both the Swedish and the Latvian cellular networks as well as the Norwegian air traffic control 
[30] p. 67, [31], [32].  

The majority of the stages in the exercise Zapad 2017 were arranged before the official event.7 The exercise 
started earlier than announced and its hidden elements were blended with other military activities in order to 

 
4 For example, NATO- and NATO-associated exercises increased from 155 to 297 between the years 2014 to 2015. 
5 Zapad exercises held in 1999, 2009, 2013 and 2017. 
6 Usually, four to six months before the official dates. 
7 The majority of the events happened over the 3rd ‒ 7th of July and 4th ‒ 19th of August. The third stage of the official Zapad-

17 was held on September 14th ‒ 20th[8] p. 242. 
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avoid attention. As Petraitis put it: “This approach allows for “undercover” testing of “Zapad operation” 
activities lasting almost as long as planned or being initiated at a pre-planned time” [8] p. 234. 

By showing only a specific part of a “Zapad operation” during a short official period, usually lasting up to 
one week, Russia could choose to make visible a suitable stage that serves Russia’s interests and could be 
adapted to the security situation [8] p. 234.  

It is clear that the Zapad exercises served multiple purposes, in terms of both military and non-military 
aspects. Apart from testing plans and military forces, strategic communication worked as a tool that affected 
the security environment. For example, during Zapad 2017 Russia openly showed its willingness to engage 
in mass defence and actualized the question of nuclear weapons. This sent a message of “[n]ot pushing it into 
a corner” [8] p. 240. According to Petraitis: 

The new security situation required the exercise to be used for strategic messaging again, therefore, 
as soon as the first two aggressive stages had been exercised; it was in the interests of MOD to 
demonstrate a defensive stage. Emphasizing transparency and openness as their main motives, the 
MOD invited journalists and observers from other countries to observe part of the official Zapad  
[8] p. 242.  

In summary, most parts of Zapad 2017 were conducted before the official date in order to conceal offensive 
operational elements and adjust the exercise according to the security situation. However, the effects of some 
of the hidden elements in the exercise (i.e., EW) caused disturbances in the neighboring states. The strategy 
of concealing parts of the exercise and publishing different information about the military training activities 
leaves room for maneuver and exclusion of other parties. Furthermore, the exercise made it possible to 
integrate Belarusian and Russian armies further and increase the presence near NATO’s Easter border.  

2.4.4 Zapad 2021 
Geographically, Zapad 2021 was arranged in the Baltic Sea area, at nine ranges in Russia and five ranges in 
Belarus between 10 ‒ 16 September [24]. Around 2,500 Russian service members were deployed to Belarus 
for the exercise [33]. In addition to Russia and Belarus, some of the participating forces were represented by 
India and Kazakhstan. Military observers from the armed forces of China, Vietnam, Myanmar, Pakistan and 
Uzbekistan were also invited to join the exercise [33]. It could be noted that this was the first time that 
Kazakhstan was invited to join Russia and Belarus in complex assignments such as nighttime airdrop 
missions [24].  

Zapad 2021 was held in two stages. During the first stage, Russian and Belarusian forces practiced defence 
against a fictitious aggression directed against Belarus. The second stage included other friendly states, 
focusing on command and control of the forces in order to restore the territorial integrity of the Belarusian 
state [33]. The Russian Major General, Yevgeny Ilyin, underlined that Zapad 2021 had purely defensive 
intentions and expressed: 

I would also like to draw your attention to the fact that within the framework of the Russian 
voluntary initiative to remove the areas of large-scale exercises from the Russia-NATO contact line, 
the main practical actions of the troops will be carried out on the territory of the Russian 
Federation at a considerable distance from the Western border of the state. [33] 

According to spokespersons from the Russian MoD, Zapad 2021 did not have a specific simulated enemy 
[33]. However, a Western interpretation was that NATO and the West were the adversaries in the Zapad 
scenario. Additionally, Western countries were not invited to join or observe the exercise [35]. 

Zapad 2021 was held in a context of an evolving security situation, drawing attention to Eastern Europe and 
Belarus. Almost a month before the exercise took place, the Belarusian president Aleksandr Lukasjenko 
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threatened to organize a migration flow from the Middle East to Europe as a consequence of the European 
Union (EU) and other European representatives’ alleged interference in Belarusian affairs [36]. Additionally, 
long-term tensions between Western parties, NATO and Russia continued [37]. It has been argued that 
Zapad 2021 was used as a way to increase military presence and put pressure on the neighboring countries, 
and the NATO members Poland and the Baltic States (for example, Hurt [38] or Muzyka [39]). These 
nations were also under significant pressure when the Belarusian threat of migration flow was realized [40].  

The exercise raised concern from several European countries [33]. NATO urged Russia to be more 
transparent with information about Zapad 2021 due to the previous underreporting of data on the number of 
participants during Zapad 2017 [41]. The Russian MoD clearly stated that several preparatory exercises 
would be conducted before Zapad 2021, in order to train parts of the resources. About 760 pieces of combat 
hardware, including 290 tanks and 240 cannons, rocket launchers and mortars, and up to 15 ships and some 
80 planes and helicopters were incorporated in the exercise [33]. 

According to Russian media outlets, about 200,000 troops participated, which meant a significant higher 
number of participants compared with the official information about previous exercises (e.g., Zapad 2009 
and Zapad 2017) [33]. Like Zapad 2017, the exercise held in 2021 contained efforts to manage EW. In this 
case, a fictitious adversary caused disturbances on navigation and radio communications [33]. In contrast to 
Zapad 2017, however, the Zapad 2021 scenario did not involve nuclear matters [39]. 

The relationship between Russia and Belarus appears to be growing stronger, since the joint communication 
of the military cooperation was introduced early and the exercise was announced as a Belarusian and Russian 
exercise [37]. It has also been suggested that Zapad 2021 confirmed the high level of military integration 
between Russia and Belarus [39]. At the same time as Zapad 2021 was taking place, Russia held a parallel 
exercise. The Russian Northern Fleet ran comprehensive maneuvers in the Arctic, which included 8,000 
service members, some 120 airplanes, helicopters and 50 ships [33].  

To sum up, Zapad 2021 garnered attention among Western parties due to the tense security situation and the 
fact that the exercise was the largest strategic exercise compared to previous Zapad exercises. Zapad made it 
possible to further integrate the Belarusian and Russian Armed Forces and perform in unison. Additionally, 
the exercise could be seen as a Russian statement of politically supporting Belarus and the rhetoric 
concerning the migration situation. Finally, Russia showed the ability to run parallel exercises in several 
directions, from North to East.  

2.4.5 Russian Activities During NATO’s Military Exercise 
NATO’s strategic exercise Trident Juncture 2018 (Trje 18) took place October 25 to November 7 in Norway, 
at the surrounding areas of the North Atlantic and the Baltic Sea. It also included Iceland and the airspaces of 
Sweden and Finland. The exercise involved all NATO members and the non-members states Sweden and 
Finland. Trje 18 was based on an article 5 scenario and the joint defence of Norway. Around 50,000 
participants from NATO and partner countries joined the exercise and, additionally, around 250 aircraft, 
65 vessels and up to 10,000 vehicles were used [42].  

Trje 18 exemplifies how Russia responds by military and non-military means. The tensions between Russia 
on one side, and NATO and the West on the other, intensified when NATO proclaimed that Trje 18 was 
going to be the largest in recent years [42]. The exercise was criticized by spokespersons of the Russian 
MoD. The Head of the Russian MoD stated that NATO’s activity near the Russia’s borders was considered 
to be “[t]he most intense since the times of Cold War and that exercises are simulations of offensive military 
activities”. Furthermore, the reactions to the exercise were prompted by the fact that Russia’s neighbors 
Sweden and Finland sought closer relations with NATO and joined the exercise without being NATO 
members. Russia also announced that they were going to conduct their own military exercises near the coast 
of Norway [43].  
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At the end of October during Trje 18, the participants experienced trouble with scrambled GPS signals. 
Norway’s defence intelligence agency traced the GPS jamming8 to a military base near Kola Peninsula. 
Finland’s military intelligence confirmed that the GPS signals were traced to Russia [44]. 

According to the Norwegian defence minister at the time, Frank Bakke-Jensen, Russia was exercising close 
to the Norwegian border, and he draw the conclusion that the disturbances were intentional. A number of 
actions followed the GPS disturbances on the political and informational domains. Complaints from both 
Norway and Finland were addressed to Russia, due to the negative consequences of the GPS disturbances, 
which affected both military and civilian planes that were using Finnish air space. Russia responded by 
asking for evidence to prove the accusations. The Norwegian defence intelligence agency distributed the 
results of their work with tracking GPS jamming to Russia [44].  

However, the Russian Minister of Foreign Affairs dismissed the criticism and labeled it as fantasies. 
The Minister also expressed that neighboring countries are following a trend initiated by the British Prime 
Minister Theresa May of inculpating Russia [45]. Moreover, the Finnish Minister of Foreign affairs, Timo 
Soini, went to Moscow for a meeting with the Russian counterpart to discuss the GPS disturbances. After 
dialogs between the Minsters of Foreign Affairs in Finland and Russia, and meetings with the Russian 
embassy, Finland made a statement that the problem was resolved by diplomacy [46].  

In a written letter on the Russian MoD’s website, the Russian Minister of Foreign Affairs focused very little on 
the main questions of the GPS disturbances and instead emphasized Russia’s close relations and cooperation 
with Finland [45]. For example, some of the keywords in the article presents the relationship as “neighbors”, 
which gives an impression of closeness. Another viewpoint that the Russian spokesperson brought up was the 
involvement in trading and the importance of cooperation in this sense (for example, the Finnish energy 
company Fortum had investments in thermal power plants for heating in Russia during that period).9  

Moreover, the Russian Minister expressed its skepticism about Sweden’s and Finland’s participation in 
NATO’s military exercises handling article five scenarios. Russia mentioned “trust”, and highlighted 
Finland’s role as a neutral and stabilizing factor in the Baltic Sea area and especially in the North. Russia 
complained about “Russophobia” and expressed that Russia often is the target of accusations for security 
problems [45]. Jamming the satellite based navigation system during Trje 18 in Norway and Finland exposed 
weaknesses in both states. The GPS disturbances in the Norwegian air space have been noticed as a serious 
problem by the Norwegian Government. This has led to a proposition of measures such as finding alternative 
systems and reducing dependence on the GPS system [47]. 

A number of conclusions can be drawn from the section above. Russian criticism of NATO in the 
informational domain was followed by military actions such as exercises and GPS disturbances. The GPS 
disturbances during Trje 18 might be referred to as EW. GPS jamming during Trje 18 affected both the 
exercise and civilian air traffic, which meant that the disturbances were quite successful from a Russian point 
of view. The actions targeted vulnerabilities in the communication and navigation system, which is a 
significant matter both within states and between allies.  

2.5 ANALYSIS 

Based on the analytical concept involving the notions of frontstage and backstage acting, this chapter 
analyzes Russian behavior during the Zapad exercises and Russian counter actions during NATO’s Trje 18. 
The chapter is structured according to the concepts of legitimacy, mystification and discursive effects.  

 
8 Disturbances against the Global Positioning System (GPS).  
9 Because of the Russian invasion in Ukraine in 2022, Fortum decided to exit the investments in Russia. 
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2.5.1 Legitimacy and Political Frontstage Acting 
There are at least three strategies with which Russia previously sought to legitimize military actions: formal 
agreements, information campaigns and the construction of illusions. Seen from the political frontstage, 
formal agreements such as the Vienna Document 2011 on confidence and security building measures, work 
as a symbol for cooperation and transparency in Europe.  

The process of establishing legitimacy during the Zapad exercises included an early information campaign 
with the release of public information about the exercise, which was constructed in order to give a wide 
audience an impression of transparency. The announcement of the Zapad 21 exercise was communicated in a 
political setting by the Russian MoD almost a year before the active phase of the exercise began. The 
information published by the MoD described preparatory exercise activities that would take place on 
different months. Certain parts of the information was connected to the Vienna Document 2011 and included 
an announcement on the number of participants who planned to take part of the exercise [33]. Official 
reports were regularly published (by the MoD and Russian media outlets) so that the audience was updated 
with messages about the exercise. The military performance was thus coordinated with the political and the 
information domain.  

Well aware of the tense security situation, a Russian Major General expressed that Russia would voluntarily 
keep the major part of the exercise far from the NATO border [33]. This might be seen as a way of justifying 
the location of the exercise and dampening concerns from Western parties. However, it could be argued that 
the efforts to legitimate the Zapad exercises are a construction of illusion due to Russian failures to follow 
formal agreements and share information.  

2.5.2 Cracks in the “Legitimate” Facade 
Even though legitimate strategies are initiated by Russia, there are some cracks in the legitimate facade. 
Russia has been criticized for violating parts of the agreement in the Vienna Document 2011 in its actions in 
Georgia and Ukraine. OSCE has suggested that the Vienna Document 2011 needs to be updated due to 
technological changes, the security situation, and the existence of new military capabilities such as 
Unmanned Aerial Vehicles (UAV) [48]. 

When comparing four of the previous Zapad exercises, Petraitis found that Military Commanders spoke 
openly during the earlier Zapad exercises (1999 and 2009) but during the later ones (held in 2013 and 2017) 
revealed less information. In other words, there was a tendency for information and speeches to become 
more closed [8]. Western parties have criticized Russia for unclear communication concerning the number of 
participants in exercises due to previous issues and for not following the agreements.  

Politically, Russia has accepted the Vienna Document 2011 on being transparent with exercises and military 
activities but has been critical to the need of an update on the agreement [49]. The Vienna Document may be 
an important setting in the political domain to preserve a legitimate facade. However, the agreement was 
clearly broken during the Russian military exercises and operation near the Ukrainian boarder on 24 
February 2022. 

2.5.3 Backstage Acting and Mystification 
The notion of mystification refers to information that is accessible to a selected organization or group, and that 
offers a position of power vis-à-vis other parties who are excluded [18] p. 9. As mentioned in the theoretical 
chapter, indications of hidden information may lead to greater awareness and interest among excluded parties 
[18] p. 9. Mystification appears connected to backstage acting due to the widespread interest in Russia’s actions 
behind the scenes. This interest might be explained by the security situation in 2021, in which Russia’s 
aggression against Ukraine and the incompatibilities between NATO and Russia were of importance.  
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The security situation demonstrates a need to understand what Russia does and what Russian intentions are. 
The fact that most parts of the Zapad exercises are conducted “backstage”, that information is lacking and 
that Western observers are excluded leads to the phenomenon of mystification. This does not mean that other 
states must know everything that Russia does when they are testing plans or hold their military exercises. 
The point is that Russia’s aggressions and their tendency towards backstage acting creates a relation in which 
excluded parties have a constant need to know.  

Most parts of the Zapad exercises in 2017 and 2021 were conducted backstage, while the military 
performance was visible “on stage” during a couple of weeks. Over the course of these exercises, Russia and 
Belarus have increasingly come to perform as “The Union” with joint communication. At the same time, 
information about the events were rare. As a result, Western parties have been placed in the position of 
“information seekers” in order to be able to interpret Russian and Belarusian intentions and capability. From 
this perspective, Russia and Belarus hold the role of “information owner”. During both Zapad 2017 and 
Zapad 2021, media coverage was extensive and offered information and speculations about the exercises. 
Furthermore, the combination of the “information seekers” lack of information and wide interest might lead 
to susceptibility for disinformation and myths.  

Russia and Belarus use strategies to conceal parts of their military activities and take advantage of the gaps in 
the Vienna Document 2011. Heuser describes how in some cases parties break down the exercises into 
smaller components as a way of overcoming the requirement to announce to the OSCE when the number of 
participants exceeds 9,000 [12] p. 25. In Russia’s case, the Zapad exercises contained smaller exercises that 
were labeled “rehearsals” or preparatory training, which is a way of acting backstage in both the military and 
political domain.  

2.5.4 Military Aspects of Frontstage and Backstage Acting 
Analyzing military exercises through the lens of backstage and frontstage acting shows that Russian strategic 
exercises have multiple purposes and effects. In terms of the military domain, it is clear that parts of the 
exercises are visible frontstage when it serves certain purposes, whereas the exercises also include backstage 
acting when needed.  

The structure and organization of strategic exercises in a year-long cycle might give an illusion of a visible 
repetitive pattern, but most part of military exercises are conducted backstage. The use of backstage acting 
means that Russian military resources are active in extensive training activities and cover the geographical 
area in the Baltic Sea during a longer period of time than announced. Exercises are well synchronized with 
discursive strategies when Russia seeks to convince its audience on the frontstage. The effects might be 
powerful depending on the security situation and the susceptibility of the audience.  

Another aspect when it comes to the military dimension of frontstage acting is the upgraded military district 
in Northern Europe [14]. This initiative indicates two things: a growing interest in the northern part of 
Europe and the Arctic, as well as a military rebuilding and a higher security thinking against Western states 
and NATO. The parallel exercise in the North also shows the ability to run several operations and the 
potential threat that Russia might see in those directions. At the same time, Russia’s support to Belarus amid 
security issues such as allegations of Belarusian organization of migration flow during 2021 could be seen as 
a political statement. In this way, a military exercise such as Zapad 2021 became a political tool with 
significant potential to influence an already tense security environment, especially in Eastern Europe.  

2.5.5 Discursive Effects 
In this context, the notion of discursive effects refers to how Russia produces knowledge and power within the 
military discourse. Russia is active on both the political and military scenes and uses information channels to 
produce knowledge within the military discourse. One way of gaining power is via the position of “information 
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owner”. As discussed in a previous section, in such cases communication might garner more attention. During 
Trje 18 Russia used different strategies in order to affect the opposite side. These methods included:  

• Construction of NATO as a security threat; 
• Confrontational strategies; 
• Accusations; and 
• “Playing the relation card”. 

Trje 18 offers an example of how Russia performs in the political, informational and military dimensions. 
The initiation of frontstage acting appeared in political statements made by spokespersons from the Russian 
MoD. The discursive construction of NATO conjured an image of a security threat in North Europe. 
This strategy created a view of NATO as an offensive force in Russia’s vicinity that “forced” Russia to 
consider its defence. The strategy functioned as a way of legitimating Russia to initiate their own 
military exercises.  

Russia openly reacted to the size of the Trje 18 arrangement when referring to the exercise in terms of 
“the most intense since the times of Cold War.” It could also be noted that Russia describes exercises 
“as simulations of offensive military activities”, in negative terms.  

During Trje 18, Russia specifically denounced and questioned the fact that the neighboring states Sweden 
and Finland took steps towards a closer relationship with NATO by participating in the exercise. This 
argument discursively positioned NATO as a military force that interferes in the North and demonstrated that 
Russia does not accept that neighboring states engage with NATO. This could be compared to Herta’s 
conclusions in her study about how ideational element, such as the construction of an alternative reality in 
the information domain, affects opinions and creates a picture that is in line with Russian aims. In this way, 
ideational aspects can be used as a “force multiplier” [1] pp. 68-69. A number of analysts argue that Russia’s 
statement was a political signal to Sweden and Finland to refrain from tightening relations with NATO [43]. 
When Russia was confronted, the strategy was to counter with accusations against other nations and 
politicians, and to complain about “Russophobia” [45]. As a result, Russia placed itself in a subordinated 
position as a target of accusations.  

At the frontstage, Russia did not accept the behavior of others, such as the “intense military activity”. However, 
Russia initiated a powerful performance by stating that Russia would arrange its own military exercises near 
Norway during Trje 18. Russia managed to conduct backstage activities that affected interoperability within 
NATO’s exercise. The EW was successful in several ways: vulnerabilities among neighboring states were 
identified or confirmed and interoperability between the participants in Trje 18 was negatively affected. 
Furthermore, the weaknesses were questioned and exposed in media. Efforts by Nordic states to clarify the 
disturbances with Russia were unsuccessful but were exposed in media during several years. In that way, the 
GPS jamming resulted in long-term effects in both the political and informational domain.  

Relational aspects are of importance and, in the case of Trje 18, the complexity might be seen as high due to the 
geographic proximity between the Nordic states and Russia. Political efforts to handle the disturbance problem 
were challenged by confrontational strategies met by Russia. Russia’s demands for proof of the accusations of 
the GPS disturbances were met, but never accepted. Instead, the accusations were labeled as fantasies [45]. 

As an answer to the accusations of the GPS disturbances Russia used the strategy “playing the relation card”, 
which means taking advantage of the relation and geographic closeness to one of the Nordic countries. In 
political statements on the Russian MoD, the Minister of Foreign Affairs, referred to the joint business 
projects with Finland. The Minister especially emphasized the close relation between Russia and Finland. 
By using this strategy, Russia constructs a narrative of a close relation with Finland, which abates the 
argument that Russia uses EW against a neighboring state. The effect of this strategy is that the official 
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argumentation is overshadowed and the accusations fade out. In this way, Russia uses power instruments in 
order to influence and reach for discursive effects. An interesting perspective, however, is that the problem 
was officially solved with diplomacy behind closed doors, in other words, backstage. 

2.6 CONCLUSION 

In this case study, Zapad 2017, Zapad 2021, and Russian behavior during NATO’s strategic exercise Trje 18 
have been analyzed through the lens of frontstage and backstage acting.  

Russia’s frontstage acting is integrated into the political and military dimension as well as the informational. 
The military performance during the Zapad exercises took place openly during a short time frame, while 
most of the exercise activities remained hidden. Frontstage acting is performed within a political context in 
order to legitimate and send messages about a planned exercise. Depending on the security situation and 
Russian aims, the frontstage acting performed by Russia is adjusted to fit its purposes. Still, frontstage acting 
may be used to construct threats and address critique against a competitor.  

Military and non-military actions connected to Zapad 2017 and Zapad 2021 indicate larger exercises, 
a stronger establishment of the Union between Belarus and Russia, and the capability to run parallel 
exercises in several directions that cover a wider geographical area. Military, political, and informational 
dimensions are interconnected and complement each other and activities in one dimension may be increased 
at a certain point in time if it is deemed suitable. The example of Russian counter actions during NATO’s 
strategic exercise in the Baltic Sea area together with non-NATO members demonstrates how activities are 
intensified in the military dimension as well as the political and informational dimension. In response to 
NATO’s presence, Russia carried out its own military exercises and increased informational activities in 
order to construct the image of NATO as a security threat in Europe.  

During NATO’s strategic exercise Trje 18, Russia performed both frontstage and backstage. Provoked by 
NATO forces in its vicinity, Russia used the political scene to criticize NATO for posing a security threat. 
At the same time, Russia acted backstage by EW, causing effects on both vulnerabilities in the civilian 
airspace and disturbances of the communication system within NATO’s exercise. These initiatives could be 
seen as ways of demonstrating Russia’s power and ability to affect its adversary.  

Exercises might be visible if Russia chooses frontstage acting or invisible when Western parties are excluded 
and backstage activities are conducted. In that way, exercises have a relation building aspect, in which an actor 
or actors have the power to include or exclude other parties. In a security situation characterized by tensions 
and incompatibility, this inclusion and exclusion may further fuel friction. The Russian exercises are flexible in 
intensity, rhythm and complexity and they are functioning as communicative instruments. The findings suggest 
that the role of exercises and their effects in different domains should not be underestimated and that strategic 
exercises are versatile because of the possibility of using them in various ways. 

Since the onset of the Russian war on Ukraine in 2014, the military presence in the Baltic Sea area has been 
noteworthy, as both NATO and US have increased their activities in the geographic zone. Because of the 
security political tensions and the increased military activities, potential consequences of multinational 
military exercises in the Russian zone of operations conducted by the Western parties, must be analyzed and 
considered in planning processes. Coordination and communication between US, NATO and non-NATO 
members is important when organizing the military in order to avoid unintended consequences and instead 
reach desired conditions. The research, analysis, and drafting of this chapter occurred prior to Russia’s full 
invasion of Ukraine in 2022. As could be expected, Russia has not held broad strategic level joint combined 
military exercises since that time. Nevertheless, Russia has continued to react to NATO exercises, and it 
should be expected that Russia will, at some point in the future, resume larger exercises as it reconstitutes its 
military forces, regardless of the outcome of its war against Ukraine.  
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3.1 INTRODUCTION 

This chapter provides a case study on Russian influence activities on Kosovo. In doing so, it contributes to a 
deeper understanding of how Russia tailors its activities to different regions and geopolitical realities. 
The case study details Russian influence activities in Kosovo and possible consequences for NATO.1 

3.1.1 Initial Scope and Research Question 
The initial idea for the case study was to uncover Russian information activities targeting KFOR personnel, 
specific KFOR missions in Kosovo, and the overall NATO presence in the area. We also intended to 
scrutinize how KFOR personnel prepare for and respond to these activities. Two primary hypotheses guided 
our initial perceptions. Firstly, we expected that Russia would exploit a lack of mutual trust in the Kosovo 
community, horizontally and vertically, intending to stop local progress and display NATO’s inabilities as a 
provider of security and normalization in Kosovo. Secondly, we expected that KFOR would react to 
activities from Russia without a shared situational awareness or a collective toolbox to respond. We 
furthermore expected KFOR’s responses to be ineffective, rely on individuals’ actions, and not deter Russia 
and Serbia from taking additional steps. With this as our point of departure, we asked the following question: 

What is the scope of Russian information activities affecting the KFOR mission and ability 
to operate, and what is KFOR’s response to these activities? 

However, we have realized that this scope is too narrow when looking at Kosovo. We need a broader 
perspective to unpack Russian initiatives designed to disrupt positive developments in Kosovo and 
the NATO mission. We discovered that the situation in Kosovo is incomparable to that of, e.g., the Baltic 
states, where direct influence operations from Russia towards NATO personnel are continuously detected 
[1] pp. 8-9, [2]. It is also very different from other areas of Russian interest, e.g., Ukraine or Syria. We have
learned to apply a much larger lens to understand the Kosovo case, including Serbia and related areas where
Serbian minorities live. We will argue that Kosovo and the KFOR mission must be approached analytically
as only one small part of a larger puzzle. Kosovo is only one piece of the “Serbian World,” where Russia and
Serbia have corresponding interests. The “Serbian World” is a concept we will explain in more detail in the
report. We will argue that Russia continuously supports Serbia through many means and channels. Viewing
Russian activities through a lens of preserving a “Serbian World,” it becomes essential to distinguish
between Russian influence on the fate of Kosovo as an independent state and Russian influence activities
in Kosovo itself.

This report argues that Russia is very active on the Kosovo question; however, examples are few, scattered, 
and lack intensity regarding influence activities in Kosovo. Russia seems to play a minimal role in Kosovo 
and even less in disturbing KFOR’s day-to-day tasks among the Kosovo population. The report will unpack 
this argument through documentation from our sources. It will argue why this is the most rational position 
for Russia, and it will also discuss what this means for the KFOR mission and NATO reactions.  

1 The collection of data and information for this case study concluded in December 2022. 
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3.2 METHODOLOGY  

In preparing for our field study tour to Kosovo, we have collected data through an extensive search on 
literature regarding developments in Kosovo and the West Balkan region more broadly. Furthermore, during 
the fall of 2021, we conducted group interviews and individual interviews with Danish officers who have 
served in the KFOR mission during the last five years with specific tasks regarding PSYOPS operations in 
HQ KFOR.2 

After this initial phase, we went to Kosovo in November 2021 to gather further information. In Kosovo, we 
had in-depth interviews with three NGO community representatives who provide the government in Kosovo 
with political analysis and advice but have stayed independent of government funding, depending instead on 
a wide range of Western donors. The three interviewees represented the organizations: Kosovar Centre for 
Security Studies (KCSS), Kosovar Institute for Policy Research and Development (KIPRED), and Kosovar 
Democratic Institute (KDI). Through our interviews, we also received additional written material to our 
benefit. Additionally, we interviewed personnel from the KFOR mission and NATO regarding their 
experiences with Russian influence in Kosovo during our stay, moreover, we followed a Danish Tactical 
PsyOps Team on patrol to some Serbian enclaves.  

Our research in Kosovo gave us a broader understanding of how NATO contributes to stable conditions in 
Kosovo and how the situation in Kosovo is currently perceived. Experiencing Kosovo on our own has 
provided us with many nuances to our original views on Russia’s role and activities in Kosovo and our 
understanding of the role and possibilities for KFOR and NATO in the area. Before we dive into the analysis 
of the Russian approach to influence in and on Kosovo, we will give a short insight into the current security 
situation in Kosovo, intending to provide an overview of the vulnerabilities that Russia could potentially 
exploit in an influence operation.  

3.3 THE CURRENT SECURITY SITUATION IN KOSOVO  

Visitors to Kosovo, who went there 10 or 15 years ago, may have difficulties recognizing the capital in 2022. 
During our visit in the fall of 2021, we witnessed a capital in rapid expansion with many new buildings and 
building projects. Talks with our interview respondents, locals, and KFOR personnel supported a general 
optimism and hope for the future among the population. According to our local respondents, the positive 
development trends also regard countering religious radicalization and national discord. That does not mean 
that everything is perfect. Unemployment, corruption, and organized crime are just some of the issues of 
concern for the citizens. However, the situation in Kosovo is far better than just a few years ago.  

3.3.1 Recognition of Kosovo’s Independence  
As of March 2020, Kosovo is recognized as an independent state by 92 out of 193 UN nations, 22 out of 
27 EU member states and 26 out of 30 NATO member states [3], [4] The EU member states not 
recognizing are Greece, Spain, Slovakia, Cypres, and Romania. To the great regret of Kosovo, eighteen 
states have withdrawn their initial recognition of Kosovo in the last few years; these include countries 
like Burundi, Central African Republic, Dominica, Grenada, Guinea Bissau, Lesotho, Liberia, Papua New 
Guinea, São Tomé and Principe, Sierra Leone, and Suriname [5]. Some of these withdrawals are directly 
related to diplomatic relations with Russia.  

 
2 Interviews were conducted during the fall of 2021 with former deployed Danish officers to the KFOR mission, with current 

deployed Danish personnel in the KFOR mission and local academics from academia and think tanks in Pristine.  
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3.4 POLITICAL SYSTEM  

Kosovo has a one-chamber parliament consisting of 120 members, and Kosovo has both a President and a 
Prime Minister. In February 2021, Kosovo held an election for parliament, where the ruling party became the 
social democratic party LVV with 50.3 percent of the votes. Not surprisingly, the ethnic challenges are also 
reflected in the political environment with different ethnic groups. Srpska Lista (Српска листа) is the 
dominant political movement for Serbian minorities. According to the constitution, ten seats in the Kosovo 
Assembly are guaranteed for Serbs and another ten for other minority communities, including Ashkali, 
Bosniaks, Egyptian, Gorani, Roma, and Turks [6] p. 8. Srpska Lista holds all 10 Serbian mandates [6] p. 5, 
making it one of the five larger parties in parliament. Additionally, many groups are only represented by one 
or two members [6] p. 4. Of relevance to our study is that Srpska Lista has ties to Putin’s United Russia  
[7], p. 19. The list has also officially been supported by United Russia [8]. 

According to a focus group research by NDI [6], p. 6, and also supported by our interviews, the 2021 
election is the first election since independence, which marked a change in attitudes toward patriotism. 
Before the 2021 election, veterans of the 1998 ‒ 1999 war were respected for patriotism and forgiven for acts 
of crime. Our interview respondents coherently confirmed that UCK (Kosovo Liberation Army) is still 
respected for their fighting in the war, but this is no longer unconditional. War crimes must be punished, and 
merits in the past do not mean a free ride for privileges in the present.  

3.4.1 General Trust in Authorities and Optimism About the Future 
From civilian and military interview respondents, we got a consistent impression of a stable and still 
improving security situation in Kosovo. As one informant put it: “In Kosovo, there is no mood for war.” 
From his perspective, the situation in Bosnia is currently the most worrying in the Balkans. The second most 
worrying situation is Montenegro, which he characterized as a state “at the state of conflict.” Furthermore, 
the same informant stated: “There is a lot of Russian influence IN Montenegro, and there is a lot of Russian 
influence ABOUT Kosovo.” Other respondents also supported the statement of Russian influence being more 
ABOUT Kosovo in our research.  

Our interview respondents collectively supported the impression of a Kosovo with still improving 
institutions, including a Kosovo Police, which is generally accepted and trusted. Acceptance includes the 
Serbian community, and Serbs also serving in Kosovo Police, as opposed to the situation within Kosovo 
Security Force. In the Serbian part of Mitrovica, the Kosovo Police Force is all or mainly Serbian – which 
seems to be a solution satisfying most parties and supporting stability. According to our local respondents, 
Kosovo Police also has relatively successful campaigns against corruption and extremism.  

UCK, The Kosovo Liberation Army is still very present in public life (memorials, billboards, statues, flags). 
However, a survey from 2021 indicates that there has been a change in attitudes amongst the population. 
According to the survey, public service and integrity are viewed as keys to patriotism rather than service in 
the war [6]. Our respondents supported the argument by pointing to the younger population being engaged in 
prosperity for the future has another view on national identity and does not want it only to be defined by the 
war. Around 40 % of the people in Kosovo are under 25 years old. This indicates that perceptions of and 
views on the UCK are divided between an older and a younger generation, and the number of young people 
significantly impacts changing perceptions.  

3.4.2 The Serbian Enclaves  
Throughout the political, religious, and cultural sphere, you also find the omnipresent myth of the battle at 
Kosovo Polje in 1389. In the eyes of the Serbs, Serbian soldiers under the command of King Lazar fought 
against the Ottoman invaders under the command of Sultan Murat. The Serbs lost the battle but stopped the 
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Ottomans from further expansion. The Serbian narrative of the battle in 1389 is thus not a narrative of 
victory but one of bravery and sacrifice. According to legend, King Lazar had a vision the night before the 
battle. God gave him a choice between an empire on earth or in heaven. King Lazar chose the latter. In the 
eyes of Serbs, Lazar did the noble thing, taking the sacrifice on his shoulders and rescuing the rest of Europe 
from a Muslim invasion.  

It is out of the scope of this report to go further into the current effects of the narratives of history. Still, it is 
of absolute necessity to understand that the current political situation and dispute cannot be separated from 
perceptions of the battle – and the myth – in 1389 (Figure 3-1). The political role of the myth helps explain 
why it is highly unlikely, at least in the near future, to imagine a Serbian government recognizing an 
independent state of Kosovo. Furthermore, this is why the situation in the Serbian enclaves in Kosovo is not 
only about the people living there but also of vital interest to Belgrade.  

 

Figure 3-1: Monument for the Battle in 1389 where the Serbs Fought Against the Ottomans. 
Private photo from Kosovo Polje in November 2021. Jeanette Serritzlev.  

The living conditions in most Serbian enclaves around Kosovo are fairly the same as for the Albanians, 
with the exception of the northern territories boarding Serbia. The Serbian enclaves, not including the one in 
the North, are spread around the country as minority communities surrounded by primarily Albanian 
communities. Unemployment, financial insecurity, and corruption within the system are general areas of 
concern across ethnicity [6], p. 6. In the North, however, where the river of Ibar splits the city of Mitrovica, 
the situation is different due to geography and closer direct ties to Belgrade (Figure 3-2). It used to be the 
Albanian side of Mitrovica that saw growth and wealth when looking to the North. Today the situation has 
turned around. We learned that the younger generations in the North are fleeing the area due to a lack of 
work and possibilities. This is, of course, a challenge for Belgrade to hold Serbs in Mitrovica closer to 
Belgrade. As a countermeasure, Serbia is building settlements for returning Kosovo Serbs [9], [10]. Several 
respondents told us how the Serb minority in this area was being paid or financially supported directly by 
Belgrade. Other rumors mentioned Serbia arranging and paying for demonstrations among the Serb 
minorities on different occasions. However, finding neutral and new sources confirming so in writing has 
proven difficult. An example of this is an article in BalkanInsight.com from 2008, which mentions that Serbs 
in Kosovo, allegedly encouraged by the government in Belgrade, quit their jobs for the Kosovo authorities, 
now protesting against Belgrade, as they had not received the money promised [11].  
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What is undisputed, though, is the parallel structures, especially in the North, including the Serbian Civil 
Protection Corps, which was dismantled in 2015. Former servicemen in the corps were transferred to other 
Kosovo state institutions. This initiative has proven unsuccessful. Employees were paid for years but never 
showed up to work in the state institutions [12]. The situation is, though, still much more stable than ten 
years ago. During our stay in November 2021, KFOR drove patrols north of Ibar. Being on one of these 
patrols, we did not witness any tension or anti-KFOR sentiments. According to the soldiers conducting these 
patrols, that was aligned with the ordinary situational picture, they experienced.  

We learned from our respondents that the citizens in the Serbian part of Mitrovica do not pay for certain 
supplies like water and electricity. According to a report from 2016, it seems to be a ‘non-pay agreement,’ 
meaning that most citizens simply do not pay their bills [13] pp. 12-13. Once again, this is an example of the 
challenges in finding exact and verified information. However, in conjunction, the examples support that 
Kosovo has ungoverned spaces with a lack of overall control and monopoly of jurisdiction. Still, the 
situation overall appears very stable. In the autumn of 2021, a dispute about license plates got a lot of 
international media attention. In 2016, an agreement was reached in Brussels on provisional arrangements 
for vehicle license plates. That agreement expired in 2021, and the government of Kosovo announced that 
“status neutral” license plates without Kosovo insignia would no longer be considered valid. The decision 
created tension and blockades at two border crossings. Serbian Armed Forces also sent MiG-29 fighter jets 
in the air and T-72 tanks to the border. The Serbian Minister of Defence visited the border crossings with 
Serbia’s Russian Ambassador [14]. Having studied “License Plate Gate” beforehand, we expected to learn 
much more during our stay in Kosovo. Surprisingly, our local and KFOR interview respondents did not put 
much effort into this. As our KFOR respondents expressed consistently, the ‘hype’ of this case was more 
about international politics than internal concerns within Kosovo. In October 2021, a deadline was set for 
Serbian-registered cars to cover Serbian state symbols with officially produced stickers [15]. When we 
visited the Serbian part of Mitrovica, we found that most of the cars in the city wore those stickers and that 
the situation at the border crossings was back to normal.  

According to our respondents, enclaves in the south seem to have a more positive attitude towards local 
authorities and KFOR. Mainly Albanian communities surround these enclaves. To our knowledge, the 
Kosovo Police is not ethnically divided in these parts of the country. According to our respondents, Kosovo 
Police is acknowledged as a reliable force among both Serbs and Albanians.  

The future role and current impact of the Kosovo security situation are more ambivalent to evaluate. Kosovo 
Security Force (KSF) is now a light-armed force and continues the transformation into a regular armed force. 
By the current mandate, KFOR and the NATO Advisory and Liaison Team (NALT) [16] can advise on the 
organization, procurement, etc. Still, KFOR cannot interact in advising on the transformation of KSF to a 
regular army. It seems reasonable to indicate that this could be an issue of potential conflict or conflicting 
views within NATO, as the US contribution openly and broadly supports that transformation. It is difficult to 
find reliable written sources, but we discovered a discrepancy in the answers from our local respondents 
versus KFOR personnel in this question. By KFOR personnel, we were told that KSF, which is known for 
embracing active UCK leaders from the time of war, openly showed their homage to the UCK in their HQ 
and that, in reality, there were no longer ethnic Serbs in the force. By the local respondents, there was also a 
recognition of challenges in diversity, but KSF was not viewed as exclusively Albanian. It is important to 
stress that we have no impression of ‘political answering.’ It is likely a question of perception, as the KSF is 
officially open to all Kosovo citizens. For KFOR, a prominent theme in the PsyOps messaging is interethnic 
tolerance. The good experiences from the Kosovo Police are used as a stepping-stone to broaden 
that perspective.  
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Figure 3-2: The Bridge Over the River Ibar Divides the Two Parts of Mitrovica into an 
Albanian and Serbian Part. Private photo from Mitrovica in November 2021. Jeanette 
Serritzlev.  

3.4.3 The State of the KFOR Mission 
The KFOR mission is neutral in the question of the independence of Kosovo, and it supports local stability 
without intervening in ethnic or political issues [17]. This neutrality could be used to demonstrate KFOR – in 
the sense of NATO – as weak and unable to exercise power. However, as KFOR is no threat to local 
authorities or opposition groups, it is difficult for a Russian and a Serbian part to portray the NATO force as 
an aggressor undermining the will of the people in Kosovo.  

Initially, we expected to find more Russian influence directly about or against NATO’s KFOR mission. 
However, we did not find indicators supporting that, nor did our interview respondents. A hypothesis could 
be that the current state of NATO’s KFOR mission is suitable for most regional actors – including Russia 
and Serbia. The presence of KFOR in Kosovo secures relative stability, and none of the state actors involved 
seems to have an interest in the opposite. The current situation provides all actors with a wide room for 
maneuver to pursue their different interests and objectives. Through one informant, we learned that the 
Russian narrative was more focused on the US presence in Kosovo, particularly Camp Bondsteel, and not 
preoccupied with the KFOR mission. Besides some articles on Sputnik and RT, we have not been able to 
find concrete news stories supporting that [18]. 

In this chapter, we have tried briefly to frame the current situation in Kosovo. This informs our 
understanding as we look further into Russian national interests in the Balkans and in Kosovo specifically 
and how it is executed.  

3.5 RUSSIAN NATIONAL INTEREST IN THE BALKANS AND KOSOVO 

Russian interests in the Balkans are a mixture of geopolitical concerns, a long history of shared culture and 
alliances, and – not to forget – a part of trade and energy policies. In other words, it is vital for the Russian 
national strategy that the West Balkans are not pushed into the arms of NATO and the EU. As part of the 
ongoing strategic competition between Russia, China, and the US, Russia must preserve a presence in 
Southeastern Europe.  
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The Russian Orthodox Church has very close ties with the Serbian Orthodox Church. Other cultural 
elements, such as language and ethnicity, connect Russia to this part of Europe. Promoting an alternative 
model to the West of a “Russian civilization” will have a fair chance here [19] p. 9. Russia’s loss of power 
due to the collapse of the Soviet Union and the dissolution of the Warsaw pact has had a tremendous impact 
on Russian self-understanding and approach to international politics. The current NATO-Russia crisis 
relating to Ukraine at the time of the report is an obvious example of this.  

Russia has witnessed its power structures and spheres of interest diminish; it also saw the Baltic states and 
the countries of the former Warsaw pact enter Western alliances such as NATO and the EU. Currently, 
Russia is determined to keep some influence in the Caucasus, Central Asia, and Ukraine.  

In the Balkans, Russian influence and power are also diminishing rapidly. In 2017, Montenegro became a 
NATO member, and in 2020, North Macedonia joined the alliance. Even Russia’s closest ally in the region, 
Serbia is a partner of NATO; the same goes for Bosnia-Herzegovina. The situation is similar when it comes 
to the EU. The entire West Balkan region negotiates for closer relations or even union membership. The 
countries are potential candidates or have association talks with the EU. These talks include Kosovo despite 
the lack of recognition of statehood from all EU member states. This institutionalization toward a western 
order and western priorities pushes Russia out of the European continent. So what can Russia do to push 
back and stop these developments in the making? Not much. It lacks the economic muscles to buy influence 
and commitment to a Russian-led alternative. It lacks allies and friends who will follow and depend on 
Russia of their choosing. It lacks means of coercion as well as soft power. When we met in Pristina, Florian 
Qehaja from KSCC addressed Russia’s options this way: “Russia doesn’t have much to offer. Its best option 
is to be a spoiler at the macro-level” [20].  

Russia’s best chance for spoiling in the Balkans is to gain a regional foothold through Serbia. A recent KCSS 
report concluded that “Kosovo is the bargaining chip Russia uses to get what they want from Serbia. Russia 
needs a friendly base of operation in the Balkans, and no country is better positioned to do this than Serbia. 
In return, Serbia relies on Russia’s diplomatic capabilities to promote and protect its claims over Kosovo” 
[19] p.11.  

What can Serbia offer in return for Russian support of Serb minorities and former territorial issues? Serbia has 
allowed Russia to control the Serbian oil and gas sector, and Serbia imports 65 ‒ 70 % of all its gas and oil 
from Russia. Serbia has supported Russia and not imposed sanctions on Russia for its annexation of Crimea, as 
both nations view Crimea and Kosovo respectively as historically and legitimate home territories. Serbia also 
hosts the Russian Serbian Humanitarian Center in Nis in Serbia. The Russian-Serbian co-founded center was 
established in 2012, focusing on humanitarian response, natural disaster relief, and man-made accidents [21]. 
Different sources claim this is a front organization for a Russian intelligence outpost and a base for operations. 
The location provides Russia with a physical presence in the heart of the Balkans, only 100 miles from the US 
military base Camp Bondsteel in Kosovo and close to all important destinations in the area’ [22], p.13. Fairly to 
say, similar claims are made about Camp Bondsteel from a Russian/Serbian point of view.  

Serbia has had a defence cooperation agreement with Russia since 2013, enabling soldiers from the two 
countries to train together regularly. Russia has donated six MiG-29 fighter jets, thirty T-72 tanks, and thirty 
BRDM-2 armored reconnaissance vehicles. A range of maintenance and service contracts attached to the 
transfer of additional MiG29 and MI-17/35 helicopters have been signed to benefit Serbia and Russia  
[23], pp. 14-15. . Serbia is divided between different interests from the West, Russia, and China. Serbia has 
an Individual Partnership Agreement with NATO and has contributed to several EU missions. 

Moreover, Serbia has built ties with China regarding investments and loans in the Serbian national security 
sector, energy sector, and help during Covid. There have also been cultural exchanges and institutionalized 
cooperation, e.g., inviting Serbia to join the Belt and Road Initiative. Belgrade hosts one of Europe’s most 
prominent Chinese cultural centers [24] p.12.  
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Consequently, during the last five years, Russia has had to make more significant efforts to convince Serbia 
that Russia is its closest ally and partner. Suppose Serbia holds the key to Russia’s presence in the region. 
In that case, Russia must use all channels of influence to preserve its special relationship and support the 
narrative of a strong, long-lasting Slavic brotherhood. This entails fighting for Serbian interest in Kosovo and 
towards Serb minorities. Russia can achieve this by different means. One way is by promoting the idea of a 
Serbian World similar to what Russia has done regarding Russian minorities outside Russia. Regarding 
Kosovo, this means that Russian interests in Kosovo will primarily mirror those of Serbia.  

3.6 HOW RUSSIA IS ENHANCING ITS INTERESTS REGARDING KOSOVO  

3.6.1 Diplomacy and International Organizations  
It is relatively easy to pinpoint the overall strategy when looking at Russia’s diplomatic approach to Kosovo. 
Russia argues that Kosovo is a part of Serbia in every possible international forum and must remain so until a 
settlement satisfactory to Serbia is found. Keeping the status quo for the status of Kosovo is essential. What 
if Belgrade were to agree with Pristina regarding the status of Kosovo? In that case, Serbia could gain a lot 
on the international scene; substantial economic investments and trading partners, becoming part of the 
Western alliance, getting more US funding, etc. On the other hand, Russia would have lost its foothold in the 
Balkans altogether, not counting Bosnia-Herzegovina. Russia must keep the dispute between Kosovo and 
Serbia unresolved [25] p. 3.  

Since 2010, the UN General Assembly has mandated the EU to facilitate the Kosovo-Serbia dispute. As a 
result, Russia was left out of the negotiating table [25] p. 9. Still, the Russian diplomats did not have to worry 
much, with five countries within the EU against the independence of Kosovo; others would safeguard Russian 
interests within that forum. Just as the Russian diplomats expected, the dialogue facilitated by the EU has 
turned out to be endless and with no solution in sight. However, from around 2017 to the summer of 2020, 
a more pragmatic approach from Serbia and Kosovo surfaced. Despite recommendations from the international 
community not to approach this strategy, a land swap compromise was pushed by Serbian President 
Aleksandar Vučić and his Kosovo counterpart, Hashim Thaci [23] p.14. If the parties would find a solution to 
the Kosovo question, how would Russia be able to remain an essential ally for Serbia? In the meantime, Serbia 
lost its appetite for a land swap once again. This was good news for Russia and many other international 
players, including the EU, who feared that this could spark new conflicts over the West Balkans.  

Faced with enhanced difficulties in preserving its influence in the Western Balkans, Russia has substantially 
improved its diplomatic relations with Serbia in the last five years. Russia has participated in a lobbying 
campaign against Kosovo’s recognition targeting both countries that have already recognized Kosovo to 
withdraw their recognition and those countries that have not yet recognized Kosovo, urging them not to do 
so. In addition, Russia has used its diplomacy to prevent Kosovo from joining international organizations 
such as UNESCO [26] p.50. In 2018, Russia succeeded in convincing Suriname, the smallest country in 
South America with around half a million inhabitants, to withdraw its recognition of Kosovo as an 
independent state. This happened just ahead of the first visit from the Suriname Foreign minister to Russia 
and a planned visit to Suriname by a Russian business delegation. Until now, more than ten states have 
derecognized Kosovo’s statehood due to the successful diplomatic efforts of Serbia and Russia [25] pp. 4-11. 
Russia has also used its position to delegitimize policies in Kosovo increasingly in the international 
community. Through political statements on several occasions, Russia portrays Kosovo as violent towards 
the Serbian minorities, blames the US for turning KFOR into a US base, and the West for not respecting 
international law [25] p.17.  

Russia’s most vital power position at the diplomatic level is its status as a permanent member of the UN 
Security Council. According to resolution 1244, Russia has continuously argued that Kosovo is an 
autonomous province of Serbia. For more than a decade, Russia’s standpoint remains that it will only accept 
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an agreement acceptable to Serbia. Russia refuses to set a deadline for the end of talks regarding a Kosovo 
settlement, turning negotiations into a never-ending story [25] p.15. As negotiations between Serbia and 
Kosovo became more pragmatic in 2018 and a final solution to the Kosovo question came near, Russia 
decided to change its position on how a solution could come about. It was no longer only a matter of 
acceptance from Belgrade. During Putin’s visit to Belgrade on January 17, 2019, he restated the position of 
Russia: Russia favors an agreement between the two parties but adds that it must be confirmed by the 
UN Security Council, thus giving Russia veto power over the result. Russia will presumably try to block any 
alteration to the UN Security Council resolution 1244 to keep the situation unsolved. The Russian position 
on the role of the Security Council regarding a settlement for Kosovo has been repeated several times since 
then (KCSS, 2020:12). The year 2019 became one of the most intense in relations, visits, and talks between 
Serbia and Russia, reflecting a rise of importance of Serbia as part of the strategic competition between 
Russia, China, and the US. Due to COVID, bilateral visits have decreased in the last two years. Still, Russia 
has stayed on track with its continuous information operations towards Kosovo through diplomacy and more 
covert through the media, churches, and elsewhere [25] pp. 22-27.  

3.6.2 Promoting and Preserving the Serbian World  
An indirect approach to Russian influence on Kosovo is to tap into the idea of Russia’s cultural, historical, 
and spiritual relationship with Serbia and the Serbs. Serbia and Russia share the same destiny having parts of 
their “former citizens” living in other entities. Russia has coped with this with many strategies, including 
establishing the Russkiy Mir (translated: Russian World) Foundation, which promotes patriotism towards 
Russia through different sponsored activities in countries that “host” Russian-speaking citizens [27]. 
To some extent, Serbia has copied this concept. However, the idea of a Serbian World is not an official 
Serbian policy. Still, there are many examples of vocal support from the government for the idea of a Serbian 
World and political and cultural initiatives that connect Serbs outside Serbia closer to the motherland [28]. 
These initiatives focus mainly on a more extensive Serbian influence in Montenegro and Republika Srpska, 
but they can also have significant implications for Kosovo.  

The concept of the Serbian World combines the perseverance of cultural heritage among Serbs in and 
outside the Serbian territory with an ambition that Belgrade should decide on every issue of vital importance 
concerning Serbs wherever they live. A range of documents from the government supports this ambition as a 
legally founded policy toward Serbs in the region [29] p.4. One of those initiatives is the Law on Citizenship 
for persons of Serbian ethnicity who live outside the Republic of Serbia. Serbian citizenship is obtained 
easily without renouncing the other citizenship simply by signing a statement identifying oneself as a 
Serbian. Moreover, the Serbian World concept has a dominant narrative that underscores the vulnerability of 
the Serb communities. The diaspora needs protection from the Serbian state, and Serbia will not abandon this 
commitment [29] p.3.  

Another recent and illustrative example of how the Serbian World idea connects Russia, Serbia, and the Serb 
community in the Balkans is the erection of the statue of Stefan Nemanja. Stefan Nemanja is one of the 
founding figures of Serbia, born in what is today Montenegro, a Serbian prince, monk, and saint. This figure 
connects the Serb ethnicity’s politics, religion, history, and culture. Moreover, the erection is illustrative of how 
the identity of Serbs is persistently understood through the prisms of heroism, suffering, and armed warfighting 
[30] – another characteristic corresponding with how Russia views its national fate and cultural heritage. The 
ceremony in 2021 provided an event to reunite an international network. It was attended by critical persons 
religious and political from inside and outside Serbia, including Russia. They included the President of the 
Republic of Serbia Aleksandar Vučić, Chairman of the Presidency of Bosnia and Herzegovina Milorad Dodik, 
Mayor of Banja Luka Drasko Stanivukovic, Member of the Parliament of Montenegro, and President of the 
Democratic People’s Party Milan Knezevic, President of the New Serbian Democracy Andrija Mandic, 
Member of the Assembly of the Republic of Northern Macedonia, and President of the Democratic Party of 
Serbs in Macedonia Ivan Stoilkovic, Bishop Jovan of Šumadija, Bishop Irinej of Bačka, Bishop David of 
Kruševac, Vicar of the Temple of St. Sava, Vicar Bishop of Remezija Stefan, Vicar Bishop of Mohács 



RUSSIAN INFLUENCE ACTIVITIES ON, AND IN, KOSOVO 

3 - 10 STO-TR-SAS-161-Vol-II 

Hesychius, and importantly, the Ambassador of the Russian Federation Alexander Bocan-Kharchenko [31]. 
On the official website of the Serbian Ministry of Defense, an article in the summer of 2020 explains the 
symbolic value of the statue’s placement; “That Belgrade becomes what it should and must be – the capital for 
all Serbs” [32]. The concept of a Serbian World is one of the tools to engage and mobilize the Serbian 
community culturally and spiritually. It is useable politically because of its soft power potential as a 
Russian-led alternative to the West. Besides promoting the Serbian World concept, Russia has chosen other 
affordable means to secure its relevance and presence in the Balkans. 

On the one hand, as the last chapter pointed out, Russia invests in direct diplomatic firmness in international 
institutions, including exploiting its unique position as a permanent member of the UN Security Council. 
On the other hand, Russia engages more covertly in continuous information operations regarding the lack of 
legitimacy of Kosovo’s independence and governance. The information operations work towards the Serbian 
community in Serbia and Serbian minorities, and different audiences of relevance around the world [25] p. 24.  

3.7 THE ORTHODOX CHURCH 

In most countries where the Orthodox Church plays a substantial role, there are close ties between the state, 
Church and the national identity [33]. Serbia is no exception. In Serbia, ethnicity and religious identity 
almost have identical meanings. This provides the Serbian Orthodox Church with a joined political and 
cultural role acting as a media for Serbian (and Russian) soft power in the Serb communities within and 
outside the Serbian state. The close ties between the political Belonging to the Serbian Orthodox church 
imply that you are Serbian, part of the Orthodox cultural unity, and therefore also have Belgrade as the main 
point of reference regardless of your country. This core element of Serbian identity also means that it is hard 
to distinguish the concept of the ‘Serbian World’ from the Serbian Orthodox Church. Likewise, separating 
the Russian Orthodox Church (ROC) from the Serbian Orthodox Church (SOC) is difficult. The two 
churches have a strong connection and are closely related to each country’s political system.3 Russian 
influence through the SOC is to be taken seriously [7], p. 29, including both on and in Kosovo.  

In 2018, Patriarch Irinej from the Serbian Orthodox Church led a delegation to Moscow. At this event, he 
stressed that the spiritual center for all Orthodoxy is the Russian Orthodox Church. He declared that Serbs 
would always look to Russia for assistance and be the small boat tied to the great Russian ship. This speaks 
directly to the Russian national interest of becoming an alternative to Western culture and values. Patriarch 
Irinej also addressed similarities in experiences of the Churches in Russia and Serbia. He stressed that 
outside today’s Serbia, Slavic ancestors shed blood defending their Christian faith at the Kosovo Polje. This 
reference to 1389 underscores why Serbia must not give up on this territory. The same goes for Ukraine, the 
core of the Kievan Rus Empire, and Kyiv as the mother of all Russian cities. The Patriarch spoke to merging 
high politics and spirituality, uniting powerful elites’ agendas, and the people’s longings for a more glorious 
past [34] p.69. That is essential, what the Serbian World concept is about, and why this has great potential 
for Russian strategies in the Balkans.  

The Russian Orthodox Patriarch Kirill is a vital voice with solid ties to the Kremlin. He has publicly spoken 
about the Serb minorities and the Serbian Orthodox sanctities in Kosovo. Kirill has also emphasized 
supporting Kosovo Serbs and sanctities by funding the restoration of churches [35] p. 116. Several of our 
respondents stated that Albanian identity is founded on ethnicity and language, where religion is considered 
private. The Serbian identity, on the contrary, cannot be separated from the Orthodox Church. That does not 
necessarily mean that every Serb is religious. Significantly, however, the relationship between individual 
identity and the national strategic culture is based on the values and traditions of the Church. From a Russian 
viewpoint, the SOC becomes a powerful tool that can parallel or separate from the political level. E.g., the 
Russian Patriarch Kirill, in a meeting in 2015 with the Serbian Minister of Justice, expressed his concern 

3 For an examination of the two churches, see Srdjan Barisic, “The Role of the Serbian and Russian Orthodox Churches in 
Shaping Governmental Policies” [35]. 
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over Montenegro approaching NATO membership [35] p. 119. In this way, when the Serbian government 
shows a more open attitude toward NATO or the EU to obtain benefits or enter into agreements, the SOC 
simultaneously can be influenced or used as an agent of influence to maintain skepticism on both NATO and 
the EU within the Serbian community.  

3.7.1 Russian Information Operations in Media Outlets: Sputnik Serbia and RT  
According to our initial research, we had expected to find more direct influence activities in Kosovo and 
regarding Kosovo internationally. We found less focus on Kovoso specifically but more on the region in 
general and on Kosovo whenever it is beneficial. In the case of the independence question, Russia supports 
Serbia as a close partner nation; however, also by framing the similarity between Crimea and Kosovo. 
Interestingly, even though the cases are different, the framing of the “Crimea is Russia – Kosovo is Serbia” 
seems– at least to some extent – to be perceived relatively successful among some audiences (Figure 3-3).  

Russia is not the only state actor with interests in the Balkan region. However, according to a study from the 
European Parliament, Russia is by far the only actor with such a broad spectrum of influence activities in the 
region compared to China and Turkey. In the case of China and Turkey, influence activities are typically 
case-oriented. In contrast, themes portrayed by Russia are much broader in scope, intending to shape 
perceptions in a wide range of areas [36] pp. 34-35.  

 

Figure 3-3: Comparison Between Crimea and Kosovo. Private photo from Mitrovica in 
November 2021. Jeanette Serritzlev.  

Supporting our findings, a study requested by the European Parliament in 2021 states that Kosovo differs 
from other Balkan states: “Kosovar politics and media – and, as a result, Kosovo’s disinformation 
landscape – are peculiarly international.” [36] p. 25. In addition, the report concludes, the levels of 
disinformation, with issues related to the pandemic as a deviation, including influence from Russia, 
Turkey, and China, were lower in Kosovo than in most parts of the Balkan region [36] p. 26. 
In conducting research on Russian influence operations, we did not find significant information or 
indication of media activities directly targeting the KFOR mission. KFOR is mainly addressed in news 
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outlets such as Sputnik Serbia.4 When asking interviewees about Russian influence activities, there seem 
to be different views: That it is strong but difficult to point out, or that it is integrated with the Serbian 
activities, and that it should be seen more as Russian support to Serbia. It is a shared understanding among 
our respondents that Sputnik Serbia is the main platform for distributing pro-Russian narratives regarding 
Kosovo (our interview respondents; [6] p.10). This is also the conclusion of a report made by KIPRED in 
2021. The executive director of KIPRED, Lulzim Peci, with whom we met, called it a “Russian diplomatic 
war against Kosovo” [37]. According to an analysis from the NATO StratCom CoE from 2020, the overall 
narratives portrayed in Sputnik Serbia are as follows [38], p. 48.  

Defining Narrative Number of Articles 

The WB region is unstable, and there is a high potential for conflict  765 

The WB region is a playground for the clash of interests between 
East and West  

576 

Human rights are under threat  174 

The EU is hegemonic  128 

WB countries are weak and incapable/corrupt  106 

NATO is aggressive and provocative  57 

The ‘NATO as an aggressor’ narrative is the lowest according to the number of articles, but it is still worth 
noticing. According to the report from the NATO StratCom CoE, the sub-narratives about NATO focus on 
two issues:  

1) NATO’s support to creating a Kosovarian Army.  

2) NATO’s use of depleted uranium during the bombings in Kosovo and Bosnia.5  

It is interesting to notice that the subnarratives do not focus on the KFOR mission of today but on the support to 
KFS in another NATO or US configuration than KFOR – and on actions made during the war. It indicates that 
Russia see no advantage to be gained be characterizing the KFOR mission of today as a problem. In the main 
English version of RT (rt.com), several articles on Kosovo exist. One article dated October 23, 2021, is about 
two Russian diplomats to UNMIK being expelled, allegedly due to malign influence: “Kosovo’s de-facto 
government is illegitimate, and the expelling of two Russian diplomats on UN business has no legal force” [42] 
The article is an ‘RT classic’ denying the justification of Kosovo as a state and hence the following not able to 
expel foreign diplomats. Also, as common, the article ends by summarizing NATO actions in 1999 as a 
pro-Albanian intervention. Other Kosovo-related articles on RT’s webpage in general focus on undermining 
the authority and neutrality of public institutions in Kosovo [43], [44], ethnic tension [45], and the idea of 
creating a Greater Albania [46], caused by a recent statement of the Albanian Prime Minister Edi Rama in an 
interview in October 2021 [47]. Serbia and Serbian communities in other Balkan countries are by the NATO 
StratCom CoE named the ‘Serbosphere,’ which includes Republika Srpska in Bosnia-Herzegovina, 
Montenegro, the Serbian population in Kosovo, and to a certain degree North Macedonia (NATO Strategic 
Communications Centre of Excellence [38], p.24. In the ‘Serbosphere,’ the narratives are in general 
pro-Russian. The theme of Slavic brotherhood is widely used [38], p.24. According to the NATO StratCom 
CoE report, the pro-Russian influence is not limited to Russian-controlled media such as Sputnik Serbia, but on 
the contrary, primarily based on local Serbian media, that being state-controlled or private media outlets. 
(NATO Strategic Communications Centre of Excellence [38], p.25.  

 
4 See, for example, this article from November 8th 2021: “KFOR Assessed the Situation and Revealed What is Crucial so that 

the Situation in Kosovo and Metohija Would Not Escalate” [39]. 
5 For NATO’s own public information about the depleted uranium see Ref. [40]. Also see transcription from a NATO press 

conference on the topic in 2001 [41].  
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To conclude, there seems to be relatively little directly anti-KFOR influence activity. Those focusing on 
Western military presence in the Balkans talk about NATO as a whole or the US presence specifically. 
Also, the Balkan wars in the 1990s are used as a line of messaging. This analysis of the Russian media 
outlets supports our other findings indicating that Kosovo, in many ways, is more a subject of influence 
rather than a target of influence. This is not a conclusion of foreign influence not being a concern for the 
Kosovo authorities, but that it seems more to be a concern of international politics than an internal one.  

3.8 KFOR’S RESPONSE TO RUSSIAN INFLUENCE ACTIVITIES 

As KFOR was the main subject of our research, we expected to look into how KFOR responded to different 
kinds of influence activities. Meantime, we have learned that KFOR does not do much to mitigate or counter 
Russian activities, as these scattered and low-key activities do not constitute a direct threat or challenge to 
the mission. That supports our general findings of Kosovo’s role in the region: We argue that KFOR plays a 
part in a more significant narrative battle about NATO, but the KFOR mission does not seem to have any 
significant interest from it the Russian side.  

Accordingly, from the Serbian perspective, Belgrade keeps a skepticism towards NATO in general and 
maintains the memory of the NATO 1999 bombings of the capital. However, even in the Serbian enclaves in 
Kosovo, KFOR does not seem to be perceived as taking sides regarding the future settlement in Kosovo. 
On the contrary, both locals and KFOR respondents believe that KFOR broadly is viewed as a guarantee for 
security and stability for the Serbian as well as the Albanian communities within Kosovo. One could argue 
that KFOR’s response to internal and external critique mainly takes the shape of Posture Presence Profile 
(PPP) measures, cultural awareness, and all other kinds of actions of inclusion for all parties. As we were 
invited on an atmospheric patrol with the Danish Tactical PsyOps Team, they paid great attention to these 
issues, including how to act and pose—not staying too long in ‘disputed areas,’ being either UCK memorials 
or Serbian places of worship.  

3.9 CONCLUSIONS 

Even though we could not detect explicitly Russian influence activities in Kosovo to the extent we had 
expected, the report shows that Russia is hugely influential regarding the fate of Kosovo. Viewed from a 
regional lens, Kosovo remains one of the critical pieces of a larger puzzle of Russian influence in the Balkan 
region. Following this line of reasoning, it is essential to distinguish between Russian influence activities in 
Kosovo and on Kosovo. Russia is deeply interested in non-recognition by the world community of Kosovo 
as an independent state. Importantly, however, this interest stems not from any concerns regarding Kosovo 
itself, but from Russia’s vital interest in supporting Serbia’s agenda. Through direct cooperation with the 
Serbian political leadership on shared national interests, Russia keeps a foothold in this region. A foothold 
which Russia risks losing, if the process of NATO and EU expansion continues. Russia would not invest its 
diplomatic power position in Kosovo’s future settlement if this did not tie Serbia to Russia. However, 
keeping Serbia as a close ally is a national objective, and it does not come as easy as it used to in the past. 
Serbia, with the current political leadership, has willingly cooperated with China, the EU, and NATO in 
order to attract means or money. The Serbian president Aleksandar Vučić is known for his balancing strategy 
between Russia and the West.  

In recognition of this, Russia also engages in more indirect means of influence towards ethnic Serbs 
throughout the Balkan region, supporting activities in the Serbian world community through different 
societal groups, media, and, not least, the Orthodox Church. All initiatives to keep Serbia in line with 
Russian objectives. The overall support from Russia and Belgrade’s importance for all Serbs leaves Serbian 
political leadership with little room to deviate from Russian priorities. 
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As part of our problem statement, we wanted to look at how KFOR responds to different Russian influence 
activities in Kosovo. However, KFOR has not put much effort into this, mainly because Russian activities 
are not a severe challenge to the KFOR mission. Before conducting our research, we expected that KFOR 
did not deter Russia and Serbia from taking additional steps to destabilize Kosovo. However, this report has 
provided a regional lens to evaluate KFOR’s activities in Kosovo. By mandate, KFOR does not take sides 
regarding the question of independence, and local Serbs and Kosovo Albanians perceive KFOR as helpful in 
supporting security and stability in Kosovo. As long as KFOR does not change this neutral position, the 
mission seems to satisfy most actors, including Russia and Serbia. In that respect, one can claim that KFOR 
successfully mitigates Russian influence on ethnic groups in and around Kosovo. From the regional 
perspective, KFOR’s low-key approach, staying well within the mandate of UN resolution 1244, has given 
NATO a unique position to provide the citizens of Kosovo with stable conditions. The stability and security 
provided by NATO have made the foundation for societal development and economic growth, created in 
cooperation with e.g., EU. KFOR has by large done this for a long time without positioning itself as a direct 
target for criticism or discord from Russia, Serbia, or other actors.  

This is a great achievement for KFOR and NATO; however, the status of Kosovo is still not clarified, and 
the political challenges are unsolved and linger. This allows Russia’s influence operations, together with 
other political and diplomatic means, to continue pushing Serbia towards a confrontational position towards 
Kosovo and throughout the region. This political stalemate is for the EU and US to try and solve. 

3.10 CONSIDERATIONS FOR NATO IN LIGHT OF THE UKRAINE WAR 

1) The current state of Russian-Western relations, which most likely will last for long, might encourage 
Russia to increase its efforts in the Balkan region in order to deter or disrupt a deeper integration into 
EU and/or NATO. 

2) NATO must expect Russia to use relevant resources to stay in the Balkan region, including Montenegro, 
Serbia, and Bosnia influencing the Serbian world. 

3) Russia may lack diplomatic power in the West; it has, however, gained a new role for states in Africa 
and South America that can prove helpful in the UN system—helping to unsolve growing ethnic 
conflicts in the Balkan region, including Kosovo. 

4) Russia may rely on proxy agents, e.g., the Orthodox Church, for much of its activities in the Serbian 
world supplementing Russia’s influence through official means and activities. 

5) As Serbs experience exclusion from Western connections due to the war in Ukraine and the Serbian 
unwillingness to support Ukraine continues, there is a risk of a spillover effect, which potentially could 
lead to increased destabilization in Serbia, Bosnia, Montenegro, and Kosovo. The Russian and Chinese 
influence may grow as a result of this. 

6) The relative stability in Kosovo may be jeopardized to some extent if the Serb minority feels more 
alienated and the Kosovo political leadership is tempted to take further steps at statehood, e.g., through 
KSF developments in light of a weakened Russia. 

7) As the Balkan region is a affecting the security situation in all of Europe, it is vital for NATO, as well as 
the EU, to maintain and potentially strengthen situational awareness in all of the region.  

8) Overall it seems less likely that Russia in the near future will have the will or resources to considerably 
increase its activities toward Kosovo. Moreover, even if an increase in influence activities in or on 
Kosovo occurs, the mere presence of KFOR seems to remain the best guarantee for peaceful 
developments in Kosovo. 
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4.1 INTRODUCTION 

Modern warfare uses integrated political, economic, informational, and other non-combat measures 
underpinned by threat of military force. The combination of these methods implements the main concept of 
hybrid warfare. This method means to achieve the political goals through the use of modern information 
technologies, the cautious application of hard power, and a minimal use of combat power. The peculiarity 
here is that it is disguised, uses non-linear tactics, and is aimed at obtaining patronage over the state instead 
of occupation of territory (although it is possible to take control of some separate territories). It can be 
achieved through the impact on the population, politics, business, and security agencies. 

The Russian Federation has readily adopted this concept of warfare and while its recent actions demonstrate 
a broad-ranging policy of influence targeting Europe, the European Union, the USA, and others, a primary 
example of all aspects of hybrid warfare is the Russian Federation’s actions against Ukraine. It is reasonable 
to assume that the RF will employ such methods over the coming years.  

The purpose of the research covered in this chapter is to determine, based on a scenario-forecasting method, 
some of the possible variations of the informational aspects of the ongoing military conflict with the Russian 
Federation out to 2035 as well as to estimate the possibility of large-scale armed aggression against Ukraine 
based on each variant identified.  

To formulate our predictions, scenario analysis tools were used, namely: the identification and analysis of the 
most influential factors likely to affect regional relations out to 2035. This then allowed for the creation of a 
basic status quo (or baseline) scenario. The correlation between the conditionally independent main 
influential factors was then analyzed to build a range of plausible scenarios. It is impossible to predict the 
future with any accuracy and it is apparent that the scenarios may not occur as described and that, in reality, 
the main features of several scenarios will be apparent in future events with, perhaps, the main feature of one 
scenario being predominant.  

4.2 SCENARIO DEVELOPMENT CONTEXT 

4.2.1 Object and Primary Actors 
At its root, the object of the conflict between Ukraine and the RF is the diametrically opposed views on the 
political, social, and developmental alignment of Ukraine. The main subjects of the conflict in our scenarios 
are Ukraine, the Russian Federation, the United Nations (UN), European Union (EU), NATO, the primary 
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individual EU member countries that neighbor Ukraine or are in Eastern Europe, EU member countries that 
consistently demonstrate a leadership role, and the United States of America. The determination of these 
conflict subjects is due to the possibility and importance of their impact on the international and regional 
(European) security, Russian Federation, and Ukrainian policies, and the intersection of their respective 
interests in conflict development in the region and during the timeframe under consideration. 

4.2.2 Conflict to Date 
According to UN estimates, the conflict in the East of Ukraine “is one of the deadliest in Europe since World 
War II.” During six years of warfare in Donbas more than 13,000 people have died, approximately 30,000 
have been wounded, and about 1.8 million inhabitants of Donbas and Crimea have been internally displaced. 
17,000 km2 of Donetsk and Luhansk territories remain occupied, and, when added to Crimea’s area of 
27,000 km2 area, some 7.2% of Ukrainian territory remains occupied by the RF and its proxy forces. 409,700 
km of the Ukrainian-Russian border remains uncontrolled. Ukraine has suffered huge financial and economic 
losses. Thus, 27% of the Donbas industrial potential was illegally transferred to Russia, including the 
equipment of 33 large industrial concerns located in the region. 

4.2.3 Geopolitical Factors 
Simultaneous to the onset of RF aggression against Ukraine is the increase of geopolitical competition 
between major powers. This competition has geographic, financial, resource, and political dimensions and 
has been accompanied by trends indicating wide-spread increases in military spending and a race to develop 
new weapons systems.  

Our research has led us to identify the following major features of the security environment as necessary 
factors to consider in our scenario development process:  

• Intensification of the disagreements on the division of spheres of influence between major powers, 
characterized by increased aggressiveness, assertiveness, stubbornness, and a desire to alter the 
military-strategic balance, particularly the escalation of the confrontation between USA and RF; 

• Deterioration of security environment in the Middle East and South Africa; the continued problem 
of religious extremism, including in Central Asia countries, ongoing territorial disputes between 
Asian-Pacific states over the ownership of the islands; 

• Reduced predictability in the international security system; the weakening of the role of 
international security institutions, attempts to strengthen the role of military force outside the 
mechanisms of international security; 

• The increased use of proxy, irregular, and other informal armed forces in military conflicts contrary 
to international, the increased emphasis on the integrated use of combat and non-combat instruments 
(economic, political, informational and psychological, etc.), which fundamentally changes the nature 
of conflict and warfare; 

• Open violation of the norms and principles of international law, written in the UN Charter, the 
Final Act of the Conference on Security and Cooperation in Europe of 1975 and other international 
treaties; 

• The disregard for legal restrictions on the use of military force by states outside their territory; 

• Global climate change, a decrease of the natural resources, shortage of drinking water, food, 
increased migration, as well as increasing risks of large-scaled natural and man-made disasters; and 

• Expansion of terrorism, piracy, other phenomena related to the use of armed violence. 
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4.2.4 Defined Threats to Ukraine’s National Security 
The current state of Ukraine’s national information infrastructure is insufficient to effectively anticipate, 
counteract, and respond to the information operations of the aggressor. In addition, policy and legislation 
gaps, difficulties with sustaining the strategic narrative, and poor social media culture affect Ukraine’s ability 
to operation in the information domain. Combined, these factors limit the ability to protect and further the 
national interests of Ukraine. 

The Doctrine of the Informational Security of Ukraine defines the current threats to national interests and 
national security of Ukraine in the informational sphere remain:1 

• Special informational operations, aimed at undermining Ukraine’s defence capabilities, 
demoralizing military personnel, provoking extremist behavior, feeding panic, escalating and 
destabilizing the socio-political and socio-economic situation, and stirring inter-ethnic and 
inter-religious conflict in Ukraine; 

• Special informational operations by the aggressor state outside of Ukraine with the aim of creating a 
negative image of Ukraine in the world; 

• Expanded control or influence of the aggressor state and proxy organizations over information 
technology infrastructure in Ukraine and occupied territories;  

• Complete domination of the information domain by the aggressor state on the temporarily occupied 
territories; 

• Spreading calls for radical actions, propaganda of the isolationist and autonomous concepts of 
Ukrainian regional coexistence; 

• Russia’s constant use of special narratives and informational labels (“warfare party,” “Kyiv junta,” 
“Banderites,” “fascists,” “Nazis”) by the Russian Foreign Ministry and political levels to 
delegitimize the Ukrainian government; 

• Creation of propaganda channels by Russia that works on discrediting the Ukrainian government on 
the target groups; 

• Open and covert use of the EU democratic norms and procedures, as well as the USA and other 
partner countries to discredit Ukraine and its attempts to form international support for countering 
Russian aggression; 

• Political and lobbyist measures in the West, used by Russia to build up doubts on the correctness of 
the EU’s position on the continuation of sanctions against the Kremlin, as well as to legitimize the 
annexation of Crimea; 

• Expanded use of the ROC – UOC-MP by Kremlin with the creation of new propaganda and 
disinformation flows to Ukraine in order to demoralize and disorient the population, reduce its 
resistance to the aggressor; 

• Use of the Ukrainian TV channels and other media to broadcast pro-Russian narratives in dosed 
form or under opposition slogans; 

• The predominant use of Russian social networks by Ukrainian citizens (even despite the ban in 
Ukraine) for communication and receiving/sharing information; 

• Extending of information products by using regional, ethnonational, linguistic, and other identities 
among the Ukrainians to divide society, impose a sense of discrimination and insecurity, prepare a 
social base for rebellions and provocations; 

 
1 An English language translation of the Doctrine is available at https://rm.coe.int/doctrine-of-information-security-of-ukraine-

developments-in-member-sta/168073e052 (link current as of April 2022). The formal articulation of informational threats 
is on p. 2.  

https://rm.coe.int/doctrine-of-information-security-of-ukraine-developments-in-member-sta/168073e052
https://rm.coe.int/doctrine-of-information-security-of-ukraine-developments-in-member-sta/168073e052
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• Formation of isolated socio-cultural and informational reality inside the occupied Ukrainian 
territories, blocking the access to Ukrainian informational content from residents of these territories; 

• Efforts meant to undermine the authority of the Ukrainian expert community by using 
native-Ukrainians to delegitimize the main evidence of Russian aggression. 

Thus, the informational aspect of the military conflict with the Russian Federation in this thesis is 
considered as a confrontation within an informational war that, for Russia, is aimed at keeping the 
Ukrainians within their sphere of influence and fully responsive to Russian Federation strategic ends. 
Ukraine, of course, continues to pursue the national idea rooted in independence and complete sovereignty, 
aligns with a European (“Western”) system of values, and divorced from Russian imperial ideology. 

The sources material employed in this work include the official documents from Russian Federation and 
Ukraine and medium-term forecasts related to the international security state in 2030-2050 from various 
analytic centers. 

4.3 ANALYSIS 

This research was conducted to inform the development of future-oriented scenarios focused on the 
informational aspects of the conflict with the RF in support of efforts to find ways of peaceful settlement and 
completion of the military conflict. The scenario variants are based on the analysis of contemporary events 
and the themes and characteristics of the informational space around Ukraine. 

According to Russian analytic centers, the tensions in the international situation (including for Ukraine) will 
remain for the entire medium term. The main trends in this material are: 

• The emersion of new economic and military-political power centers represented by China, India, 
Brazil, Indonesia, Russia, Mexico, etc.; 

• The weakening of the Western local civilization dominance would be soon accompanied by the 
increase of military and other types of violence in worldwide policy by the West; 

• Military force re-emerging as a determining factor in the leadership of Western local civilization and 
declines in local independence remains as a result of worldwide policy; 

• Eurasian military-political integration is considered as a necessary condition for Russia’s Eurasian 
integrity and the development of the Eurasian economic and military-political union; and 

• Multipolarity in the future will reduce the number of identity conflicts and confrontations within 
separate local civilizations. The scale and intensity of clashes between different local civilizations 
will increase. 

These trends, when considered in conjunction with analysis of current RF behaviors and operations, makes it 
possible to conclude that Russia considers war as a determining factor in future international 
relationships. This suggests that Russia’s future informational policy and behavior will be extremely 
aggressive. 

4.3.1 Basic Scenario (“Slow Move”) 

4.3.1.1 Informational Influence of the Russian Federation on Ukraine  

During a significant historical period, Ukraine was a part of Imperial Russia and the USSR. Therefore, the 
Russian Federation continues to consider it as a part of its geopolitical sphere of influence and denies the 
legitimacy of an independent Ukraine. Within this context, the primary focus of RF informational influence 
targeting Ukraine are: 
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• The informational infrastructure of the state; 

• Awareness, will, and feelings of servicemen and different segments of civilians, especially during 
elections and crisis; 

• Management decision-making systems in political, economic, social, scientific, and technical 
spheres and in the sphere of providing security and defence of the state; 

• Critically-placed contingent (opposition, dissidents, criminals, etc.) as means to intensify crises in 
Ukrainian society; 

Simultaneously, the main object of influence in the informational war against Ukraine are civilians, who 
“is liberating from Ukrainian junta and fascists” to increase mass hysteria and resistance to legitimate 
government and support the aggressor. 

Currently, the democratic development in Ukraine remains unstable and its membership in the Western 
European political tradition is still in doubt. Therefore, the discrediting of pro-European elites and social 
destabilization may lead to Ukraine’s rejection of the democratic course and, in the long run, to question 
statehood itself. This window of opportunity is used by the RF primarily for informational influence on 
Ukraine, supporting the themes of nostalgia for the Soviet Union in the discourse, myths about the 
specific relationship between Kyiv and Moscow and a mutual history, and the stereotype of Russia as an 
“older brother,” “defender” etc. 

In Russian media, the new message gets upstream – “the West has turned away from Ukraine.” It forms the 
opinion that the USA and EU states are indifferent about Ukraine’s future, and without Russia’s help it will 
stop existing as a state – politically and economically, eventually, Ukraine must return to Russia voluntarily. 

4.3.1.2 Positive Aspects in Counteracting RF Informational Influence 

1) Within informational war, Russia actively uses the religious factor. UOC (MP) pursues the goal-oriented 
and systematic policy of destroying the autocephalous status of the Ukrainian Orthodox Church and, 
accordingly, the national unity policy in Ukraine. 

• Ukrainian society’s trust in Orthodox churches with Ukrainian direction continues to increase, as 
well as the support of the UOC autocephalous, which continues to be officially recognized by 
Constantinople, and is evidenced by increasing the number of parishes. 

2) Expansion of labor migration of Ukrainians to European countries, especially to Poland, and decreasing 
ones to Russia. 

• Ukrainian migrants are more fully exposed to Western European information and socio-cultural 
norms, which, in various ways, reduces direct Russia’s informational influence on them. 

3) Increased patriotism of Ukrainians demonstrates the great self-organization of the people. This is one of 
the few parameters that are marked as improving, signaling greater degrees of national unity.  

4) Several positive messages are being formed in Ukraine, directed to the unity of the state: uniting people 
around the idea of achieving peace. 

4.3.1.3 Negative Aspects in Counteracting RF Informational Influence 

1) The insufficient ability of the Ukrainian government to conduct strategic communications, which 
contributes to a low level of understanding of the political agenda among citizens. (Ukraine has some 
political decisions in this sphere, but extremely insufficient). 
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2) Lack of unity in the Ukrainian political elite that does not unite even in the face of war, but “drowns” each 
other on various talk shows. It helps Russia to achieve greater success, than with the help of a weapon, 
inciting one group of people against another, provoking civil war, and Ukraine does not prevent this. 

3) Nowadays a lot of Ukrainian citizens took the aggressor side under the influence of hostile propaganda, 
supporting or justifying RF actions. Despite the war, almost half of Ukraine has a positive attitude 
towards Russia, mostly because of the East of the state, but the “brotherly love” to the aggressive 
neighbor is also distinctive for other state regions. For example, 21% of Ukrainian citizens have a 
positive attitude towards the Russian government. Positive attitudes towards Russia fell to the 30% level 
only after Crimea and Donbas but when the active combat actions ended – raised again, and now almost 
50% of Ukrainians have a positive attitude towards Russia. 

The highest index of the Russian propaganda effectiveness is in the Donetsk region – 50, as well as in 
Luhansk – 38 (territories controlled by Ukraine). After Donetsk and Luhansk regions, Kharkiv and Odesa 
regions are prone to support Russian propaganda. In Russia, the population tends to hold negative attitudes 
regarding Ukraine and there is little evidence of a sense of guilt regarding the RF aggression against Ukraine.  

4) Neglect of the language factor of security in Ukraine, weak language policy of the Ukrainian 
government. The key direction of the Russian informational expansion – language – remains without the 
proper response from the Ukrainian side. The level of supporting Ukraine’s independence is highest 
among the Ukrainian speakers. At the same time, Russian speakers are almost the only social group, 
where the support level is significantly less than 50%. 

Generally, Russian speakers are 2.5 times more vulnerable to Russian propaganda than Ukrainian speakers. 
Ukrainian speakers trust the Russian propaganda significantly less because they don’t have any reasons to 
perceive it as “native.” This fact explains, why there are no separatists among Ukrainian speakers, and shows 
that there is a clear correlation between the language spoken by Ukrainians and state security. 

5) More influential guides of Kremlin narratives in Ukraine are the national mass media, which are 
focused, most of all, on transmitting the negative information – “strategy of negativity.” Negative 
information has become a part of virtual reality for many Ukrainians. 

The oligarchy nature of the Ukrainian media space creates ideal conditions for Russia’s informational 
influence. Alliances (more or less stable) between business and political groups in Ukraine and Russia allow 
the Kremlin to influence the editorial policies of national and local media, controlled by these groups. 

At the same time, 72% of Ukrainians learn news mostly from Ukrainian TV channels and Internet media 
(43% only watch TV, 29% also use the Internet). 22% regularly address both Ukrainian and Russian sources 
of information (9% of them are only TV viewers). Six percent are practically not interested in news from any 
of the listed media. 

6) Social networks are being used actively for informational manipulations, distribution of fakes, the 
formation of distorted perceptions. The most popular social network in Ukraine is Facebook and that 
network, as well as YouTube, uses the smart feed. Facebook accumulates posts from all friends’ 
accounts and pages, that a person has subscribed to. Facebook feeds information to users based on 
perceived interest. Therefore, the informational message, thrown into the network, quickly spreads 
among a certain group of users. Since 2019, YouTube has been providing countermeasures for hate 
speech videos, but the vast amount of information that falls on this platform cannot be completely 
cleared of fakes. The messenger Telegram is the absolute leader in the dissemination of fake information 
due to the anonymity of publications. Telegram channels have become the primary source of 
pseudo-insides and informational flows. Entire networks of anonymous channels are now operational. 
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7) There is almost no broadcasting of Ukrainian TV channels in the Donetsk and Luhansk regions
(especially in the occupied portions of those territories) and Russian propaganda carried on
Russian-controlled TV channels is effective. There will be a negative tendency to increase the number of
people in these territories, who are eager to separate from Ukraine or, at least, to maximum autonomy.

Today, there is a tendency for Russia to increasingly employ low-intensity information measures and to 
avoid harsh statements in its information campaigns with many of the channels of communication of these 
“soft power” messages being Russian scientists, artists, religious figures, and others. 

There is a general tendency for people to gradually lose confidence in both the Ukrainian (especially in the 
South and East of the country) and Russian media. People compare the picture on TV with the one they see 
from the window. If these realities do not coincide, they stop trusting the media. 

The basis of non-classical forms of Russia’s aggressive policy is the destabilization of the socio-political 
situation in the country, the use of protest potential of the local population, discrediting in the international 
arena, the impact on political, economic, energy, social, financial, and other spheres of life. These forms are 
based on the methods and technologies of information warfare, which Putin, Shoigu, and Gerasimov 
mentioned in their official speeches and were prescribed in the RF Military Doctrine. To implement their 
plans, troops and information operations forces were created within the Russian Armed Forces including: 

• Information Confrontation HQ in the Operational HQ of the General Staff of the Russian Federation
Armed Forces (planning);

• Information Confrontation department within the operational departments of armies and fleets
(Armies: 6, 20, 49, 58, 2, 41, 5, 29, 35, 36; Fleets: Baltic, Black Sea, North, Pacific);

• Centers of foreign military information and communication of the General Staff of the Russian
Federation Armed Forces (Southern Military District ‒ Rostov-na-Donu, Western Military District ‒
St. Petersburg, Central Military District ‒ Yekaterinburg, Eastern Military District ‒ Khabarovsk),
and with the beginning of the annexation of Crimea – the Foreign Military Information Group of the
Black Sea Fleet (Sevastopol);

• Departments and centers of information confrontation in military districts; and

• Separate detachments of psychological operations (Performers);

In addition, Russian media are widely involved in information struggle: “Pervyy kanal”; “Russia 1”; 
“Russia 24”; “RIA Novosti”; RTR Planeta; “Zvezda”; “NTV”; Russia segodnia”; “Argumenty i Fakty”; 
“Moscovskiy Komsomolets”; “Kommersant”; “RT”; “Sputnik”; Rossiyskaya Gazeta; “VPK” and others. 
Internet centers have also widely used, the so-called troll factories located in St. Petersburg; Kaliningrad; 
Belgorod; Riazan; Yekaterinburg; Khabarovsk. 

Domestically, RF informational actions abroad are underpinned by domestic propaganda. The topics of 
anti-Americanism, Euroscepticism, xenophobia, and homophobia are actively used in Russia’s domestic 
informational influence to justify the aggression against Ukraine and the occupation of its territories. 
The main messages of this portion of Russian propaganda are: The Maidan was organized by the USA, 
as a result, the nationalists came to power, who threatened Russian-speaking Ukrainians. Crimea was saved, 
people in Donetsk started a rebellion, and the junta struggles with its citizens, there is a civil war in Ukraine 
and Russia tries to help the fraternal people. 

These outward-looking propaganda themes are underpinned by inward-focused, Russian-positive themes. 
Russia’s leading media create an overwhelmingly positive picture of life in Russia: everything is fine in 
Russia – there is an effective manager – president here, and there are achievements. 
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4.3.1.4 Russia’s Influence on the European Community 

With the help of the media and its agents of influence, Russia convinces the world that Ukraine is guilty of 
the conflict, violating the rights of Russian speakers, trying to isolate them from Russia, and forcibly drag 
them into Europe. 

Such anti-Ukrainian rhetoric does not infuriate the majority of Westerners, because Russia’s messages are not 
directed against their country. The number of Europeans under the influence of Russian propaganda grows, 
with many believing that certain Ukrainian regions should be given the right and opportunity to secede, that the 
government of their quiet and wealthy country should never get involved in Russian-Ukrainian conflict and 
support sanctions against Russia, sacrificing well-being and exposure to danger. 

4.3.1.5 Factors Affecting Scenario Development 

The discussion above demonstrates that, for scenario development purposes, the informational aspect of 
the Russian-Ukrainian military conflict has three primary perceptional lenses: Ukrainian, Russian, and 
international. It also suggests the major factors that must be considered when designing scenarios meant to 
inform the evolution of Ukraine’s national information policy. 

Perceptional Factors: 

• The attitude of the world’s leading countries to Ukraine; 

• The attitude of the world’s leading countries to the Russian Federation; 

• The attitude (perception of the conflict) of international security organizations to Ukraine; 

• The attitude (perception of the conflict) of international security organizations to the Russian 
Federation; 

• The level of presence of Russian (pro-Russian) information sources (media, influential people, 
political parties, public organizations, etc.) in the world’s leading countries information space; 

• The level of influence of Russian (pro-Russian) information sources (media, influential people, 
political parties, public organizations, etc.) on the international security organizations decisions; 

• Perception by the world’s leading countries of Ukrainian and Russian common history (according to 
Ukraine or the Russian Federation); 

• The level of support the establishment of the Ukrainian Orthodox Church and autocephaly by the 
world’s leading countries (independence from the ROC); 

• Protection of the leading countries’ information space from Russian cyber-attacks; 

• Common history, culture, art between Ukraine and the world’s leading countries (e.g., the influence 
of the Ukrainian diaspora); 

• International perceptions of the common history, culture, art between Ukraine and the Russian 
Federation; 

• The presence and activity of the Russian diaspora in the world’s leading countries; and 

• The presence and activity of the Ukrainian diaspora in the world’s leading countries. 

Ukraine national information policy influencing factors: 

• Formedness of the Russian Federation national idea; 

• Formedness of Ukraine’s national idea; 
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• Self-identification level of Ukrainians; 

• The Ukrainians’ views on the religion issue (support for the establishment of the Ukrainian 
Orthodox Church and autocephaly); 

• The Ukrainians’ views on the language issue (the leading status of the Ukrainian language in all 
Ukrainian regions); 

• Living standards in the Russian Federation; 

• Living standards in Ukraine; 

• The possibility of ethnic conflicts in Ukraine; 

• The possibility of ethnic conflicts in the Russian Federation; 

• Forces and means that the Russian Federation uses (may involve) in the information campaign 
against Ukraine; 

• Forces and means that Ukraine uses (may involve) to ensure its information struggle and information 
influence on the Russian Federation; 

• The Russian Federation information space safety from information influences; 

• Ukraine’s information space safety from information influences; 

• Presence and activity of pro-Russian forces in Ukraine; 

• Presence and activity of pro-Ukrainian forces in the Russian Federation; 

• Authority and trust level of the Ukrainians to the state government, state institutions, and both the 
security and defence sector components; 

• Authority and trust level of the Russians to the state government, state institutions, and law 
enforcement agencies; 

• Fatigue of the Ukrainians from the military conflict; and 

• Fatigue of the Russians from the conflict. 

Taking into consideration these decisive influencing factors, four scenarios can describe the information 
aspect of the Russian-Ukrainian conflict. 

4.3.2 Scenario No. 1: “Independence” (Positive) 

Core Elements: 

• Ukraine accedes to the EU and NATO. 

• Public confidence in the government grows. 

• The world’s trust in Ukraine grows even more. 

• A national idea is formed [reinforced] in Ukrainian society. 

• Russia loses the influence on the informational spaces of Ukraine and world leaders. 

• The informational space of Ukraine is protected from the Russian Federation’s informational 
influence. 

• The military conflict between the Russian Federation and Ukraine ends. 
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4.3.2.1 Ukraine  

There is a comprehension within the country, across all groups and regions, that the conception of 
“Ukrainians” is legitimated, and that this common identity serves as a response to external and internal 
threats (the contemporary emergence and reinforcement of the national idea in Ukraine). There is an ability 
to build trust between Ukrainians, as well as between Ukrainians and other communities. A common dream 
(vision of the future) is formed, science and education are focused on the future. 

Patriots control media and the Internet. It significantly affects the objectivity of informational coverage and 
the formation of the Ukrainian nation. 

Ukraine increases its economic and social value for the world and begins to form its geopolitical subjectivity 
by applying for regional leadership. 

4.3.2.2 Russia  

The Russian Federation loses control over Ukraine’s informational space and is deprived of the opportunity 
to influence it. The negative influence of the Russian Federation on the attitude to Ukraine is reduced. 
The informational influence of Ukraine, Europe, and the world more broadly on Russia’s mass media 
and the Internet increases the dissemination of factual information about European values and human 
rights within Russia. Russia’s economic and political inefficiency increasingly affects its ability to 
influence geopolitics.  

4.3.2.3 Scenario 1: Key Events of 2020 – 2024 

In the local elections in October 2020, due to the disappointment of the electorate with the actions of the 
“Sluha narodu” [Servant of the People (political party)], the representatives of local business elites determine 
the choice. 

The elections to Verkhovna Rada of Ukraine are likely to be won by democratic, pro-Western candidates 
that would form a coalition majority. With this course of events, we can assume that the political vector of 
Ukraine’s accession to the EU and NATO would not change. 

At the same time, the economic downturn caused by the global COVID-19 pandemic, changes in the 
government due to the conflicts, and instability in the pro-government mono-majority, which had won the 
2019 elections to Verkhovna Rada may cause the split and probability of prescheduled parliamentary 
elections. With such a course of events, it can be considered that a revanchist arrival of pro-Russian 
oppositional forces is possible, which, in turn, may negatively affect the political vector of Ukraine’s 
development in a variety of ways. 

In Ukrainian society, the climate of protest opinion against the whole “government of the past” in  
2020 ‒ 2024 turns into an active and conscious discussion of new grounds and principles of suffrage. Dozens 
of new public figures appear (especially in the regions), who unite in a completely new socio-political 
movement. This movement is recognized by Western politicians as the most promising for the future 
political life of Ukraine.  

At the request of society, a system of real control mechanisms over the fulfillment of the politicians’ 
promises is formed and introduced, efficiency parameters of the officials’ work are created, it has a positive 
effect on the world community’s trust in Ukraine. 

The mass media and the Internet pass to pro-Ukrainian owners. The Ukrainian national idea is covered in the 
informational space to form a united Ukrainian nation. 
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The trustful information related to the Ukrainian-Russian conflict is increasingly covered in the world’s 
informational space. Russia is recognized as an aggressor state. The support to Ukraine from the world 
community grows. 

The Russian Federation loses control over Ukraine’s informational space that will deprive it of the 
opportunity to influence people’s minds. At the same time, the negative influence of the Russian Federation 
on the world’s attitude towards Ukraine decreases. 

Possibly, the new powerful sanctions against the Russian Federation would be imposed. 

Russia’s informational space is covered with trustful information about the Russian-Ukrainian conflict, 
the real situation in Russia itself regarding human rights and freedoms. 

Ukraine may join the NATO block and protect itself from Russian aggression. 

The process of the resocialization of Ukrainian temporarily occupied territories begins. 

Pro-Russian forces on the Ukrainian territory are likely to intensify the call for prescheduled and multiple 
parliamentary elections. But the elections are held on time. 

4.3.2.4 Scenario 1: Key Events of 2024 – 2035 

In the 2024 presidential and parliamentary elections, a completely new political force, unrelated to the past, 
is likely to win. It would build a future-looking program for Ukraine and a plan to implement it, based on the 
formation of European values. This includes the process of the dismantling of a traditional political model 
which in Ukraine comes to an end as the transition to the “direct democracy” tools begins. 

The Ukrainian society learns new principles of unity. There would be a new principle of relationship 
between the Ukrainians: trust and joint action. 

Ukraine defeats Russia in the informational struggle both inside the country and the world’s informational 
space. At this time, Russia loses almost all informational levers of influence on both Ukrainian and world 
societies. The only lever it has – military. 

If Ukraine does not join NATO by then and the Russian Federation does not experience an economic 
downturn, combined with an internal instability in Russian society, there would be a high probability of 
armed conflict. The Russian Federation would not refuse its geopolitical interests in Ukrainian territory. 

However, a Russian Federation victory in the informational space, with the support of the world community 
and sanctions affecting the Russian economy, is the most likely to avert a direct armed confrontation 
between Ukraine and Russia.  

At the same time, the gap between “fast” and “slow” countries is growing. In some “slow” countries (such as 
Russia), it leads to internal conflicts. The “slow countries” are trying to slow down the big world, but they no 
longer have the resources for that.  

In 2025-2030, under the burden of internal problems (aggravated by Ukraine’s success) and the influence of 
the world community, the Russian Federation withdraws its protectorate from Donbas and the AR of Crimea, 
which are returned to Ukraine. 
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4.3.2.5 Ukraine in 2035 

The territorial integrity of Ukraine is restored. Ukraine’s informational space is completely controlled by 
pro-Ukrainian owners. The mass media covers objective information and contributes to the consolidation of 
the Ukrainian nation. 

The world community recognizes Russia as an aggressor, and Ukraine receives reparations from Russia. 
Global processes of economic transformation have aggravated the systemic socio-economic crisis in the 
Russian Federation. A series of local conflicts in Russia, aggravated by the economic crisis, led to the loss of 
the Russian Federation of its geopolitical subjectivity. 

Ukraine’s assumes more of a regional leadership role and mediator in East-West relations. Ukraine’s 
international authority is partly the result of unique military experience and the ability to successfully 
reintegrate formerly occupied territories into Ukraine and the body politic.  

Humanity comprises the main value in a new Ukrainian state community with personal action for a common 
goal of Ukrainian sovereignty as the formative principle. Ukrainian society has learned to consolidate to 
achieve social goals. Public safety is based on people’s skills for self-defence and mutual help. There is 
resocialization of residents from regions that suffered from warfare. Forced migrants from Russia are 
integrated peacefully into Ukrainian society. Language, national identification, religion, and other issues lost 
their political meaning and became exclusively a matter of culture and tradition. An effort is made to ensure 
younger generations have the opportunity to learn English as a second language to prepare them for 
opportunities more globally.  

4.3.3 Scenario No. 2: “Balance on a Rope” 

Core Elements:  

• Ukraine is not NATO or EU member. 

• Ukraine is not a member of the EAC, EAEU, CIS, CSTO. 

• The European community’s support of Ukraine’s Western orientation almost has been lost. 

• Ukraine’s population supports the informational policy towards Western orientation at a quite 
high level. 

• There has been large-scale aggression of the Union (Common) State (CS) against Ukraine, which 
poses a threat to international and regional security. The military conflict continues. 

• The informational space in Ukraine (except the occupied territories) is protected. 

4.3.3.1 Union State (Common State) 

The Russian Federation annexes the Republic of Belarus after the long internal conflict, caused by falsified 
elections in 2020, in effect creating the confederated Common State (CS) originally proposed during Union 
State precursor discussions. 

Formally existing CS makes an active systematic informational pressure on Ukraine and NATO and EU 
members in order to prevent Ukraine’s European and Euro-Atlantic integration. Having chosen a 
confrontational model, the CS openly uses extremely harsh rhetoric and military force to achieve its goal, as 
well as the security and intelligence agencies and media. They work towards discrediting Ukraine in the 
minds of the world community. 
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Apart from external policy, CS makes appropriate measures within Ukraine to achieve its goals, including 
Temporarily Occupied Territories (TOT), aimed at changing the current government, returning the political 
course of Ukraine, and setting the majority of the state towards Russia. Particular attention is paid to the 
internal political mobilization of the CS population against Ukraine and Ukrainians. 

Thus, the CS attempts to achieve its aggressive goal concerning Ukraine, aiming at solving external and 
internal political issues. 

4.3.3.2 Ukraine 

The population is consolidated and supports the Western-oriented policy of the state (joining the EU 
and NATO). 

The counteraction to the disinformation of the CS is carried out in close cooperation with supportive 
countries and their informational sources. They direct and coordinate their collaborative efforts to explain 
Russia’s information actions, as well as to prevent and actively counteract it. 

Patriotically oriented people control the mass media and the Internet that improves the objectivity of the 
informational coverage, assisting in the mitigation of CS propaganda and contributing to the formation of the 
Ukrainian nation. 

4.3.3.3 The Path to 2035 

The 2024 presidential and parliamentary elections are likely to be won by political force, which claims the 
conscious future for Ukraine and has a plan that includes joining the EU and NATO. 

Ukrainians support the Western-oriented policy of Ukraine (joining the EU and NATO) and the protection of 
the informational space. The Ukrainian society would be eager to develop according to the new principles of 
unity, trust, and common national idea. However, the majority from Donetsk and Luhansk regions would 
continue to support the CS’s informational policy and government. 

The CS increasingly lose the levers of informational influence on Ukrainian society. But by approaching 
NATO borders and deploying short- and medium-range missiles, the possibility of rapid establishing the 
corridor to Kalininhrad, CS aspires to apply constant pressure, including informational, on Allies and EU. 
CS policy allows for the exchange of territory and other measures and concessions with the EU as a means 
of increasing control over Ukraine. The CS government would continue to make efforts in the informational 
space to persuade the key world players to compromise by resolving the issue of the occupied Ukrainian 
territories and giving them a right to veto. 

Ukraine would gradually lose the support of the European community for Western orientation, as a result of 
an aggressive CS policy and aggressive CS informational measures. Most of the European countries would 
recognize the status of Crimea as a part of Russia. In contrast, the USA, Great Britain (non-EU), Canada, 
Australia, and Israel continue to support the Western policy of Ukraine and do not admit the annexation 
of Crimea. 

The split enhances in the EU, including in the background of CS’s informational influence that leads to an 
increasing level of uncontrolled migration. In this connection, some countries consider the possibility to 
withdraw from the Union. 

Further failure to achieve the goal of destroying Ukrainian statehood by reducing Ukraine’s support, 
may lead to the military aggression of the CS against Ukraine by conducting a strategic offensive (separate 
special operation). 
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To justify the open invasion in the Ukrainian territory to the world community, the informational influences 
are likely to be intensified by carrying out provocations, aimed at discrediting the Armed Forces of Ukraine 
in the minds of the world community and local population (e.g., propaganda regarding the use of illegal 
weapons, improper or illegal behavior, extremist elements, etc.). In addition, to destabilize the socio-political 
situation in other regions, pro-Russian organizations and movements would be intensified in southern and 
eastern regions, they would provoke protests, disobedience, dissatisfaction with the policy. It can cause a 
panic and create the image of CS as a “peacekeeping state.” 

While creating these conditions, the CS would assess the reaction of the world community. If there would be 
a weakening of Ukraine’s international support, condemnation of its actions, the CS’s Armed Forces may 
launch a Special Military Operation under the pretense of “restoring the rights and freedoms of the 
Russian-speaking population in southern regions of Ukraine and further bringing the “constitutional order” 
to its territory.” 

The result of the operation is likely to be the loss of a part of the territory (except isolated districts of the 
Donetsk and Luhansk regions, the land corridor to the Crimea would be also occupied – part of the 
Mykolaiv, Kherson, Zaporizhia regions). A resistance movement would be organized at the TOT SOF of the 
AF of Ukraine that would probably be supported by the local population. The CS would likely continue 
informational aggression and attempts to influence the political architecture, the results of political choice 
among Ukrainians both through informational tools (media, social networks) and by supporting the direct 
and covert henchmen of CS in Ukrainian policy. The main efforts of the CS would seek to implement the 
“democratic expression of the will of Ukrainians from the eastern-northern regions.” 

4.3.3.4 Ukraine in 2035 

Military conflict continues. The resistance movement is carried out on the TOT. The USA, Great Britain, 
Canada, Australia, and Israel support Ukraine. The population of Ukraine supports the informational 
Western policy of Ukraine (mainly joining NATO). 

4.3.4 Scenario No. 3: “Little Russia” (Negative) 

Core Elements: 

• Ukraine refuses to join the EU and NATO; 

• The national idea is not formed in Ukrainian society; 

• Both Russian and Ukrainian are recognized as state languages; 

• There is taking place the delegitimization of the Orthodox Church of Ukraine; 

• Ukraine loses the trust of the world community, as a result, they would block their help and support; 

• Russia completely controls Ukraine’s informational space and influences the formation of values; 

• The military conflict ends; 

• Ukraine becomes a satellite of the Russian Federation. 

4.3.4.1 Ukraine  

In this scenario the Ukrainian economy becomes, primarily, a source of raw materials for other countries and 
fully 100% under Russia’s external control. Higher value activities related to science, technology, and 
industrial activity is controlled for Russia’s benefit. Socio-political activity is affected by the heavy influence 
of Russia, censorship, and total informational control by Russia and Ukrainian proxies, and unchecked 
corruption undermines society. All media are under the control of curators from the Ministry of Propaganda. 
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Under such conditions emigration from Ukraine creates negative demographic trends that threaten the 
long-term viability of the Ukrainian state. The main functions of the government are “policing” and support 
of the minimal social standard of living for “those who remain.” EU countries introduced a visa regime for 
Ukrainian citizens, while Russia re-establishes visa-free travel between Ukraine and Russia. 

4.3.4.2 Russia 

An active informational, ideological and physical expansion of Russia and an eventual loss of Ukrainian 
sovereignty.  

4.3.4.3 Key Events of 2020 ‒ 2024 

In 2020, the local elections were held in Ukraine, when the populists and revanchists with pro-Russian views 
gain power. Revanchists take advantage of the deteriorating economy and would advance the idea “bad 
peace with Russia is better than hopeless war.” 

The mass media, controlled by pro-Russian owners, try to promote the need for dialogue with leaders in the 
TOT to shape public opinion about the loss of the military conflict with Russia. At the same time, they create 
a misbelief among Ukrainians about the historical unity between two fraternal Slavic nations and the 
negative influence of Western countries on the existence of Russians and Ukrainians. Any political promises 
made by the Ukrainian government to non-Russian aligned states remain unfulfilled.  

Pro-Ukrainian media loses the influence over the Ukrainians. The owners of pro-Ukrainian TV channels 
and radio stations are under pressure from the government. They are forced to sell their TV channels or 
leave Ukraine. 

At the same time, the powerful influence on the EU informational space enables the development of 
disagreement and dispute within and between the EU member states. Gradually, more and more EU countries 
demand withdrawal from the organization. The EU authority puts all efforts into stabilizing the situation inside 
the EU. In this situation the fate of Ukraine occupies little attention within the EU community. It gradually but 
rapidly stops its participation in the EU association and other international institutions. Ukrainians emigration 
to the EU increases and the EU begins considering the reversal of the visa-free regime. 

The USA would face the choice between Ukraine and the EU. They would be forced to negotiate with 
Russia on the issue of ending the destabilization within NATO countries. The USA and EU roll down their 
support program in Ukraine and release sanctions from Russia in return for ending active information 
warfare against NATO members. 

The Ukrainian government starts negotiations regarding the reintegration of Donbas on the terms of the 
Russian Federation. Similarly, Ukraine backs down on Crimea at the legislative level. Ukraine returns to 
Commonwealth of Independent States (CIS).  

In 2021 the Ukrainian economy is on the verge of collapse. The last liberals in Ukraine try to gather another 
Maidan in response to the government activity. Most of the Maidan leaders have been arrested. 

In 2022 the government approves a new direction of the Ukrainian economy: agricultural industry and 
mineral production for export. 

Culture, science, and education continue to degrade. Russia’s “cultural” product dominates in the 
informational space. 

UOC-MP (Ukrainian Orthodox Church – Moscow Patriarch) gains power and influence to sets the mass 
propaganda about the unity of Slavic people. 
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4.3.4.4 Key Events in 2024 ‒ 2035 

In 2024, Ukraine holds presidential and parliamentary elections, where pro-Russian politicians and political 
parties take control of the government. The opposition (patriotic-pro-Ukrainian) bloc is almost absent and 
has no influence on political life in the country. Corruption is rife throughout all levels of government.  

All media are under the control of pro-Russian owners. The Russian sites and social networks, which are 
under the control of the Russian FSB, are predominant on the Internet. There is active propaganda in Ukraine 
shaping positive conditions regarding joining the EAEU (Eurasian Economic Union) and CSTO (Collective 
Security Treaty Organization). 

Given the final economic collapse, the government in Ukraine has admitted the Survival Strategy. 
The Government of Ukraine signs the agreement on joining the EAEU and CSTO. 

Academic science is absent. There is no place in Ukraine to get higher education, even in secondary quality. 
Ukrainian diplomas are not recognized in other countries.  

4.3.4.5 Ukraine in 2035 

The political system in Ukraine is a form of hidden dictatorship controlled by Russia. Censorship and total 
information control prevail in Ukraine. All mass media are under the control of pro-Russian owners and serve 
the government. All mass media are under the control of curators from the Ministry of Propaganda. The decline 
of journalism and television, combined with attempts to manipulate social networks, has led to greater 
degradation of Ukrainians’ critical thinking and fragmentation of knowledge of factual conditions outside of the 
country. Ukraine’s national cyber capabilities are transformed into an internal punitive detachment.  

EU countries introduce a visa regime for Ukraine, and the Russian Federation renewed visa-free travel. 
Ukraine is a member of CIS, EAEU, and CSTO. The Russian Federation begins the active phase of 
resettlement in Ukraine, in particular, the large amount of “ethnic Russians.” 

Corruption transforms the Ukrainian economy into one dominated by bandits and smugglers. Medium 
business disappeared and small business tries to survive. The bloated budget sphere provides a 
“state-guaranteed” minimum level of population survival. Ukraine is entirely reliant on economic aid from 
Russia while large Russian businesses control the major industries in the country. The IT industry is in 
decline and exists in the form of simple outsourcing for international companies: all intellectual robots are 
exported to other countries. 

Culturally, the history of the “Old Russian state” is studied in schools and any notion of Ukraine as an 
independent state possessing a unique socio-cultural history is suppressed. Ukrainian identity is denied. 
The first monument to Putin appears in Ukraine. 

Talented people have left the country, the rest serve the production of the raw materials. 

The UOC-MP gains power and influence. At that time OCU is recognized as an extremist organization. 

4.3.5 Scenario No. 4: “Russian Peace” (Advance of Russian “Peacekeepers”) 

Core Elements: 

• Ukraine’s population does not support the state information policy; 

• Resistance movements to official authorities emerge and spread in most regions of Ukraine; 
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• The socio-political situation in Ukraine is partially destabilized; 

• The national idea in Ukraine is unformed; 

• The Russian Federation has a significant influence in Ukrainian informational space; 

• NATO and some other countries continue to support Ukraine’s public policy towards European and 
Euro-Atlantic integration; and 

• The Russian Federation advanced its military units in the southeastern regions of Ukraine and 
positioned them as peacekeepers. 

4.3.5.1 Ukraine 

Despite the help of the world’s leading countries, Ukraine has failed to defeat corruption. The reforms have 
stalled and have not produced the expected results. There are constant conflicts between different political 
forces, but “pro-Western” forces win the elections with a slight advantage. 

Due to the lack of significant changes in the economy, Ukraine constantly increases its external debt and 
spends most of the budget on interest payments on external debt services. The standard of living in Ukraine 
has broken down. Tariffs for energy and utilities are constantly increasing, and prices for food, medicine, and 
clothing are rising. More than 90% of the population is below the poverty line. 

Due to the inconsistency of the promises to improve the lives and the real state of affairs, the constant 
informational influence of the Russian Federation, and increasing disparities in wages and pensions (not in 
favor of Ukraine) between Ukraine and the temporarily occupied territories, the Ukrainian population refuses 
state information policy aimed at Ukraine’s accession to the EU and NATO. 

The total impoverishment of the Ukrainian population in the background of growing corruption has led to the 
emergence and spread of resistance movements against the official government. The special operations 
forces of the Russian Federation support and accompany the resistance movements. 

The socio-political situation in Ukraine is partially destabilized (the greatest degree of destabilization is in 
Donetsk, Luhansk, Zaporizhia, Dnipropetrovsk, Kherson, Mykolaiv, Odesa, Kharkiv, Sumy, Zakarpattia, 
and Chernivtsi regions). 

The program for the development of the Ukrainian language and uniting churches in a single Orthodox 
Church of Ukraine has been disrupted in most regions of Ukraine. The national idea in Ukrainian society has 
not progressed. Ukraine’s private media structures retransmit the main narratives of Russian propaganda. 

The President and the Government of Ukraine are trying to stabilize the situation by continuing to implement 
the policy (including information policy) aimed at Ukraine’s accession to the EU and NATO. Ukraine has 
imposed a state of emergency and conducts an anti-terrorist operation (in the southeastern regions), which 
involves some military units (units) of the Armed Forces of Ukraine. 

4.3.5.2 Russian Federation 

Completion and commissioning of the Nord Stream 2 and South Stream pipelines, as well as the active 
participation of the Russian Federation in the New Silk Road international project (the Eurasian 
Land-Bridge), allowed the Russian economy to get out of the crisis caused by international sanctions. The 
increase in budget revenues allowed the implementation of social programs for the Russian population and, 
as a result, living standards within the Russian Federation and the illegally occupied territories of Crimea, 
Donetsk, and Luhansk, have significantly improved.  
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Russian media structures and information operations forces use the disparity in the standard of living for 
ordinary citizens in the Russian Federation and Ukraine as one of the main narratives for exerting constant 
influence on the Ukrainians to demonstrate the benefits of the Eurasian vector. Sub narratives are used: total 
corruption in Ukrainian society; mobilization of the force structures by the Ukrainian military-political 
government against its people (during the anti-terrorist operation); the inability of the Ukrainian 
“pro-Western” government to stabilize the situation in the country. 

Corruption among the highest echelons of Ukrainian authority has allowed Russian media outlets to buy out 
controlling stocks from leading Ukrainian media and, as a result, dominate Ukraine’s information space. 

Taking advantage of the inability to stabilize the situation in the country by Ukrainian authorities, drawing 
on calls by pro-Russian movements for the intervention of international peacekeeping forces to Ukraine 
(to prevent mass repression of civilians, humanitarian crises, and disasters), the Russian Federation advances 
military forces into Ukraine.  

4.3.5.3 World Community 

NATO and some other countries: the USA, Canada, Great Britain, Australia, Poland continue to support 
Ukraine’s state policy aimed at European and Euro-Atlantic integration to prevent Ukraine from returning to 
Russian control and deterring Russian expansion into Europe. 

Hungary and Romania, using the destabilization in the socio-political situation in Zakarpattia, Chernivtsi, 
and Odesa regions, increase their informational influence on international security organizations, urging 
them to promote cultural autonomy for ethnic Romanians (Chernivtsi, partly Odessa regions) and 
Hungarians (Zakarpattia region) on the Ukrainian territory under the protectorate of Romania and Hungary, 
respectively. All NATO decisions on Ukraine are blocked by these countries. 

France, Germany, and other EU countries have focused on preserving the integrity of the EU. 
These countries question NATO’s ability to ensure the military defence of Europe. This position is partly 
based on the Russian Federation’s successful information campaigns against EU leaders and populations. 
Under the influence of Russian narratives about the benefits of economic cooperation in the Eurasian Union 
format, threats to regional security in Europe, they have taken a wait-and-see neutral position on the 
Russian-Ukrainian conflict. 

China is interested in the development of economic relations within the international project “New Silk 
Road” and therefore supports the Russian Federation in the development of Eurasian cooperation. 

4.4 SUMMARY 

Thus, the current situation (circa 2019/2020) contains preconditions for several variants of the possible 
political situation around Ukraine under armed aggression by the Russian Federation. However, in the 
coming years, this future would be limited by two unlikely key constants – large-scale armed aggression by 
the Union (Common) State and the final settlement of the political situation between Ukraine and Russia. 

During the research, the authors identified the two most influential groups of factors, which determine 
the informational aspect of the military conflict between the Russian Federation and Ukraine: the attitude 
of leading countries and international security organizations to Ukraine and the perception of the state policy 
by Ukrainians.  

Based on the study, it is possible to determine that, firstly, Ukraine would be constantly under Russia’s 
informational influence, secondly, Ukraine’s informational space is insufficiently protected from the 
influence of the Russian Federation, thirdly, the Ukrainian national idea remains insufficiently supported 
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across Ukrainian society. These conditions create the necessity to implement a set of actions to ensure the 
informational security of Ukraine. The realization of this plan would create the conditions for the sustainable 
and guaranteed satisfaction of national interests, would allow the identification, prevention, and 
neutralization of threats to Ukraine’s national interests and national security in the informational sphere.  

The selected complex factors make it possible to obtain one baseline and four derivative scenarios of the 
situation, namely: 

1) “Slow movement” – to preserve insufficiently stable democratic development in Ukraine and bring 
into question its affiliation to the European political tradition while preserving the current level of 
support by the EU and the USA. 

2) “Independence” (positive) – a steady increase in the stable democratic development (Ukraine’s 
accession to the EU and NATO) while increasing the level of trust and support by the world 
community and protecting Ukraine’s informational space. 

3) “Balancing on the rope” – destabilizing the democratic development in the country in the 
background of large-scale aggression of the Union (Common) State against Ukraine and practical 
loss of support by the European community. 

4) “Little Russia” (negative) – the destruction of Ukraine’s democratic development (Ukraine 
becomes a satellite of the Russian Federation), Ukraine loses its confidence in the world 
community’s sight, which is why they block their assistance and support. 

5) “Russian peace” (advance of Russian “peacekeepers”) – despite the continued support of 
Ukraine’s pro-European state policy by NATO and other countries, there is the destabilization in the 
socio-political situation while the advancing of the so-called “peacekeeping forces” by Russia. 

The assessment of possible scenarios shows that there would be some combined variant in reality with the 
separate features of the proposed scenarios. The probability of future events by each scenario is approximately 
the same and depends on the 2020 local elections in Ukraine, 2024 presidential and parliamentary elections, 
possibly early elections to the Verkhovna Rada, etc. However, the probability of the large-scale armed conflict 
between Russia and Ukraine is very high under the scenario “Balancing on the rope.” 

A scenario that combines two influential, unpredictable factors with different effects is defined as unstable. 

The best course of events in Ukraine is based on the “Independence” scenario. 
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5.1 INTRODUCTION 

While several military analysts have made rather ominous predictions and warned of a Russian military 
invasion and occupation of the Baltic states, a close examination of Russia’s military activities across 
Eastern and Central Europe, as well as Caucasia, over the last two decades suggests that such a scenario 
– while plausible – is unlikely [1], [2], [3]. In short, a full-scale invasion or even limited, conventional
military intervention and the direct use of armed violence (which some analysts argue is employed by
the Russian government only as a last resort) against the Baltic states would not achieve Russia’s long-
term geopolitical objectives [4]. Moreover, not only would an invasion trigger NATO collective defence
efforts but Russia’s recent experience in Ukraine clearly demonstrates it does not have the force
structure, personnel, and lines of communication to occupy and control large geographic areas with
dense population bases) [5]. This does not mean that Russia is not a direct or explicit threat to the
security and sovereignty of the Baltic states – quite the opposite, in fact. Rather than using conventional
military capabilities and armed violence, however, the Russian government is actively engaged in an
enduring, pervasive, and largely covert campaign to subvert the Baltic states by undermining social,
political, military, and economic structures, including the relationship between the host country and its
population and that of NATO [6], [7], [8]. Often referred to as sub-threshold conflict, as well as hybrid
warfare, grey zone operations, political warfare, new generation warfare, non-linear warfare and the
Gerasimov doctrine, this multifaceted and obfuscated campaign is grounded in information warfare – or
what is generally referred to as information confrontation in Russian military parlance – which includes
but is not limited to the employment of propaganda, disinformation and influence operations (including
physical demonstrations designed to intimidate, such as military build-ups, exercises and flyovers) as
well as offensive cyber activities and other technological interventions across the electro-magnetic
spectrum, such as jamming/disruption, reconnaissance, and intelligence collection [9], [10], [11].

In support of NATO SAS-RTG-161 ‒ Military Aspects of Countering Hybrid Warfare: Experiences, 
Lessons, Best Practices, the purpose of this chapter is to briefly examine the operational context, 
mechanics and impact of Russian information confrontation targeting the Canadian Armed Forces in 
Central and Eastern Europe, specifically the missions in Latvia and Ukraine (Operation 
REASURRANCE and Operation UNIFIER, respectively).1 To achieve this objective, this report is 

1 As a single case study within a much larger compendium of research, this paper is only meant to provide a concise 
examination of Russian information confrontation employed against the Canadian Armed Forces in Eastern and Central 
Europe. To achieve this goal, this paper discusses specific but limited aspects of the problem, namely Russian strategic 
doctrine that speaks to or informs the employment of information confrontation as well as some socio-technical models 
depicting how these high-level concepts and are operationalized to generate desired effects. Unfortunately, due to space 
limitations, a discussion – even a limited one - of Russian military capability proponents and the impact of military theory 
(i.e., Russian military science) on the design and execution of information confrontation is not possible. As such, this paper 
should not be considered a definitive account or discussion of the topic, but rather a glimpse into the problem and utilized as a 
springboard for more detailed and comprehensive examinations. It should also be noted that this study draws upon 
work previously published by Defence Research and Development Canada, much of which is restricted and not available for 
public distribution.  
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divided into two broad but complementary sections. The first section briefly outlines the strategic 
doctrine, organizational structure, and forms or manifestations of information confrontation and 
presents a sociotechnical model of target audience manipulation employed by the Russian government 
to generate disruptive effects, such as creating and amplifying social and political discontent and 
mobilizing people towards violence. Due to space limitation, a more detailed discussion of the 
operational and strategic context of information confrontation is beyond the remit of this chapter. The 
second section examines seven exemplary incidents in which the Russian government, and/or its 
proxies, employed information confrontation for the purposes of attacking and undermining the 
credibility of the Canadian Armed Forces and, by extension, NATO in Latvia and Ukraine. To 
demonstrate the robust nature of Russian information confrontation, this section also identifies a number 
of other incidents targeting NATO missions, military personnel, political leaders and government 
institutions in the Baltic states and Ukraine. This report concludes with a short summary that identifies 
and discusses two key implications of and practical recommendations to respond to Russian information 
confrontation.2  

5.2 RUSSIAN INFORMATION CONFRONTATION 

Recognizing critical deficiencies in its ability to generate effects through the information space during 
several conflicts, notably the First and Second Chechen Wars (1994 ‒ 1996 and 1999 ‒ 2009, 
respectively) and the Russo-Georgian War (2008) and concerned about US and NATO applications of 
(e.g., in support of color revolutions) and advancements in information warfare, the Russian 
government has made significant investments in information confrontation, in particular over the last 
decade [6], [9].3 This revitalization effort included the implementation of new organizational 
structures and doctrine, but also the development and employment of new capabilities and tactics, 
including refreshing underpinning concepts and theories, as well as developing a new approach to 
decentralized command and control (C2) of informational capabilities, or what can also be referred to 
as distributed control [16]. The Russian government also started to outsource information 
confrontation, effectively handing over (at least some) responsibility to design and execute activities 
to a range of non-state actors, including news media agencies, organized crime networks, Private 
Military Corporations (PMCs), and patriotic and religious organizations, just to name a few [9], 
[17], [18]. The outcome of revitalization effort is a decentralized, seemingly pervasive and highly 
agile approach to information confrontation that fully embraces both a Whole-of-Society (WoS) 
approach as well as political risk, in particular potential negative media coverage from failed or 
uncovered activities (e.g., exposure of GRU involvement in attempted Skripal assassination, 
involvement in Czech Republic bombings in 2014, or the attempted coup in Montenegro in 2016) 
[19], [20], [21]. It should be noted that the contemporary approach is in stark contrast to how 
information warfare (sometime referred to as psychological warfare) was conducted during the Soviet 
era, which was strictly hierarchical; that is, with clear lanes of responsibility between security, 
military and political organizations and direction coming from the highest level of government (e.g., 
the Politburo and the Secretariate of the Communist Party of the Soviet Union [CPSU]) [6]. However, 
while there are clear structural and operational differences, many – albeit not all – of the 
underpinning concepts and theories of contemporary Russian information confrontation can be found 

2 This report draws upon and is informed by more than eight years of dedicated adversarial intent research on state and 
non-state asymmetric capabilities conducted under the auspices of the Socio-Cultural Intelligence support to Joint Tactical 
Targeting (SOCINT) and Adversarial Asymmetric Advantage and Rapid Countermeasures (A3RCOM) projects conducted by 
the Toronto Research Centre, Defence Research and Development Canada (DRDC). It should be noted that many of the 
publications generated by DRDC are not intended for broad distribution and therefore are not accessible to the public.  

3 Several authors offer detailed examinations of how the Russian government perceives the US and NATO as a threat to its 
national sovereignty as well as its military build-up and revival, including Jonnson (2019) [12], Adamsky (2010) [13], 
Retz (2018) [14], and Bērziņš (2019) [15].  
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in Soviet information warfare, most notably reflexive control4 and subversion theory5, [8], [9], [22], 
[23].6 Coupled with a highly agile operating approach that allows the Russian government to adapt 
and quickly evolve capabilities and tactics and identify and exploit opportunities and adversary 
vulnerabilities, the end result is – for all intents and purposes – a new approach to information 
warfare, one explicitly designed for and exploiting the post-truth era [24].7  

5.2.1 Doctrine and Policy 
The Russian government has not published information confrontation doctrine; that is, the Russian military 
equivalent of NATO’s Allied Joint Doctrine on Information Operations, or AJP-3.10. That, however, does 
not mean information confrontation doctrine does not exist; rather, it is not publicly accessible (Russian 
operational and tactical doctrine tends to be classified). Although called doctrine by the Russian government, 
what is published and publicly accessible is less doctrine (at least from a Western military perspective) and 
more strategic policy and guidance. That being said, the Russian government has clearly articulated, evolved 
and broadened the scope of its strategic level defence and security guidance in the form of a series of policy 
statements, with specific references to information confrontation and activities conducted in the information 
space. In most instances, the strategic documents are also not specific to the military but rather identify and 
discuss the role of state, quasi-state and non-state entities of the federal government in the physical and 
psychological defence of Russia, and its allies. To help frame the discussion of incidents identified in section 
two, this section provides a brief examination of the most significant concepts discussed in strategic policy 
regarding information confrontation, which includes both technological and psychological interventions. It is 
important to note that, due to conceptual and theoretical overlap as well as their transformative nature, the 
documents should not be read in isolation but rather as an evolving body-of-work. In other words, it is by 
examining the totality of documents that the breadth and the nuances of information confrontation, and its 
role in maintaining Russian national sovereignty and territorial integrity, can be appreciated. Due to space 
limitations, this section does not provide a comprehensive analysis of the strategic documents; rather, it 
identifies and briefly discusses the parts most relevant to the design, operationalization and execution of 
information confrontation.  

5.2.1.1 National Security Concept (2000) 

Approved in January 2000 and integrating lessons from the conflicts in the Balkans and Chechnya, the 
document identifies a number of internal and external threats to the Russian Federation and its allies, 
including social and political polarization, organized crime, terrorism and interethnic conflict, as well as 
NATO expansion, the proliferation of weapons of mass destruction and the weakening of Russia’s 
international political, economic and military influence. The document also recognizes the emergence of 
several threats to national security in the “information sphere” [25]. The concept further identifies attempts 
by a number of unnamed countries to “dominate the global information space and oust Russia from the 
information market” and also the development of “information wars,” which includes attacks upon and 

 
4 Reflexive control is a computational technique developed in the early 1960s by the KGB for the design and planning of 

activities to manipulate a target through information and perception management. Reflexive control is based on the following 
three principles: 1) That the instigators of the activity have a detailed understanding of the target, including psychological 
vulnerabilities; 2) That the target has no knowledge or awareness of the manipulation; and 3) That the system of interaction 
between instigator and target is dynamic, which requires inherent flexibility and agility in information delivery.  

5 Subversion theory was developed during the Soviet era and is an ideological warfare tool designed to defeat the competing 
political-economic system of capitalism. Subversion theory is based on the idea that all elements of national power can be 
used to undermine the integrity of system structures of an adversary/target nation and achieve geopolitical goals, but in such a 
way that the subversive activities remain under the threshold of formal or declared war.  

6 It should be noted that Russian information confrontation is not entirely new but grounded in scientific research conducted by 
the Soviet Union. For an examination of the historical and scientific antecedents of Russian information confrontation, 
see [22], [23]. 

7 Post-truth era is a philosophical and political concept indicating the replacement of shared or common standards of objective 
truth with opinion, emotion, personal belief or alternative facts or fake news.  
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disruption of information and telecommunications systems. Moreover, the concept mentions the threat of 
the development of a new generation of weapons, coupled with “radical changes in the forms and methods 
of warfare” [25].  

In response to these threats, the concept identifies the Russian government will actively seek to prevent wars 
and armed conflict through several actions, including the pre-emptive application of political, diplomatic, 
economic and other non-military means, as well as protecting or defending information infrastructure, 
continuing to integrate Russian capabilities into the global information space, and actively countering rivals 
in the information space [25]. It is important to note that this is the first mention in strategic doctrine 
and policy, since the collapse of the Soviet Union, of threats to the information space, as well as the 
requirement to take pre-emptive action, using a broad range of non-military means, in the defence of the 
Russian Federation.  

5.2.1.2 Russian Military Doctrine 

The 2000 Russian military doctrine largely focuses on updating and expanding the provisions on the use of 
nuclear weapons as a means of deterrence against aggression by state actors and to ensure international 
stability. While defensive in nature, the doctrine effectively lowers the threshold for the employment of 
nuclear weapons, stating the Russian Federation reserves the right to use nuclear weapons in response to 
state aggression, particularly – but not limited to – the use of weapons of mass destruction and to pre-empt 
and prevent war. In other words, the military doctrine makes it clear the Russian government retains the right 
of first strike under certain (albeit broad) circumstances, including the defence of allies and other 
conventional attacks that threaten national security, geographic integrity and political sovereignty. The 
doctrine also identifies four main types of warfare; that of  

1) Armed conflict conducted by ethnic or religious groups for the purposes of destabilizing a country,  

2) Local war, characterized by one or more states attempting to achieve limited political outcomes,  

3) Regional war, which involves a state or coalition pursuing geopolitical objectives, and  

4) Global war, characterized by an existential struggle for survival [26].  

The doctrine notes that the use of nuclear weapons is justified in both regional and global wars.  

The doctrine also identifies a number of threats to the Russian Federation, including the expansion of 
military blocs and alliances, introduction of foreign troops in violation of the United Nations (UN) Charter, 
international terrorism, extremist groups, and organized crime. However, the doctrine also identifies hostile 
information operations as a primary threat to Russia.  

5.2.1.3 Foreign Policy Concept (2000) 

Approved in June 2000, the Foreign Policy Concept can be divided into two thematic sections. The first 
section identifies a number of threats to Russian national security, including military-political rivalry 
between regional powers, the emergence and growth of separatist, ethnic-national and religious extremist 
movements, and the use of economic, political, scientific, ecological and informational factors as an adjunct 
to military power, with the objective of undermining global security. The second section of the concept 
discusses a number of global and regional priorities, including working with NATO to ensure security and 
stability across Europe [27]. This portion of the concept also notes the requirement for information support to 
Russian foreign policy activities. This includes, but is not limited to, communicating what the Russian 
government determines as accurate information and “forming a positive perception of Russia abroad” [27]. 
Importantly, the concept identifies the requirement for the Russian government to develop its own means of 
“informational influence” to shape international public opinion [27].  
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5.2.1.4 Information Security Doctrine (2000) 

Approved in September 2000, the doctrine outlines the goals and principles for ensuring information 
security. Defensive in nature, the purpose of the doctrine is to ensure the spiritual renewal of Russia, preserve 
territorial integrity and maintain social and economic stability [28]. The doctrine identifies several key 
concerns, including retaining the moral fabric of Russian society and the historical tradition of patriotism. 
The doctrine also argues the state is required to prohibit or limit the ability of actors to disseminate 
propaganda or engage in campaigns to foment social unrest in Russia [28]. Similar to the foreign policy 
concept, the doctrine also posits the requirement of the state to expand national mass media capabilities to 
convey “reliable information” to both Russian and foreign citizens (i.e., international audiences) [28].  

Similar to other strategic documents, the doctrine identifies a number of threats to the Russian Federation, in 
particular threats to Russia’s patriotic and spiritual renewal as well as the promotion of moral values contrary 
to traditional Russian society” [28]. The Russian government also recognizes attempts by unnamed external 
actors to block Russian state media and the development and proliferation of information weapons, 
ostensibly to undermine the patriotic, spiritual and moral character of Russian society.  

5.2.1.5 Conceptual Views on the Activity of the Russian Federation Armed Forces in the 
Information Space (2011)  

Advancing concepts initially promoted in the information security document released in 2000, which served 
as the first official blueprint for the Russian government to understand and operate in the informational 
space, the Russian military published its own doctrine in 2011. Although not information confrontation 
doctrine per se, the document does discuss a number of core concepts of information warfare. For example, 
the concept identifies “military conflict” in the information space as a “form of interstate or intrastate 
conflict” through the application and employment of “information weapons,” which includes but is not 
limited to cyber activities [29]. The doctrine also describes information warfare as a “confrontation between 
two or more states in the information space” with the objective of damaging information systems 
(networks and repositories), undermining political, economic and social structures, as well as the 
“psychological manipulation of the population to destabilize the state” and to coerce the state to make 
decisions or policies to the benefit of its adversaries [29]. The doctrine further defines information weapons 
as “technologies, means and methods” employed in the execution of information warfare [29].  

5.2.1.6 Military Doctrine of the Russian Federation (2014) 

The 2014 edition of the military doctrine integrates and revises several concepts from previous strategic 
documents and also updates and discusses a wide range of threats and risks to the Russian Federation.8 
For example, the doctrine notes that while large-scale war is less likely, military risks and threats have 
shifted to the information space and the domestic environment of the Russian Federation [30]. In a departure 
from previous documents, the doctrine explicitly identifies NATO enlargement and encroachment, as well as 
attempts by unnamed foreign entities to overthrow and destabilize legitimate and allied governments and 
states (via color revolutions enabled by information and communication technologies), as a significant and 
evolving threat to Russian sovereignty. Although the foreign entities and allied governments were not 
identified in the doctrine, many analysts interpret the statement was a reference to Euromaidan and perceived 
Western interference [9], [12], [31], [32].  

The doctrine also advances the Russian understanding of the evolving character of contemporary military 
conflict, which is characterized by the integrated use of military and non-military means (e.g., political, 
economic, informational, etc.), as well as foreign-funded political groups and non-governmental 

 
8 Jonnson [12] examines Russia’s signalling to the West through the strategic documents, including its intent to develop 

military capabilities in response to perceived threats, and Lauder [9] offers an account of how the Russian government frames 
capability development and engages in theoretical and conceptual discourse. 
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organizations, irregular forces and private military corporations to amplify and support the “protest potential 
of the population” [30]. The doctrine also notes that traditional military means have been replaced by indirect 
and other approaches, including activities in the information space. Interestingly, the doctrine points out that 
it is the main task of the Russian military to neutralize these threats – at least initially – through the 
application of political, diplomatic, and other non-military means, specifically the use of information and 
communications technologies.  

5.2.1.7 Russian Federation’s National Security Strategy (2015) 

Approved in December 2015, the strategy document builds upon the 2011 version and recognizes increased 
tension and the potential for conflict between the West and the Russian Federation [33]. For example, the 
strategy asserts that the West is purposefully creating political upheaval and tension in Eurasia, which is 
negatively impacting Russia [33]. Moreover, the strategy explicitly blames the continuing conflict in Ukraine 
on the West, specifically the US and European Union (EU). The strategy also warns that overthrowing of 
political regimes by fomenting revolutions is increasingly widespread [33].  

Similar to the military doctrine (2014), the strategy identifies a number of threats to the Russian Federation, 
as well as the main tasks of the Russian government in response to these threats. In addition to the threat 
posed by extremist organizations, the strategy identifies “radical public associations” and foreign funded or 
sponsored non-government organizations as a threat to the Russian Federation, namely because they are 
recognized as undermining social, religious and moral unity and the primary catalyst of color revolutions 
[33]. In addition, the strategy acknowledges information and communication technologies as a threat to the 
Russian government, in particular when they are used to disseminate and promote ideas that undermine the 
political and social stability in Russia [33]. 

5.2.1.8 Foreign Policy Concept of the Russian Federation (2016) 

The strategic document largely reflects the issues and threats identified in other documents, noting that 
numerous but unspecified countries are using a range of military and non-military means, including 
economic, cultural, legal, technological and informational, to achieve foreign policy objectives [34]. The 
document also identifies and discusses a number of objectives for the Russian government, including 
strengthening Russia’s geopolitical influence, promoting the Russian language and cultural identity of the 
Russian people, and defending the rights of the Russian-speaking diaspora (e.g., emphasizing and promoting 
the concepts of Russkiy Mir and Russian compatriots).9 Like previous documents, the 2016 version argues 
the Russian government will enhance and promote the standing of Russian mass media and communications 
tools in order to promote Russia’s perspective [34]. Moreover, the document expresses concern about a lack 
of objective coverage of and discourse about Russia, Russian foreign policy and Russian actions abroad, and 
that the Russian government must develop its own means to influence international audiences, ostensibly to 
counter propaganda and disinformation disseminated by state competitors (i.e., the West) [34].  

5.2.1.9 Doctrine of Information Security of the Russian Federation (2016) 

Building upon the information doctrine released in 2000 and the information space concept of 2011, the 
2016 information security doctrine is largely an update of key concepts and definitions. For example, the 
doctrine comprehensively defines the information sphere as information, information objects, information 

 
9 Russkiy Mir, literally Russian World, is a core concept of the Russian government, the objective of which is to promote and 

maintain Russian history, culture, religion, language, and other social and political traditions on the international stage, and to 
advocate for the rights of Russian ethnolinguistic populations outside of Russia. Russkiy Mir Foundation is also a 
Government-Organized Non-Governmental Organization (GONGO) that is used to promote Russian culture abroad but has 
been known to conduct or support information confrontation and intelligence activities on behalf of the Russian government. 
The concept of Russian compatriots, specifically the protection of Russian ethnolinguistic populations living abroad, is a key 
component of Russkiy Mir, as well as foreign and security policy, more generally, and is often invoked by the Russian 
government as a justification for potential military intervention.  
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systems, websites, communications networks, information technologies, as well as the entities involved in 
the generation and processing of information, efforts to develop information technology and the mechanisms 
to regulate access, control and dissemination of information. Likewise, the doctrine defines information 
threats as the actions and factors designed to damage national interests in the information sphere, including 
biased and negative information about Russia and the Russian government [35].  

In response to these threats, the doctrine explicitly identifies the role of the Russian government as 
facilitating the development of an information security systems to counter foreign information and 
psychological actions, specifically attempts to undermine the Russian cultural and patriotic identity [35]. 
These defensive activities include, but are not limited to, neutralizing attempts by entities (state and non-state 
actors) to undermine Russian “traditional moral and spiritual values” and providing Russians and the 
international community with reliable and objective information about the Russian state [35]. Lastly, the 
doctrine identifies the requirement of the Russian government to control and reinforce traditional spiritual 
and moral values, including the provision of youth-focused patriotic education programs.  

5.2.1.10 Observations 

Before proceeding with a discussion of the structure and the underpinning conceptual model of information 
confrontation, it is important to note the following observations:  

1) Russian doctrine typically frames the offensive application of offensive military force as a defensive 
measure, including pre-emptive actions to deter, prevent or suppress aggression against Russia and 
its allies. This approach is not novel and follows Soviet tradition of seeking advantage through 
surprise, but is applied across the breadth of military means and capabilities, in particular 
information confrontation;  

2) The Russian government has developed a holistic understanding of the operating environment and 
promotes a concept of common defence that includes military, economic, political, informational 
and other (i.e., non-military) means;  

3) Although there appears to be a lack of consistency across strategic doctrine and policies regarding 
how terms and concepts are applied, the Russian government generally differentiates between 
“information” and “psychological” aspects of information confrontation (sometimes called 
information-technical and information-psychological, respectively). In short, information refers to 
the technical means of collecting, processing, storing, analyzing and disseminating information, 
including changes to or alterations in data and information, whereas psychological aspects refer to 
techniques or actions that bring about a change in how a target or target audience thinks and 
behaves. It is also important to note that these are highly interdependent concepts and rarely 
discussed in isolation;  

4) Russian doctrine does not use the term cyberwarfare, rather it discusses technological interventions 
in the information space. The implication is that the Russian government conceives of cyber warfare 
as inherently different from other types or forms of information warfare, as is the case in the West; 

5) Military and political objectives are inherently connected, and the military plays a significant role in 
achieving geopolitical objectives; and, 

6) At the core of so-called defensive activities in response to perceived foreign informational threats is 
the requirement to preserve the domestic information environment, specifically the cultural, 
spiritual, moral and patriotic unity of the Russian Federation.  



CREEPING NORMALITY: RUSSIA’S  
USE OF INFORMATION CONFRONTATION AGAINST  
THE CANADIAN ARMED FORCES IN LATVIA AND UKRAINE 

5 - 8 STO-TR-SAS-161-Vol-II 

5.2.2 Information Confrontation: Structure and Employment 
From a functional perspective, Russian information confrontation can be divided into three complementary 
forms of activity; that of: a) Maskirovka; b) Active measures and C0 Strategic information, also known as 
strategic disinformation or propaganda (see Figure 5-1) [6], [7].  

 

Figure 5-1: Forms of Activity of Russian Information Confrontation. 

Maskirovka (more commonly referred to as military deception) has a long history in Russia and the Soviet 
Union and is applied to generate tailored military effects, such as disrupting enemy force command and 
control (C2) or undermining electronic surveillance and reconnaissance capabilities. Maskirovka was also 
used to undermine the will and morale of enemy forces, or what is referred to as combat psychological 
operations (combat PSYOPS) in NATO. In some cases, maskirovka can be used against the civilian 
population, but this is generally done to (indirectly) shape how the enemy force perceives a given situation. 
Traditionally, maskirovka was remit of the GRU (Glavnoye razvedyvatel’noye upravleniye or the Main 
Intelligence Directorate) and was divided into four tactics and applied at all levels of operations, that of: 

1) Camouflage and concealment;  

2) Demonstrations and feints; 

3) Imitation (e.g., false radio traffic); and  

4) Disinformation (e.g., psychological activities meant to undermine enemy morale or targeted 
campaigns to undermine the credibility of the leadership of the enemy force).  

However, several differences exist between traditional and contemporary conceptualizations of maskirovka. 
For example, examinations of recent military and GRU related operations, such as Estonia (Bronze Soldier 
riots in 2007), Georgia (invasion in 2008), Ukraine (invasion and occupation from 2014 to present), Syria 
(military operations from 2015 to present), United Kingdom (attempted assassination of Sergei Skripal, 
2018), Montenegro (attempted coup, 2018), and the Netherlands (attempted cyber-attack on the Organization 
for the Prohibition of Chemical Weapons [OPCW], 2018) indicates the GRU conducts an expanded range of 
activities, and has broadened its target set, in foreign nations, including purely civilian targets (i.e., a target 
with little or questionable military value) and generating strategic political effects. Moreover, the number 
and type of entities involved in the design and execution of maskirovka has increased to include the FSB 
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(Federal’naya sluzhba bezopasnosti Rossiyskoy Federatsii, or the Federal Security Service) as well as a 
range of non-state actors (e.g., Night Wolves, Wagner Group, NASHI, Internet Research Agency, and the 
Russian Business Network) (this is largely due to the contracting out of traditional military and intelligence 
activities) [17]. In addition to conducting information confrontation and facilitating military deception 
activities, non-state actors, in particular private military corporations and patriotic groups – sometimes 
operating under the guise of self-defence groups – are being employed by the Russian military to support or 
conduct tactical military activities (e.g., armed raids) as part of a combined forces campaign. In some cases, 
trusted non-state actors, which are usually made up of former military or security service personnel, have 
conducted operations independent of the Russian military, such as the Night Wolves and the Rubezh in 
Crimea and Wagner in eastern Ukraine, Syria and Africa [17], [18], [36]. 

Whereas maskirovka was the remit of the GRU, active measures were the sole responsibility of the KGB 
(Komitet Gosudarstvennoy Bezopasnosti, or the Committee for State Security) and conducted to generate 
broader (i.e., strategic) social and political effects, typically by targeting a nation’s civilian population or 
political, cultural and business elite. Traditionally, active measures were divided into three tactics or 
approaches; that of a) Propaganda (exploited mass media and used forged or falsified documents to shape 
public opinion); b) Disinformation (exploited stereotypes but otherwise grounded in reality); and c) Influence 
operations (targeted campaigns to leverage elites, either wittingly or unwittingly, to influence decision-making 
and policy development). Although conceptually distinct, in practice the three forms were often blended or 
executed in a complementary fashion to generate desired effects, such as changing public opinion.  

An examination of contemporary active measures campaigns in Europe and North America, however, clearly 
indicates several fundamental changes. Firstly, the design and execution of active measures are no longer the 
domain of state security services but are now conducted by a range of state and non-state actors, including the 
GRU and the Ministry of Foreign Affairs (MFA), as well as pro-Kremlin media outlets and other business 
enterprises (including financial institutions), non-profit and patriotic organizations, as well as hacker groups 
and criminal organizations [8], [18]. Second, active measures are also no longer limited to employment at or 
directed towards the strategic level; rather, they are now utilized to generate disruptive social and political 
effects at all levels of operations (e.g., attempts to undermine or eliminate local politicians and social justice 
advocates, disrupting or undermining businesses, and encouraging localized riots and looting to undermine the 
credibility of civilian police and security agencies). Lastly, the tactics employed in active measures campaigns 
have also increased significantly to include direct action, provocation, ideological subversion, character 
assassination (also known as smear campaigns, black PR and kompromat), blackmail, information sabotage and 
network (social and virtual) destruction, amongst others [37].10  

In contrast, strategic information activities (also referred to as strategic propaganda) are ubiquitous and 
enduring form of high-level information confrontation. However, strategic information activities play a 
critical role in that they set conditions for active measures and maskirovka. In other words, strategic 
information activities are not designed to generate an effect on their own, but rather to psychologically prime 
target audiences through narratives. Strategic information activities, therefore, serves to condition target 
audiences to be receptive to maskirovka and action measures [7].  

Similar to the other forms of information confrontation, both state and non-state entities are utilized for the 
design and operationalization of strategic information activities. These entities include, but are not limited to, 
government departments (e.g., MFA), government-control and private news media agencies (e.g., RT, Sputnik, 
TASS, Isvestia, Internet Research Agency [also known as IRA, Glavset and the Federal News Agency], and 
Vesti News), non-profit and government organized non-governmental agencies (e.g., Russkiy Mir), patriotic 
groups (Nightwolves) as well as a number of academic and scholarly institutions and foreign-operated agencies 

 
10 There are a number of reasons for the development of new tactics, such as technological advancements (e.g., the internet, 

social media applications, peer-2-peer networks, advanced datamining analytics, etc.), the democratization of the media 
(i.e., the introduction of citizen and advocacy journalism) and changing societal notions of trust in information sources and 
the questioning of truth (e.g., the post-truth era).  
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(e.g., Katehon, RAPI and Global Research) [18]. Moreover, some media organizations, such as the IRA, also 
curate a range of fake online personas (often disguised as personal accounts) with vast social networks and 
online communities, sometimes unrelated to Russian political issues.  

5.2.2.1 Sociotechnical Model of Target Audience Manipulation11  
Successful information confrontation is more than the mere dissemination of messages, whether radio 
broadcasts, posters and billboards or social media posts (i.e., using traditional and new media); rather, and 
most critically, it is a theoretically grounded process in which the content of the message or narrative is 
designed to be meaningful to, and also serves to mobilize, a target audience. In other words, the message 
must serve a sensemaking function (i.e., give meaning to) as well as provide a justification for and – ideally 
– guidance on how or what actions the recipient of the message should take (i.e., behaviors to be elicited). 
To accomplish this high degree of resonance with and mobilize the target audience, information 
confrontation leverages the following eight interrelated and theoretically grounded sociotechnical 
mechanisms (which I refer to as the Barrage Model) [7]: 

1) Emotional appeal: Messages are designed to induce and exploit emotion (such as fear, anger or 
surprise), which serves to undermine rational thought and encourage malign or ill-conceived action 
[38]. Although individual susceptibility to emotional appeal varies significantly, an increased state 
of emotional arousal is generally achieved through the use of messages loaded with provocative 
language, images, associations or ad hominin attacks [39]. By using highly emotive language in 
association with a particular issue, an antagonist likely seeks to undermine actor rational 
decision-making and encourage impulsivity; 

2) Belief formation: Two factors are important to note. First, research in the field of cognitive 
psychology suggests that people tend to search for and consume information that confirms, 
rather than challenges or contradicts, one’s existing beliefs [40]. In essence, rather than searching for 
well-grounded and logical explanations, people search for confirmatory information in order 
to rationalize and justify existing beliefs, and also to ensure consistency and reliability of the beliefs 
and actions over time [40]. Second, research also indicates that, rather than changing someone’s 
mind, countervailing information actually hardens an individual’s commitment to existing 
beliefs (i.e., ideational entrenchment), or what is commonly referred to as the back-fire effect [41]. 
In short, antagonists may be able to identify and exploit specific target audiences, in particular those 
that – when mobilized towards action – can serve short and long-term objectives (e.g., causing 
internal strife that distract targeted governments);  

3) Stereotypes and conspiratorial language: Studies indicate the use of stereotypes and conspiratorial 
language and ideas serves as a cognitive heuristic, simplifying and imposing order on an otherwise 
complex world. In essence, stereotypes and conspiracies assist the adherent by reducing mental effort 
for recall and decision-making [42], [43], [44]. When combined with calls to action, an antagonist 
may use conspiracy theories to mobilize communities, specifically against their government or 
state institutions;  

4) Filter bubbles: In addition to people naturally looking for information confirming existing beliefs, 
algorithmic and computational models serve a similar function by curating information retrieval 
based on a user’s search history and personal details [45]. As a result of using search engines over 
time, a user will become increasing informationally isolated, fragmented and marginalized [46], 
receiving increasingly narrow or restricted bands of information, which most often confirm rather 
than challenge the user’s pre-existing beliefs. By manipulating algorithms and computational models 
and ensuring specific types of (reinforcing) information are delivered to a target audience, an 
antagonist may be able to create and exploit specific filter bubbles for political purposes;12  

 
11 This section has been adapted from Lauder, (2020) [7]. 
12 It is recognized that more recent scholarly material, particularly by Dahlgren (2021) [47], questions the concept of filter 

bubbles. However, a discussion of Dalhgren’s argument is beyond the remit of the paper.  
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5) Echo chambers: The result of filter bubbles and belief formation, echo chambers are digital 
information environments in which existing beliefs are reinforced and amplified (through algorithms 
and computational models) that allow people to find psychological comfort by participating in 
like-minded digital communities [6], [48], [49]. Several scholars have criticized echo chambers for 
encouraging and creating ideological safe-havens for bias and extremist beliefs and – more generally 
– for skewing and damaging understanding [6], [48]. As a result, echo chambers represent a pool of 
potential activists for antagonists and, depending upon their existing political and social beliefs, may 
be primed for malign influence;  

6) Ingroup bias: This concept is closely associated with filter bubbles, echo chambers and 
conspiratorial language and can be understood as a pattern of behavior favoring one’s group 
(ingroup) over that of other groups (outgroups) [50]. One of the leading explanations of ingroup bias 
can be found in Social Identity Theory, which proposes that identity-based favoritism, and claims of 
ingroup exclusivity, is utilized to enhance one’s sense of self-importance and efficacy [51]. 
Critically, antagonist can exploit ingroup bias to mobilize social and political groups and 
movements, including for the purposes of instigating violence and other extreme behavior against 
members of outgroups, or social and political structures that are seen as supporting, promoting or 
protecting the interests of outgroups;  

7) Information saturation: The objective of information saturation to overwhelming the information 
space with messaging and displacing countervailing information sources. This is typically achieved 
through a three-pronged approach of message repetition (frequently disseminated), pervasiveness 
(across multiple means of communication) and persistence (disseminated across prolonged period of 
time) [6]. Closely associated with confirmation bias, this approach leverages the illusory truth effect, 
which is the tendency to believe false information if repeated [52], [53], [54], [55]. By inundating a 
target audience, especially those belonging or confined to an informational enclave, an antagonist is 
not only able to supplant external information sources but may be able to slowly move a target 
audience towards a new appreciation or understanding of social reality; and,  

8) Creeping normality: Is both a process and the outcome of all the mechanisms working in 
conjunction. Creeping normality refers phenomenon of a population accepting as normal a major or 
significant alteration in conditions if that alteration occurred incrementally, through unremarkable 
and otherwise inconspicuous increments of change [56]. In other words, if the change remains below 
the threshold of collective awareness, it will be accepted as a natural evolution or course of events 
[56]. Through this process, and if properly manipulated, an antagonist may reverse significant 
advancements of a society or, alternatively, push it towards the precipice of collapse, such as 
through internal strife.  

This model also takes into consideration the evolving nature of information confrontation, specifically 
pre-2016 tactics that focused on the pervasive (i.e., blanket) dissemination of inflammatory, or explicitly 
pro-Russian, messages with little attention paid to how the messages would resonate with an audience.13 
In fact, early messaging campaigns were mostly about offending or insulting audiences and gaining 
international media attention (for amplification), irrespective the quality of or the effect generated by the 
message. However, since 2016, the Russian government and its proxies have engaged in a deliberate and 
curated approach of message dissemination focusing on establishing deeper and more meaningful audience 
engagements by building or coopting and exploiting informationally isolated or otherwise marginalized 
communities, such as political and social activist groups. Central in the Russian government’s revised 
approach to information confrontation is the appearance of information source authenticity, specifically that 

 
13 It should be noted that this is a general/descriptive, rather than prescriptive, model of target audience manipulation. 

In addition, the development of this model reflects the employment of traditional and new media, as well as other technical 
and non-technical means of delivery, and across all levels of conflict, and is not specific to the social media. As such, not all 
components of the model are or need to be utilized in a particular information activity. Rather, specific components are 
leveraged based upon the nuances and idiosyncrasies of the target audience and the behavioural effect to be generated, 
as well as the means of message delivery.  
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the disseminator or organizer (of an online group or event) belongs to the community being targeted. 
Recognizing that it is difficult to feign authenticity from a nondescript office building in St. Petersburg or 
Moscow, the Russian government, through its proxies and various cut-outs, have increasingly employed 
local interlocutors to conduct social media campaigns [18], [57], [58], [59], [60]. This approach not only 
enhances authenticity but also deniability, essentially adding layers between the Russian government and the 
influence operatives.  

Before proceeding with an examination of the various incidents targeting the Canadian Armed Forces, 
several key points about information confrontation should be reiterated: 

1) Clear lines of responsibility of have been eliminated and state and non-state entities conduct 
activities across the different forms; 

2) Hierarchical control has been replaced by a highly decentralized approach to command and control 
that is based on expressions of strategic intent from the central administration; 

3) Non-state actors no longer serve merely as disseminators, purveyors or the intermediate means of 
messages but now play an integral role in the design, planning and execution of activities; 

4) The combined employment of state and non-state actors provides the Russian government with a 
number of distinct advantages, including deniability as well as vast reach and penetration of a variety 
of target audiences; 

5) While much of theory and practice is borrowed from or originated during the Cold War, new 
concepts, organizational structures, and communication technologies have been embraced, 
essentially establishing a new approach to the planning and execution of information confrontation;  

6) Informational confrontation is rarely conducted in isolation and are typically a part of a broader 
campaign that includes a range of military and non-military measures, and effects against a target 
can be generated indirectly;  

7) Tactics and methods of information confrontation have evolved over the last decade, from broad 
dissemination of offensive and pro-Russian messaging to mass or undifferentiated audiences to 
messages tailored to the needs and interests of specific audiences, in particular groups primed for 
social and political action, including violence; and,  

8) Truth is no longer relevant but rather can be created and managed – for specific target audiences – 
through persistent information engagement.  

5.3 INCIDENTS OF RUSSIAN INFORMATION CONFRONTATION 

The purpose of this section is to examine a number of incidents in which the Russian government, and/or its 
proxies, employed information confrontation for the purposes of undermining the credibility of the Canadian 
Armed Forces and, by extension, NATO, with a particular focus on the missions in Latvia and Ukraine. The 
overall goal of this section is to identify and briefly discuss the sociotechnical mechanics and – if possible – 
the effects of the information attacks. Due to space limitation, this section does not offer an exhaustive list of 
incidents targeting the Canadian Armed Forces; rather, it offers an examination of a handful of exemplary 
attacks. To put the incidents into context and demonstrate the existence of a broader campaign, this section 
will highlight a number of other incidents targeting NATO missions, NATO military forces, political leaders, 
or government institutions in the Baltic states and Ukraine.14 It is important to note that the employment of 
information confrontation by the Russian government is not just about undermining the Canadian Armed 

 
14 It should be noted that, while some links between incidents or examples of information confrontation can be demonstrated, 

which implies a degree of forethought, design, and planning, it is impossible to identify whether incidents are planned 
(i.e., created), opportunistic (i.e., exploit an unexpected situation), or reactive. The reason for this is because the perpetrators 
of information confrontation, whether they are state or non-state actors/proxies, generally do not discuss the why and how of 
an activity.  
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Forces; rather, attacking the Canadian Armed Forces is a small part of a much larger and more complex 
campaign to undermine and fracture NATO, which is a critical step towards destabilizing specific countries 
in eastern Europe and gaining geopolitical dominance in the region.  

5.3.1 Latvia 

5.3.1.1 Incident 1: Blue Division 

Although it can be argued the Russian government started to target the Canadian Armed Forces well before 
the actual deployment of troops to Latvia (e.g., smear campaign against Chrystia Freeland and a social media 
troll campaign targeting Harjit Sajjan, the Minister of Defence), one of the most noteworthy information 
attacks – and in a way setting the standard – came just days prior to ceremony marking the official start of 
the Canadian-led, enhanced Forward Presence (eFP) mission at Camp Adazi on 19 June 2017. Largely 
employing disinformation in which historical truths are leveraged and manipulated for ideological purposes, 
a pro-Russian blogger published an opinion-editorial (op-ed) article on 14 June 2017 on a popular online 
Russian-language forum in the Baltic states referring to NATO as a “circus” and dismissing the contributions 
made by NATO nations (with the exception of the US) as “amusing.” The article also equated the mission to 
occupation of the Baltic region by Germany in World War II and claimed the Spanish armored unit now 
deployed to Latvia fought as part of the Wehrmacht Blue Division [61]. Clearly designed to elicit an 
emotional response and undermine the credibility of the eFP mission, the article also references Colonel 
Russell Williams (a convicted murderer), posting several photos of him dressed in uniform as well as 
women’s underwear, and called him a “true Canadian” [61]. The article did not mention the photos of 
Williams were presented as evidence by the Crown prosecutor in his criminal case, nor did it indicate he was 
convicted and sentenced to life imprisonment and stripped of his military rank and awards. However, the 
article did suggest the photos were gleaned from his social media profile – effectively implying his was still 
an active member of the Canadian Armed Forces. On the same day, the article, along with the photos of 
Williams, was posted on Vesti, a Russian-language news outlet known for its pro-Kremlin coverage,15 
essentially amplifying the reach of the article to a broader, more mainstream audience.  

5.3.1.2 Incident 2: NATO Littering 

On 28 September 2017, Sputnik (a Russian state-controlled news agency), along with Press.lv, MixNews.lv, 
Focus.lv and Regnum.ru (all Russian-language news portals) published similar articles about a local resident 
who allegedly discovered garbage left in the woods by soldiers near Camp Adazi [63], [64], [65]. 
The woman posted a photo of the garbage (which included discarded water bottles, several rusted tin cans 
and single US military meal pack) on at least two Facebook groups on 26 September 2017 and commented 
that the soldiers were, “Pigs, not people” [66]. The post immediately garnered several responses critical of 
NATO, including one person who claimed to have also discovered garbage in the woods left by the military 
and another person recalling a 2014 brawl involving drunken NATO soldiers [67].  

However, the incident was a complete fabrication. In an investigative article written by researchers from 
Vidzeme University College, the authors determined the items identified in the photo were not actually 
purchased or used by the Latvian government and that the photo (posted on Facebook and republished on the 
various news portals) was actually more than a year old and originated from a Russian webpage with no 
connection to the person who made the Facebook post and the claims of littering soldiers [68]. 

Simple in design, the information attack – which fused elements of propaganda and disinformation – was 
conducted in two phases. The first phase involved using a local identity or persona – which offered 

 
15 Vesti is part of a media network, Media Nams Vesti, which operates in Latvia but has a readership from across the Baltic 

states and Russia. A study of Vesti’s operations indicate that it has attempted to consolidate Russian-language readership in 
the region, and that it engages in deceptive techniques, such as manipulating the headlines of republished articles and 
presenting opinions as facts [62]. 
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authenticity – to make the initial post and complaint about NATO. This phase gained some immediate and 
local traction, including both negative and positive comments about NATO. The second phase involved the 
amplification of the story by pro-Kremlin media outlets to enhance the spread of the false story and garner 
greater national and international attention, in particular amongst Russian-speaking audiences. It should also 
be noted that the publication of the articles critical of NATO coincided with – and was likely meant to 
distract from – an official visit by the Defence Ministers of the contributing nations, including the Canadian 
Minister of National Defence. 

5.3.1.3 Incident 3: Riga Housing Shortage 

In the summer of 2017, a local real estate company released a trend report on accommodation searches, 
availability and pricing for Riga. In the report, the real estate company noted both an increase in prices and a 
reduction in availability and attributed the trend to the posting-in of Canadian soldiers to the NATO mission 
as well as students securing accommodations for the start of the fall semester. The rather innocuous and 
factual statement garnered widespread local and international media attention on 11 August 2017, initially by 
LETA and then a number of Latvian-based news agencies (e.g., MixNews, DELFI, TVNet, LSM.lv, BaltNews 
and Gorod), most of which provided concise and matter-of-fact coverage as well as some positive comments 
concerning the relationship between soldiers and local residents and landlords [69], [70]. This was followed 
by articles appearing in the EAD (EurAsia Daily), Vesti and Sputnik, all Russian-language publications, 
which indicated that NATO members were looking for exclusive or high-end accommodations and that the 
Latvian government was not adequately prepared for the influx of soldiers [71]. The article published by 
Vesti further criticized the Latvian government and called the Prime Minister a “liar” and claimed the 
government had spent more than 9 million Euros to host the eFP mission, which (according to the article) 
was paid for by local taxpayers [72]. 

The incident represents a classic example of disinformation in which a real or actual event or story is 
leveraged and embellished or manipulated, such as through the addition of an inflammatory or provocative 
statements or headlines, to shape public opinion.16 Like many of the other incidents, the information activity 
is designed to create and reinforce a wedge between the Latvian government and the local population, and to 
undermine the credibility of the Canadian Armed Forces and NATO, specifically by creating the perception 
that the military presence is a burden on the economy and taxpayers. In a related incident, this theme was 
reinforced two weeks later when several pro-Russian news outlets reported the opening of new barracks at 
Camp Adazi. While some of the articles were fact-based, a number of pro-Russian media outlets published 
articles critical of the spending, arguing that the Latvian government is “militarizing” with the intention of 
provoking a conflict with Russia and serving the interests of the military-industrial complex [74]. The article 
also noted that five schools could have been built for the cost of the military barracks [74]. Another article 
published in Regnum highlighted the cost of infrastructure development and claimed that while the Latvian 
government has increased defence expenditures the country also suffered from a pervasive economic, health 
and education crisis, including high mortality rates [75]. 

5.3.1.4 Incident 4: COVID-19 Infections 

On 20 April 2020, Baltic Voice, a Russian-language news media outlet operating across the Baltic region, 
published an article that claimed more than 20 members of the NATO mission in Latvia tested positive with 
COVID-19, and that most of those infected had recently arrived from Canada. According to the article, 
concerns about the infections were first raised on social media by the family and friends of the Canadian 
soldiers [76]. The article also quoted the Canadian commander (using his name and an actual photo of the 
Canadian commander), who confirmed that 21 Canadian soldiers tested positive. The Canadian commander 

 
16 It is important to note that Russian information confrontation is scientifically grounded and borrows from Soviet theoretical 

and conceptual developments in support of active measures and psychological warfare, some which date to the early years 
of the Russian revolution [22], [23], [73]. 
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also admitted to knowing of the infections for over a month – which suggested that both Canadian and 
Latvian military leadership deliberately concealed the infections from the Latvian public.  

The interview with the Canadian Task Force commander, however, did not happen; rather, it was fabricated. 
The article, however, did leverage previous – and factual – reporting from a Baltic News Service (BNS) 
article published on 17 April 2020 in which the Lithuanian government released information about isolation 
precautions and infection rates amongst its military personnel. The article also criticized NATO leadership 
for not only putting the public at risk but also for blatant hypocrisy; that is, promoting public health 
restrictions for the local population while troops participated in military exercises [77].  

Two days later, an article authored by Edgars Palladis about the infections appeared in The Duran, an online 
sensationalist news outlet operated by a former member of RT and known for disseminating far right-wing 
and pro-Russian propaganda. The article, which linked back to and largely used the text of the article that 
appeared in the Baltic Voice on 20 April, claimed the infection rate amongst NATO members had 
significantly increased and suggested the infections were not limited to military bases because NATO troops 
continued to conduct exercises across Latvia and many military members lived in off-base accommodations. 
The article also pointed out that NATO military activities continued despite Latvia implementing public 
health measures, including restrictions on social gathering, and argued the military is a “waste of taxpayer 
money” [78].  

Concerned that the rumors and disinformation about the infection rates amongst NATO military members 
had the potential to create a rift between the Latvian population and the NATO mission, the Latvian 
government responded to the Palladis article (that appeared in The Duran) in two articles and a press release. 
In the first article, published on 23 April 2020 in SARGS.LV (an online popular news publication by the 
Ministry of Defence), government representatives dismissed the COVID-19 disinformation and claimed 
Palladis was a false online persona or pseudonym used by a professional pro-Russian agitator [79]. 
The article also identified numerous errors in the article posted on The Duran, including inconsistent 
information, false quotes and erroneous graphics, and provided an official quote from the Canadian 
commander who stated the information and (his) quote that was used in the original article were fabricated 
[80]. In the second article appearing on 25 April, representatives from the Ministry of Defence exposed the 
(questionable) origin of the author and the myriad of connections of The Duran to the Russian government. 
The article also identified and explained how the original article was a part of an elaborate Russian 
disinformation operation, and how the author attempted to amplify the fabrication by laundering it through 
more reputable and well-known writers and online news platforms. Lastly, the article identified how the 
author had conducted a series of other disinformation activities, such as targeting the 2017 French 
Presidential election [81]. The press release, which appeared on 27 April on the Ministry of Defence website, 
restated many of the concerns identified in the SARG.LV articles and declared The Duran article to be a 
blatant act of disinformation. The press release also stated The Duran had been involved in numerous 
disinformation activities, including writing erroneous stories about a spoofed email from NATO Secretary 
General to the Lithuanian government on 21 April 2020 indicating that NATO was immediately shuttering 
the mission in the country due to concerns about COVID-19 [82].  

5.3.2 Ukraine 

5.3.2.1 Incident 5: Botched Special Forces Raid 

Initially appearing on a Russian blog published by Nikolay Starikov (the leader of a Russian political party) 
on 06 August 2016, a relatively detailed article, citing an unnamed source, was published that claimed 
approximately 11 Canadian Special Operations Forces (SOF) members were killed in a failed raid on 
Russian separatist forces along the line of demarcation in the Luhansk region of eastern Ukraine on 23 July 
2016 [83]. According to the article, the Canadian SOF team arrived in the area on 22 July 2016 (a day prior 
to the alleged raid) and attempted to conduct a tactical demonstration to Ukrainian military observers when 
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they were discovered and engaged by Russian separatists. The article further stated the deceased Canadian 
military personnel were retrieved and flown back to Canada on 26 July 2016. The article was republished the 
same day on Politikus.ru, a Russian-language news portal, and reappeared in several Russian blogs and 
pro-Kremlin news sites, including Stalker Zone (which is an English-language advocacy journalism site 
known for publishing Russian propaganda and disinformation) in early September 2016 [84], [85], [86]. 

To the casual reader, the story probably seemed true, especially since the article contained a sufficient 
amount of detail (e.g., the type, structure and size of force, as well as names of key Ukrainian and Canadian 
military personnel involved in the incident). However, to a more informed or knowledgeable reader, the 
story was amiss. For example, the article suggested the raid was coordinated by the Canadian Security 
Intelligence Service (CSIS) along with the Canadian Defence Attaché to Ukraine. Another oddity is that it 
was claimed in the article that the Canadian SOF team was a part of a CSIS-led operation in Ukraine but 
assigned to the Ukrainian Ministry of Health, and that the attachment was personally approved by the Prime 
Minister of Canada during a recent state visit to Ukraine. In reality, neither CSIS (which does not conduct 
foreign operations) nor the defence attaché would be involved in the planning and execution of military 
operations. Moreover, the Prime Minister does not personally allocate or approve military resources.  

5.3.2.2 Incident 6: Mine Strike 

On 17 May 2018, the website of the armed forces of the Dontesk People’s Republic (DPR) published a press 
release that claimed the Ukrainian military engaged in an act of provocation by fabricating a situation along 
the line of demarcation near Avdiivka (a small town just north of Donetsk) that resulted in the deaths of or 
injury to several NATO military personnel [87]. The press release indicated that Ukrainian military 
commanders “deliberately brought guests” (i.e., foreign military personnel) into a minefield which resulted 
in the deaths of three Canadian military personnel and injured several US and Ukrainian military observers. 
The press release further noted that the purpose of the provocation was for Ukrainian authorities to blame 
DPR armed forces for the attack and to use the incident to advocate for and justify military intervention by 
NATO.  

Similar to the false report of Canadian military deaths in 2016, the press release was republished and 
generated significant discussion on numerous pro-Russian blogs, social media accounts and news sites. 
Of note, the press release also originated from an official and trusted – at least from the perspective of 
pro-Russian supporters and information consumers – source and contained enough detail (e.g., location of 
the incident, types of units involved, number and nationality of casualties, etc.) to make the incident appear 
as though it actually happened. However, where the previous incident received limited coverage (i.e., limited 
to Russian blogs and fringe news media), the mine strike incident gained both Ukrainian and international 
media coverage, including mainstream Canadian news networks [88], [89], [90]. Although international 
media coverage quickly declared the incident ‘fake news,’ the virality of the story necessitated a response 
form the Canadian government, which assuaged the concerns of Canadians and denounced the report as 
propaganda.  

5.3.2.3 Incident 7: Freeland Smear Campaign  

Although largely occurring in Canada – or at least the majority of the effort appears to have been executed in 
Canada – the smear campaign conducted against Chrystia Freeland was arguably designed to undermine the 
credibility of the Canadian government as well as the Canadian Armed Forces presence in Eastern Europe, 
primarily Ukraine but also Latvia. Literally launched the same day that Freeland was appointed as the 
Minister of Foreign Affairs [91], the smear campaign started with a series of posts on a pro-Russian social 
media account, seemingly located in Canada, on 10 January 2017 that cited documents from the archives of 
the Alberta government about Freeland’s grandfather, Michael Chomiak, and accused her of being 
sympathetic to Nazism.  
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The following day, an editor from VICE magazine, who was conducting an interview on an unrelated matter 
at the Russian embassy in Ottawa, was handed a dossier from an unidentified embassy staff member 
detailing Freeland’s grandfather’s interaction with the German military in occupied Ukraine during World 
War II [92], [93]. Similar to the previous day’s social media posts, the dossier was based on publicly 
available information held in the archives of the government of Alberta.  

A week later, on 19 January 2017, a lengthy and detailed article written by John Helmer appeared on his 
blog, Dances with Bears, and also in the Russia Insider, a pro-Russian newspaper believed to be funded by 
Konstantin Malofeev (a Russian oligarch close to Putin and accused of having funded pro-Russian 
separatists in Ukraine and the attempted coup in Montenegro), as well as other pro-Russian social media 
sites [94], [95], [96]. Seemingly based on archival documents, the article claimed Freeland lied about her 
grandfather’s interaction with the German army during WWII and stated she was actively “preaching race 
hatred of Russians” [97]. A former White House aide, Helmer, who moved to Moscow in 1989, is reputed to 
have been an agent for the KGB [98].17  

Between 19 and 26 January 2017, more than 30 different pro-Russian Twitter accounts posted or re-tweeted 
the claims regarding Freeland’s grandfather or linked to and promoted the Helmer article [99].18 Many of the 
social media accounts, some of which had thousands of followers, were known Russian social media trolls 
belonging to or affiliated with the IRA. On 27 January 2017, a computer-generated audio recording reciting 
the text of Helmer’s article was posted to YouTube as well as several other social media platforms. The 
Helmer article was published by the Strategic Culture Foundation, a Russian thinktank and online journal 
operated by the SVR and the Ministry of Foreign Affairs and a known outlet of Russian propaganda and 
disinformation [97], [100], [101]. Within a week, the story of Freeland’s grandfather, and accusations that 
Freeland was sympathetic to Nazism, went viral across several social media platforms.  

Just over a week later, Stanislav Balcerac, a Polish journalist known to support right-wing political 
movements, published an article in the Warszanka Gazeta (Warsaw Gazette), a weekly publication known to 
publish hate-based and anti-Semitic articles [98], [102]. The same article is also published in Polska Bez 
Censury (Poland Without Censorship). Later in February, Arina Tsukanova, a pro-Russian journalist 
allegedly based in Crimea (Global Engagement Centre, 2020), published an article in Consortium News, a 
US-based independent, online news service [103].19 Although Consortium News sued a Canadian news 
network for claiming it was part of an elaborate Russian cyber-influence campaign [105], Tsukanova was 
subsequently reported to be a sock puppet (i.e., a fictitious persona) operating for the Russian foreign 
intelligence service through the Strategic Culture Foundation [100], [106]. 

During a press conference on 06 March 2017 to announce an extension to Operation UNIFIER, the 
Canadian military training mission to Ukraine, a reporter asked Freeland about Russian media outlets and 
websites and claims her grandfather was a Nazi collaborator. In response, Freeland stated that Russian 
disinformation and other smear campaigns, similar to those that recently occurred in the US and Europe, 
should be expected. However, the question of her grandfather’s role during WWII at the press conference, 
which was covered by several Canadian national news media agencies, served not only to push the story into 
the mainstream but also provided an opportunity for the Russian government – through Kirill Kalinin, the 

 
17 As noted by Ledeneva [73], smear campaigns are based on political (e.g., abuse of power, disloyalty or incompetence, etc.), 

economic (e.g., embezzlement, nepotism, etc.), criminal (e.g., links to organized crime or bribery, etc.) and/or private 
information that compromising the target’s reputation, including but not limited to the misdeeds, illegal or unethical 
behaviour of family members, or unpopular personal beliefs or behaviours. Ledeneva also points out that a sustained and 
serious campaign against a target will draw from information from across all four categories and that some of the most 
effective smear campaigns are not based on perceived or real illegal behaviour but related to private life and behaviour 
associated with or contravening strong social norms or values.  

18 The initiation and propagation of the smear campaign against Freeland was identified and reported on by the EU East 
StratCom Task Force on 26 January 2017 [99]. 

19 Consortium News was edited by Robert Parry and is regarded by Media Bias/Fact Check website to be a left leaning but 
with mixed reliability/mostly factual (Media Bias/Fact Check, n.d.) [104]. 
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press secretary of the Russian embassy in Ottawa – to publicly criticize Freeland and question her credibility 
[107]. The story of Freeland’s grandfather’s role in WWII, and Freeland’s warning of Russian 
disinformation, effectively dominated news media reporting and overshadowed the announcement of 
Canada’s renewed commitment to the NATO mission in Ukraine, which was likely the objective of the 
Russian disinformation campaign [93], [98]. 

However, that was not the end of the smear campaign. On 21 March 2017 and leveraging the story of 
Freeland’s grandfather and accusing her of lacking integrity and engaging in anti-Russian bias, the Russian 
Congress of Canada lodge a formal complaint with the Prime Minister. In addition to making spurious 
claims that Freeland lacked the proper qualifications for the job (as Minister of Foreign Affairs), the letter 
implied a connection between her grandfather’s role in WWII to her support for Ukrainian exiles and related 
political issues, suggesting she acquired pro-fascist sympathies from her grandfather [108].  

While initially generating significant news media attention and public interest in Canada and abroad, as well 
as generating some negative coverage, some of which called into question the veracity of claims the incident 
was an act of Russian disinformation [109], the smear campaign was and is still used in Russian information 
confrontation, especially those designed to shape the opinions of Russian linguistic audiences in eastern 
Europe [93]. In addition, the smear campaign is often referenced in other disinformation activities designed 
to undermine Ukrainian political support abroad, in particular in Canada [110].  

In response to the smear campaign, and also prompted by the attempted assassination of Sergei Skripal in the 
United Kingdom by GRU agents, the Canadian government announced the expulsion of four Russian 
diplomats in March 2018. The diplomats, who were based in Ottawa and Montreal and included Kalinin 
(who was alleged to have orchestrated the smear campaign by sending information about Freeland’s 
grandfather to various news agencies), were identified as intelligence officers and alleged to have interfered 
in the operation of democratic institutions, including to have engaged in a campaign to shape Canadian 
public opinion [111], [112], [113]. Three of the four were also identified as having conducted 
cyber-influence activities while based at the Russian consulate in Montreal, specifically an effort designed to 
discredit the World Anti-Doping Agency (WADA) and spread other disinformation related to Canadian 
institutions [114].  

5.3.2.4 Other Incidents 

While this report is not meant to be a comprehensive study of Russian information confrontation, it is 
important to note that these activities are rarely conducted in isolation. Moreover, information confrontation 
targeting other NATO countries, such as US or German forces deployed to Lithuania, may negatively impact 
the Canadian missions, as target audiences do not often differentiate between the various NATO forces. As a 
result, incidents targeting other NATO forces and allied governments in Eastern Europe should also be taken 
into consideration. Some of these informational attacks include, but are not limited to, the following: 

1) 16 October 2016: Russian state news media claimed that mercenaries from Canada and other 
NATO countries had taken up positions along the line of demarcation in eastern Ukraine and were 
training Ukrainian soldiers in sniper and sabotage skills [115]; 

2) 21 December 2016: In a public statement, Alexander Darchiev, Russia’s ambassador to Canada, 
claimed the upcoming deployment of Canadian troops to Latvia is a waste of resources and a 
distraction to the “real threat” of international terrorism. Darchiev also called upon Canada to be an 
honest broker and distance itself from US foreign policy, as it did during the Iraq War [116]; 

3) February-March 2017: A smear campaign targeting Harjit Sajjan, Minister of Defence, is 
conducted in the lead up to the Latvian mission in which his appearance (i.e., wearing a turban) was 
made a focal point and criticized [117]; 
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4) March 2017: Pro-Russian news media operating in Latvia reported that Latvian defence 
officials secretly amended an agreement to allow NATO soldiers to carry loaded weapons in the 
country [118];  

5) 20 May 2017: A Russian news media outlet published a story about three separate vehicle accidents 
involving NATO personnel. While the article did not provide details as to the causes of the 
accidents, the article employed a provocative title that implied the NATO members were likely 
under the influence of alcohol [119];  

6) 25 May 2017: A Russian news media outlet published a story about an upset Estonian resident who 
fired warning shots at NATO troops participating in an exercise in his town. The article also 
mentioned several other incidents involving NATO personnel during the exercise, including traffic 
accidents and personal injuries. The article also asserted local residents were tired of the military 
exercises and that Estonia was not prepared to host the eFP mission [120]; 

7) June 2017: Shortly after the official start of the enhanced Forward Presence mission in Latvia, a 
number of fake accounts (of a senior Canadian military officer) were created on Twitter and 
attempted to build a community of followers;  

8) 04 June 2017: Russian news media outlets reported an incident in which four intoxicated German 
soldiers got into a fight and were sent to a local hospital with unspecified injuries. The article also 
mentioned the NATO soldiers received mandatory training on proper behavior prior to deploying on 
the NATO mission and suggested the soldiers ignored the training [121];  

9) 20 June 2017: Russian news media outlets reported that an unknown number of local women had 
been raped by deployed NATO soldiers and that the incidents were covered-up by Latvian 
authorities. The article also claimed that local authorities dismissed the claims of rape as a Russian 
provocation [122]; 

10) 21 June 2017: A Russian news media outlet reported an incident of vandalism in Lithuania 
involving a NATO soldier. The article claimed the soldier was “lectured” and fined 15 Euros after 
he was caught urinating on a government building. The article also mentioned several other 
incidents of wrongdoing involving NATO personnel, including German soldiers involved in a 
“drunken fight” and numerous vehicle accidents [123];  

11) 01 July 2017: Russian news media outlets reported that Lithuanian residents were upset at the 
deployment of NATO troops and claimed that some residents were frightened by the presence of 
the military while others had been attacked or assaulted by NATO soldiers [124];  

12) 02 July 2017: Russian news media reported an incident in which four intoxicated members of the 
Netherlands military started a fight in a Vilnius restaurant which resulted in a single victim being 
sent to hospital for treatment. The article also mentioned a number of previously reported incidents 
involving drunken NATO soldiers or vehicle accidents [125].  

13) 24 August 2017: A pro-Russian, English-language news website published an article that claimed 
the US military had set up a network of biological warfare labs in Ukraine, effectively turning the 
country into a “proving ground for a new generation of US biological weapons” [126];  

14) 18 October 2017: A pro-Russian news media outlet in Latvia published a story that claimed the 
NATO presence is demeaning to the local population. The article also summarized a number of 
claims previously made in pro-Russian media about misconduct by NATO soldiers, such as bar 
fights, littering, acts of vandalism, and vehicle accidents. The article also claimed that the offending 
soldiers are quickly and secretly removed from the Baltic region to avoid criminal prosecution [127];  

15) August ‒ September 2017: A significant portion of Latvia’s cellphone network in the western 
portion of the country was disabled by Russian military electronic jamming on 30 August. On 
13 September, another electronic attack effectively knocked-out Latvia’s emergency telephone 
service [128], [129]; 
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16) 18 January 2018: Russian operatives hacked the website of a popular Lithuanian TV channel and 
inserted a fake story about the Minister of Defence and claimed he was gay and that he had been 
accused of sexual harassment [130]. At the same time an email, which referenced the story but also 
had attachments that contained malicious code to facilitate espionage and data retrieval, was sent to 
Lithuanian government agencies, news media outlets and politicians [131];  

17) 07 June 2018: The Baltic Course, an online news website service in the Baltic region is hacked 
and a fake story is posted claiming a child riding a bicycle was killed by a US armored vehicle 
during a military exercise [132]. The fake article, which was purported to be from a mainstream 
Lithuanian news provider and leveraged news about a real vehicle accident involving US armored 
vehicles, provided details of the incident, including the name of the US military unit involved, a 
false statement from a Lithuanian military Public Affairs Officer, and a manipulated photograph of 
a mangled bicycle near a US armored vehicle. The story was also reposted to several 
Russian-language blogs (Staff Writer, 2017d). Website administrators for The Baltic Course were 
made aware of the hack and published a correction, identifying the original post as a fabricated 
news story [133];  

18) March 2019: Pro-Russian news media in eastern Ukraine reported that US military personnel with 
Russian language skills were recruited and provided with Ukrainian passports, which they used to 
infiltrate Russia, ostensibly to conduct acts of sabotage [134]; 

19) November 2019: Although the objective of the letters is uncertain, a German-based 
self-publishing website is utilized by Russian operatives to post two forged letters bearing the 
signature of Janis Sarts, the director of the NATO Stratcom COE in Latvia. The letters claimed the 
center was allocated funds to establish a new cyber unit to block access to online content, 
specifically Russian media criticizing NATO activities [135];  

20) 20 June 2019: The content management systems of several news websites in Lithuania and Latvia 
are hacked and fake stories posted that claimed NATO forces conducting an exercise in Lithuania 
accidentally contaminated the Neris River with depleted uranium munitions [136]. 

21) September 2019: A popular, international petition website is leveraged to disseminate fabricated 
claims of German troops desecrating a Jewish cemetery in Lithuania [137], [138];  

22) 18 October 2019: A fake press release from the Lithuanian MFA that claimed the US planned to 
move nuclear weapons from Turkey to Lithuania was released on social media and subsequently 
reported on by several legitimate news media outlets [139];  

23) 19 December 2019: The content management system of a leading news outlet in the Baltic states 
is hacked and a fabricated article claiming Lithuanian police arrested two US Army sergeants in 
connection to a violent carjacking is posted. The fake article named two US Army personnel 
involved and identified the unit to which they belonged. The fake article, which stated the 
individuals could not be charged due to an agreement between the US and Lithuanian 
governments, also used the name of a well-known author of defence-related articles (in the byline) 
[140]; and, 

24) 23 March 2020: New Russia, a pro-Russian online news website operating in eastern Ukraine, 
reposted a summary from FAN (a news agency linked to Yevgeny Prigozhin, a close associate of 
Putin) doxed20 two Canadian military intelligence officers operating in Ukraine [141].  

Additional incidents include a series of enduring and often inconspicuous technical attacks occurring 
throughout 2017 in which the cell phones of NATO soldiers deployed on eFP in the Baltic states were 
targeted, including attempted hacks of personal social media accounts [142], [143]. It is believed that the 
attempted hacks were conducted by Russian electronic warfare units using mobile and portable devices as 

 
20 Doxing is the publication or posting of private or personal information about an individual, typically as a form of intimidation.  
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well as Unmanned Aerial Vehicles (UAVs) and conducted for the purposes of intelligence collection and 
intimidation [144]. Although not directly related to NATO but designed to undermine democratic institutions 
more broadly in Central and Eastern Europe, hackers working on behalf of or associated with Russian 
intelligence services conducted a series of cyber-attacks between 2018 and 2019 targeting embassies as well 
as academic institutions, news media outlets and journalists, private businesses, and non-government 
organizations and government agencies in Ukraine [145], [146], [147]. Additionally, a GRU cyber 
team conducted a campaign in August 2020 in which they embedded a hard-to-detect malicious payload, 
likely to facilitate clandestine data extraction, that impersonated photo files in fake NATO training 
documents, which was sent to Azerbaijan and other NATO partners and institutions [148]. The purpose of 
these campaigns was to slowly undermine the reputation of and subtly discredit NATO, specifically in 
Central and Eastern Europe.  

5.3.3 Observations 
Based on these incidents of Russian information confrontation, several observations can be made:  

1) Attacking the reputation of and attempting to undermine and disrupt the Canadian Armed Forces – 
and by extension NATO – does not require direct and explicit confrontation (e.g., targeting 
Canadian military personnel on the mission) but can also be conducted indirectly, such as targeting 
political leaders, investigative journalists, commercial entities or manipulating targeting audience 
perceptions in Canada; 

2) Information confrontation is rarely about achieving a knock-out blow or a decisive strike and more 
about slowly chipping-away at and undermining the foundation of credibility of the target and 
gradually shifting the perspective/attitude of a target audience. The idea is that this form of indirect 
and enduring upstream engagement will ultimately change how the target audience views the target 
and facilitate downstream political and policy changes that support Russian geopolitical objectives;  

3) Ambiguity, deniability, and decentralization continue to play a key role in the design and execution 
of information confrontation, which is largely achieved through the employment of proxies and 
other information intermediaries, such as pro-Kremlin news media outlets. The maximal use 
of decentralization and proxies for the purposes of enabling psychological effects through 
information diffusion (dissemination through interaction) represents a position of strength for the 
Russian government; 

4) Information confrontation includes both technological and non-technological means, including 
social media. While electronic warfare and cyber capabilities have been employed to facilitate 
attacks, such as hacking content management systems, email spoofing or embedding malicious code 
in attachments, these appear to be used sparingly, possibly because of cost and the degree of skills 
required to facilitate the information attacks; and, 

5) Most information attacks leverage real or actual information or draw upon local social or political 
issues or generally held beliefs/local reasoning, which are then embellished or manipulated in to 
maximize impact on a target audience. This anchoring in reality is done to enhance believability (of 
the message) but also to make denials (on part of the target) more difficult. While wholesale 
fabrications do occur, these incidents tend to be rare or in the minority. Moreover, even information 
confrontation failures (e.g., incidents that do not gain significant traction or have been rebutted) can 
be leveraged in or by future attacks as if they are records of true events.  

5.4 CONCLUSION 

The full-scale invasion of Ukraine by Russia on 24 February 2022 invalidated many assumptions about 
Russia’s use of its military instrument of power. However, it should be expected that Russian use of 
information confrontation will remain consistent, and that much of the competition with Russia will occur in 
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the information environment, specifically through an enduring, pervasive, and largely covert campaign 
focused on social and political subversion, including the fracturing of the relationship between host or 
member countries and NATO. Based upon an examination of numerous examples of information 
confrontation targeting the Canadian Armed Forces and other NATO forces and assets in the Baltic states 
and Ukraine and drawing upon other studies of Russian political warfare conducted by DRDC between 2014 
and 2020, two key implications and recommendations for response have been identified.  

First, and while multifaceted informational attacks (i.e., combining multiple means of dissemination, such as 
hacking news media websites and platforms to post fake articles and replicating the story across social media 
and blogs or disseminating a fake document with embedded malware) have occurred, they remain relatively 
rare. Rather, Russian information confrontation tends to be one dimensional in nature, albeit high frequency 
(i.e., lots of attacks using a single means of content or message delivery). This is likely due to the 
decentralized nature of the Russian information confrontation, but also because multifaceted and complex 
attacks, using multiple or technical means, requires additional expertise and resources, which may not be 
readily available – especially to proxies. As a result, the Canadian Armed Forces and NATO should expect 
the Russian government to continue to employ quick, easy and relatively simple informational attacks, at 
least for the foreseeable future. That being said, neither the Canadian Armed Forces nor NATO should be 
complacent to or dismissive of these informational attacks because they appear simple or mundane, as they 
tend to have a high degree of resonance with target audiences and contribute to an aggregated effect. 
Moreover, the Canadian Armed Forces and NATO should develop and maintain structures, processes and 
capabilities to continually monitor the information environment, gauge audience sentiment/reaction and be 
positioned to quickly respond to incidents.  

Second, while the theoretical underpinnings of Russian information confrontation can be found in Soviet 
information warfare, it is an evolving capability. As such, the Russian government, and its proxies, have 
been quick to embrace and integrate new technology but also adapt existing or develop new Techniques, 
Tactics and Procedures (TTPs) of audience engagement and manipulation (i.e., perception management). 
One of the key transformations in TTPs has been a shift from highly belligerent and combative messaging, 
often with an explicit pro-Russian sentiment, largely directed towards unsupportive (e.g., pro-NATO or 
Western) audiences but broadcasted broadly to messages with a more complaisant and deferential tone 
delivered to specific target audiences, often by exploiting political and social predispositions and proclivities 
facilitated via technical means (e.g., filter bubbles and echo chambers) [149]. In other words, there has been 
a shift from alienating target audiences towards building and maintaining interest-based communities and 
affinity groups that can be mobilized and exploited in support of Russian geopolitical objectives. Moreover, 
while most of this tailored audience engagement occurs via online news services and discussion groups, 
there are indications that Russian influence operatives now utilize Peer-to-Peer (P2P) networks to engage 
specific target audiences, community segments or digital enclaves. The potential for broad influence via P2P 
networks is significant, especially when augmented by advanced microtargeting techniques and artificial 
intelligence – which permits an instigator of an influence campaign to develop user-specific messages, 
tailored to individual behavioral and psychological characteristics, but employed on an industrial scale [150] 
Looking out 10 ‒ 15 years, this technology will likely be combined with virtual reality and immersive 
technology, which will enhance the user-experience by making the interaction highly personal and, therefore, 
more effective. As a result, the Canadian Armed Forces and NATO should look and prepare to move beyond 
approaches or tactics that are defined by web 1.0 and 2.0 technologies, including conventional social media 
(e.g., Facebook, Twitter, VK, Odnoklassniki, etc.) and lean forward and develop means and tools to identify, 
monitor (for indications of Russian information confrontation and effects generation) and engage 
decentralized P2P networks and related cross platform chat applications (e.g., WhatsApp, Kik, Telegram, 
Signal, Viber, etc.), some of which provide end-to-end encryption and anonymous functionality.  
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Chapter 6 – CONCLUSION 

The case studies in this volume demonstrate the importance of close study of Russian, or any threat actor’s, 
behaviors, in a manner cognizant of the specific context of that actor. In other words, seeking to identify 
generic threat characteristics is less useful for planning purposes than understanding each threat on its own, 
at least in the first instance. The examination of KFOR and Canadian deployments to Latvia and Ukraine 
expose some erroneous assumptions of likely Russian behavior and targets. This conclusion is shared by 
several of the case studies presented in Volume III of the SAS-161 reporting. Jarl’s and Lauder’s case studies 
suggest some divergent conclusions. Whereas Jarl’s case study illustrated centralization of control and 
interconnected, complementary military, political, and informational dimensions for Russian strategic level 
messaging related to large military exercises, Lauder’s case study exposes decentralized execution and more 
simplistic means of execution. The characteristics noted by Lauder can be seen in the description of Russian 
activity in other case studies as well, notably Reader’s and Bērziņš’ chapters in Volume III. Much like the 
Finnish case study presented in Volume IV of our reporting, the Ukrainian case study here illustrates the 
high value of evidence and expertise required for the development of plausible scenarios. For both near- and 
long-term military planning, a net assessment approach demands that any scenarios developed are grounded 
in as much evidence as possible to ensure plausibility. This is the case even when the intent is to push the 
bounds into low likelihood, high impact types of events. This rule holds true regardless of the scenario 
purpose ‒ exercise or experimentation, forecasting, foresight, or near-term planning. Finally, the scenario 
development described in the case study employs updated Ukrainian legal, policy, and doctrinal frameworks 
to set the context of the development process and analysis of the scenarios. This contributes to the proven 
high accuracy reflected in later real-world events. This example thereby reinforces the importance of 
comprehensive national level security and defence arrangements ‒ a conclusion mirrored in the case studies 
in Volumes III and IV of our reporting.  
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Annex A – TABLE OF IMPLICATIONS-SOURCE MATERIAL 

This table indicates the relationship between the various components of RTG research and analysis and the 
individual military implications detailed in Volume V.  

Military Implication Title Source Material 

Developing Common Understanding CAN, DNK (KFOR), GBR 

Systematic Analysis of Military Exercises GBR, SWE 

Spirituality and Religion DNK (KFOR) 

Religious Organisations and Politics DNK (KFOR) 

National Interests, Alliances, and Partners UKR 

Reducing Coercive Options: Limiting Dependence UKR 

Formulating Legal Frameworks CZE, HRV, UKR, NSHQ 

NATO Capability and Capacity Building NSHQ 

NATO-UN Partnerships DNK (KFOR) 

Article 5, Hybrid Methods, and Alliance Cohesion GBR, NSHQ 

Indications, Warnings, and Article 4 GBR 

Finding Common Ground DNK (KFOR) 

Adapting Force Structure UKR, NSHQ 

Situational Picture and Awareness CZE, FIN, HRV, UKR 

Wartime Military Effectiveness UKR 

NATO Operational Planning: Long-Term Threat All material 

Laws of War UKR, NSHQ 

Integration of Military and Non-Military Capabilities UKR, NSHQ 

Ukraine’s Information Security: Mental Resilience UKR 

Strategic Communications and Internal Resilience UKR 

CIMIC in a National/Allied Context DNK (KFOR) 

Exercise Analysis: Frontstage (Public), Backstage (Veiled) and 
Mystification 

CAN, SWE  

Military Strategies to Handle Russian Backstage and Frontstage Acting SWE 

The Application of the Military Instrument of Power (MIOP) GBR 

MIOP Backstopping Hybrid Activity GBR, SWE, UKR 

Electronic Warfare: Prevention and Protection   FIN, HRV, SWE 

Homeland Defence is the Bedrock of Alliance Cohesion CZE, FIN, HRV, UKR 

National Homeland Defence Concepts CZE, FIN, GBR, HRV, NSHQ 
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Military Implication Title Source Material 

Business and Investment – The Economic Instrument of Power FIN, HRV 

Influence on Non-Governmental Organizations DNK (KFOR), FIN, HRV 

Homeland Defence: Readiness All material 

Strategic Communication in Transition: ‘Total War’ to ‘Post-(Major) 
Conflict’ 

UKR 

NATO Strategic Communications and Shared Understandings All material 

Countering Russian Rhetoric All material 

Focus on the Effect CAN, GBR, UKR 

Minor Actions Matter CAN, GBR, UKR  

Operational Security CAN, FIN, GBR, UKR  
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